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Background & policy context:
Future automotive safety applications based on vehicle-to-vehicle and vehicle-to-infrastructure
communication have been identified as a means for decreasing the number of fatal traffic accidents.
Examples of such applications are local danger warnings and electronic emergency brakes. While these
functionalities inspire a new era of traffic safety, new security requirements need to be considered in
order to prevent attacks on these systems. Examples of such threats are forced malfunctioning of
safety-critical components or the interference with the traffic flow by means of fake messages.

Objectives:
Secure and trustworthy intra-vehicular communication is the basis for trustworthy communication
among cars or between cars and the infrastructure. Therefore, the objective of the EVITA project was to
design, verify, and prototype an architecture for automotive on-board networks where security-relevant
components are protected against tampering and sensitive data are protected against compromise
when transferred inside a vehicle.
By focusing on the protection of the intra-vehicle communication, EVITA complemented other e-safety
related projects that focus on the protection of the vehicle-to-X communication.
Furthermore, it is desirable to have a standardised solution for secure automotive on-board networks.
This is because:
this will reduce technical barriers arising from companies developing different solutions
independently;
all over the world, the automotive industry faces similar security problems;
standards enable third-party semiconductor manufacturers to independently start chip
development and production.

Methodology:
Starting from identifying the necessary industrial use cases regarding assembly and field maintenance
and compiling profound scenarios of possible threats, the overall security requirements are defined. On
this basis a secure trust model will be compiled and a secure on-board architecture and protocol will be
specified, verified, validated and, lastly, demonstrated. EVITA will release the architecture and protocol
specification as an open standard.
The work plan is as follows:
1. Security requirements analysis
Starting from relevant use cases and security threat scenarios, security requirements for on-board
networks will be specified. Also legal requirements on privacy, data protection, and liability issues
will be considered.
2. Secure on-board architecture design

Based on the security requirements and the automotive constraints, a secure on-board
architecture and secure on-board communications protocols will be designed. The security
functions will be partitioned between software and hardware. The root of trust will be placed in
hardware security modules that may be realised as extensions to automotive controllers or as
dedicated security controller chips.
In order to ensure that the identified requirements are satisfied, selected parts of the secure onboard architecture and the communications protocols will be modelled using UML and automata
and verified using a set of different but complementary model-based verification tools.
3. Implementation
For prototyping, FPGA's will be used to extend standard automotive controllers with the
functionality of cryptographic coprocessors. The low-level drivers for interacting with the hardware
will be partially generated from UML models.
For even faster prototyping, the security functionality will also be implemented purely in software.
An API will be defined so that applications on top of this API can use the cryptographic functions
regardless of whether they are provided in hardware or software. All developed code will be
validated to ensure its correctness.
4. Prototype-based demonstration
The secure on-board communication will be deployed inside a lab car demonstrating e-safety
applications based on vehicle-to-X communication. Cryptographic methods will ensure the integrity
and authenticity of information exchanged within the vehicle and will protect the electronic control
units against theft, tampering, and unauthorised cloning.
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Technologies:

Technologies:
Safety systems
In-vehicle technologies for navigation and
safety
Development phase: Research/Invention

Key Results:
The EVITA project results have been distributed through a variety of communication channels to ensure
broad utilisation. All project deliverables have been published as open specifications on the project
website, so the entire automotive industry may benefit from the project results. Furthermore,
workshops were held in August 2009 in July 2010. A Final Workshop, including live vehicle
demonstrations, took place in November 2011.
In a broad sense, by helping to reduce road transport problems, the EVITA results are intended to
benefit the society as a whole. Other beneficiaries of the project results are the industries that have to
cope with communication security problems, likewise to that in the automotive sector. For example:
similarly complex communication networks are embedded in airplanes, power stations, house control
systems and remote maintenance systems.

Technical Implications
The development of a cost-efficient HSM (Hardware Security Modules) in the EVITA project will help
many embedded applications to efficiently improve their security.

Policy implications
The EVITA project strove to establish a standard for secure automotive sensor/actuator networks and to
assure a broad utilisation of the EVITA results in the automotive industry. The impact will be multiplied
as soon as vehicle manufacturers and electronics suppliers take up on the developed secure
architecture specification and protocols.

Other results
The EVITA project has specified hardware and software interfaces. The hardware interface provides the
application software with access to the HSM (Hardware Security Modules) functionality. It is
asynchronous, almost completely multi-session capable and partly also multi-threading capable. Based
on the secure on-board architecture, secure on-board communications protocols have been designed,
supporting the security requirements and enabling the specified use cases.
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