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Executive Summary  
The deliverable D1 “V2X Privacy Issues Analysis” provides 

• a definition of the term “privacy” derived from the existing legal framework and suitable for 
cooperative ITS (cITS) applications  

• an analysis of privacy in terms of concepts from a legal perspective, a technical perspective, and in 
terms of trends for cooperative systems 

• an identification and characterization of data collected in cooperative systems 

• a number of use cases from an application viewpoint. Some of the use cases are attack oriented. 
Furthermore, both the cases are covered, vehicle-to-infrastructure (more likely to be implemented in 
the short term) and vehicle-to-vehicle (for the longer term). They help provide insight on application 
requirements. 

• A number of use cases (UC) and misuse cases (MUC) are presented from a technology platform 
viewpoint. They help provide insight on technology requirements. 

This deliverable is the first PRECIOSA deliverable in the work package “WP2: Use cases and 
requirements”. It provides a first insight into data protection and privacy requirements. D1 will be followed 
by Deliverable D6: Models and privacy ontology for V2X, in which we expect to finalize the data protection 
and privacy requirements of the project. This deliverable has been handled as a living document: after the 
first version, it was updated and adapted in several versions. This version is the final one. 
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1 Introduction 
Research and development in the field of Intelligent Transport Systems (ITS) focus on the next 
generation of technology in transportation: Cooperative Systems. This is the key term for proposing a new 
way of collaboration between individual travelers equipped with state-of-the-art technology and operators 
of transport systems as well as service providers. By introducing Vehicle to Vehicle (V2V), Vehicle to 
Infrastructure (V2I), or Vehicle to X (V2X) communication, new potential is opened up to improve safe and 
”green” mobility. These kinds of Cooperative Systems are based on mobile and ad-hoc networks. An 
inevitable prerequisite for deploying such a new infrastructure is the availability of secure and safe 
communication. It is obvious that Cooperative Systems involve the handling of location and user 
information. Some core functions in cooperative systems include the identification of movements of 
travelers (e.g. in order to draw conclusions about the traffic status). Furthermore, the authentication of 
system users (e.g. to grant access to services) is vital in such systems. 

Consequently, questions of privacy are inherently connected to cooperative ITS, in public and private 
services as well as basic system functions. The requirements to observe moving patterns on one hand, 
but to assure privacy on the other hand seem contradictory. 

Cooperative systems consist of mobile entities (vehicles) which create, process, and share information. 
Communication happens in a V2X manner, i.e. between vehicles (V2V) or between vehicles and the 
associated infrastructure (V2I). In the V2I case, information will flow via roadside units (RSU) of cellular 
networks to backend systems. Vehicles, RSUs, and backend systems process and potentially store large 
quantities of information, including location oriented information such as position, heading, speed, or 
intended destination. 

PRECIOSA focuses on privacy problems created by the availability of location oriented information. 
Violations can happen either internally or externally. Internal attackers are, for example, operators of the 
backend system, RSUs, or vehicles. External attackers are, for example, eavesdroppers in the 
communication system. The problem becomes more severe when collections of location information 
become large. 

One objective of PRECIOSA is to define an approach for privacy evaluation of cooperative systems. 
Deliverable 1 “V2X privacy issues analysis” is a first step in this definition process. 

In the context of ITS applications, sensitive information often concerns data that reveals the movement 
pattern of an individual. This can be done when information about a person is related to information about 
his vehicle for a specific time interval. Thus, the close link between the identity of a person and the 
identity of his vehicle extends the identity protection problem from a person’s identity to his vehicle's 
identity. However, in many applications a vehicle identity is required, at least for parts of a journey. The 
privacy issue therefore requires an approach that handles two seemingly contradictory requirements: to 
protect the person's privacy and to relay information about his vehicle. 

1.1 Intended Audience 

This document provides definitions of privacy concepts, examples of sensitive information, example use 
cases or scenarios, and patterns from the application as well as from the platform point of view. This 
leads to the identification of typical “privacy protection patterns” which provide the basis for WP 3: “V2X 
Privacy Enabled Capability”. 

This document is also an official deliverable to the EC. 

1.2 Document Structure  

This document is structures as follows:  

• Chapter 2 “Definition of Privacy Concepts” defines privacy in the context of PRECIOSA. The legal 
context is presented and different perspectives are described. Additional aspects are provided that also 
introduce metrics for privacy. 
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• Chapter 3 “Privacy in the cITS Context” applies privacy principles to cooperative ITS applications in 
general. The link to the SeVeCom project is presented and available solutions in the IT sector are 
introduced. 

• Chapter 4 “Privacy Issues from an Application Viewpoint” presents example use cases of ITS 
applications. All use cases are described on the basis of a common template and privacy aspects are 
elaborated 

• Chapter 5 "Issues from a Platform Viewpoint" presents a number of use cases from a platform 
viewpoint. Use cases and possible misuse cases are presented and the resulting issues are derived. 

• Chapter 6 "Resulting Requirements" describes comprehensively the issues elaborated in the previous 
chapters. 

• Chapter 7 “Conclusions” presents the conclusions of the identified issues and leads over to the 
suggested path of the future work in PRECIOSA. 

1.3 Relationship to the other deliverables 
This deliverable was chosen to be a “living document”. Although started early within the project, it was 
extended and refined after the original submission. Therefore, the timing of this final version overlaps with 
the other deliverables to some extent. Following is the complete list of PRECIOSA deliverables: 

 

• D1 V2X privacy issues analysis 

• D2 V2X measurement approach 

• D3 Dissemination Material 

• D4 V2X privacy issues analysis 

• D6 Models and privacy ontology for V2X 

• D7 V2X privacy verifiable architecture 

• D8 V2X application specification and validation req. 

• D9 PUD Y1 

• D10 Mechanisms for V2X Privacy 

• D11 Guidelines for privacy aware coop. application 

• D13 V2X privacy mechanisms and verification support tools 

• D14 V2X privacy verifiable cooperative application 

• D15 PUD Y2 

• D16 Research contrib. to V2X privacy and roadmaps 
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2 Definition of Privacy Concepts 
This chapter introduces a number of concepts that help to understand the concern of privacy and its 
principles. To adequately describe the domain of privacy we distinguish different perspectives, like the 
legal perspective and the two technical perspectives of communication and data storage. 

2.1 Personal Information and Privacy 

For the purpose of this project we introduce and discuss the term sensitive and private data and the term 
privacy. These terms are central for the PRECIOSA project and are important for understanding the 
technical challenges that today's IT technology poses to the individual's right to privacy in various areas 
and systems, in particular in location-aware systems. 

The glossary of the American Federal Standard FED-STD-1037C [ATIS] defines sensitive information as 
information which through “… loss, or misuse, or unauthorized access to or modification of which could 
adversely affect the national interest or the conduct of federal programs, or the privacy to which 
individuals are entitled to under 5 U.S.C. Section 552a (the Privacy Act), …” [PA1974]. For the purpose of 
personal context-aware systems, we generalize the definition of sensitive information to mean 

“… information which through loss, or misuse, or unauthorized access to, or modification of which 
could adversely affect the interests of groups, organizations (such as the government or 
businesses), or the privacy to which individuals are entitled to by national or international law.” 

Obviously, this definition is very general, especially with respect to “interests of groups”. We therefore 
limit the definition of sensitive information in the context of privacy to mean any information about a living 
individual. 

According to [ISS] “sensitive data means any information about a living individual that includes personal 
data revealing racial or ethnic origin, criminal record information, political opinions, religious or 
philosophical beliefs, trade-union memberships, and the processing of data concerning health or sex life''. 
We call this kind of sensitive information private (or personal) information from here on. 

The above definition resembles the definition of personal data as stated in the Directive 95/46/EC of the 
European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to 
the processing of personal data and on the free movement of such data [Dir95], Article 2, Subsection a: 

Personal data1 shall mean any information relating to an identified or identifiable natural person; 
an identifiable person is one who can be identified, directly or indirectly, in particular by reference 
to an identification number or to one or more factors specific to his physical, physiological, 
mental, economic, cultural or social identity. 

As this definition reveals, personal information relates to many aspects of an individual's life. It includes, 
for example, information on religious or sexual preferences, political or other personal activities (volunteer 
work in sensible social areas), information on sexual behavior or activities (for example the use of 
contraceptives) as well as information on financial matters. Accordingly, privacy has several facets that 
are context dependent. In general the literature distinguishes between 

• Physical (or bodily) privacy which H. Jeff defines as preventing “intrusions into one's physical 
space or solitude” [JS94]. That is, physical privacy focuses on the protection of one's physical and 
emotional being when it comes to medical treatment by doctors, nurses, or medical institutions; 

• Sexual privacy relating to sexual preferences, sexual activities, or other matters of the individual's 
sexual life; 

                                                      
1 Unfortunately, we recognize that the current reference and many other references use the terms data 
and information as synonyms. 
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• Organization privacy which relates to “Governments agencies, corporations, and other 
organizations may desire to keep their activities or secrets from being revealed to other 
organizations or individuals''; 

• Information (or personal) privacy which relates to protecting personal data from being revealed. 

The advances of IT technology over the last ten years in particular have dramatically impacted 
information privacy. Those technology advances come from more powerful hardware, improved Internet 
connectivity and therefore improved access to various data collections, better algorithms for data 
integration (fusion), and new sources of information that is easily accessible via the Internet. All of these 
advances pose an increasing threat to information privacy.  

In 1998 Latanya Sweeney and Pierangela Samarati combined publicly available anonymized health care 
records of Massachusetts with voter records of the same state to reveal health conditions of individuals 
(including the former governor of Massachusetts). This experiment dramatically showed the power of IT 
technology even a decade ago. It caused Sweeney and Samarati to develop the notion of k-anonymity for 
protecting information from unwanted de-anonymization [PS98], and also motivated and spawned several 
diverse research and development activities such as PRECIOSA. 

The right to personal privacy was continuously being challenged and endangered even before massive 
advances in IT technology which provided the means for "automated" privacy breaches on a large scale. 
In his book Privacy and Freedom published in 1967, Alan Westin was one of the first to define the 
concept of privacy in the context of modern communication infrastructures. For him privacy is 

“… the claim (right) of individuals, groups, or institutions to determine for themselves when, how, 
and to what extent information about them is communicated to others [AW67].” 

However, the term privacy was coined much earlier in the American legal system by the article of Warren 
and Brandeis in 1890 when large scale printing forced a clear standing of the law regarding individual's 
rights [BW90]. This definition has been the basis for many national and international regulations and 
guidelines such as the United States Privacy Act of 1974 [PA1974], the Fair Information Practices [FTC], 
and the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data [OECD]. 

A more detailed discussion can be found in the book Sensitive Data protection in the European Union by 
A.Camilleri-Subrenat and C. Levalloius-Barth [CL08]. 

2.2 Legal Aspects on Privacy in the EU 

To provide some overview on privacy and the processing of sensitive (personal) data, the following 
paragraphs review several data protection and data processing acts of EU countries and the US. 

1. The Personal Data Protection Act of Sweden of 1998 implements Directive 95/46/EC on the 
protection of individuals with regard to the processing of personal data and on the movement of such 
data. In general, the processing of sensitive (personal) data is prohibited; that is any kind of operation 
such as collecting or recording information identifying a particular living person is not allowed. 
However, processing of such data is legitimate if the data subject, e.g. person, provides his or her 
explicit consent. Furthermore, personal data may be processed even without such consent where is 
necessary to fulfill obligations or exercise rights under existing Swedish law. Personal data may be 
disclosed to third parties only when there exist obligations from legislation, administrative decisions or 
written or oral contracts (agreement). Health data, for example, falls into this category. Furthermore, 
the Swedish Act also contains provision that any person can revoke his/her permission for processing 
his or her personal data. 

2. The Swiss Data Protection Act of 1992 allows the processing of sensitive (personal data) if the 
processing of personal data is undertaken in a lawful manner, conducted in good faith, and is not 
excessive. In general, personal data may only be processed for the purpose either for which it was 
collected, or which is evident from the circumstances, or which is provided for by the law (Article 4). 
Sensitive data must be kept correct and secure. The individual has the general right to find out to what 
extend his data is processed. There are special regulations if personal data is transmitted to the 
outside of Switzerland (Article 6). 
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3. The Dutch Personal Data Protection Act which implements Directive 95/46/EC was adopted by 
Parliament in 2000, and became law in 2001. According to the Dutch law, personal data can be 
collected for specific, explicitly defined and legitimate purposes (Article 7), but can only be processed 
electronically if the individual (the data subject) has unambiguously given his consent for the 
processing (Article 8). In general, personal data shall not be further processed in a way incompatible 
with the purposes for which they have been obtained (Article 9). Personal data shall not be kept in a 
form which allows the data subject to be identified for any longer than is necessary for achieving the 
purposes for which they were collected or subsequently processed (Article 10) and can only be 
processed where, given the purposes for which they are collected or subsequently processed, they 
are adequate, relevant and not excessive (Article 11). Personal data must be stored securely and 
protect against loss or any unlawful processing (Article 12). In general it is prohibited to process 
personal data concerning a person's religion or philosophy of life, race, political persuasion, health and 
sexual life, or personal data concerning trade union membership – though some exceptions can be 
applied (Article 16). 

4. The Personal Data Protection Act of Norway implements the Directive 95/46/EC. It often goes 
beyond the Directive, offering an even greater level of protection. It became law in 2001. In many 
ways, it is similar to the Dutch Personal Data Protection Act, but often requires stricter handling or 
defines clear timely limits on information inquiries. Furthermore, it requires an account of the rules 
incorporated in the computer software which form the basis for the decision, if a decision has legal or 
other significant effects for the data subject and is based solely on automated processing of personal 
data (Article 22). 

5. The German Federal Data Protection Act (FDPA) was released in 1978 and changed in 2002/03 to 
implement the Directive 95/46/EC. Similar to the acts of other EU countries, the German FDPA does 
not allow collecting, storing, or processing of personal data in principle. However, exceptions exist. 
The act also distinguishes between governmental offices and private institutions or companies 
regarding the right to process personal data. It also requests a data protection commissioner for every 
legal entity/company with 10 or more employees whose responsibility it is to ensure the application of 
the FDPA. The Act was slightly changed in details in 2009 to protect the rights of individuals when 
address data are traded. 

6. France introduced legislation relating to personal data and computer files as far back as 1978. This 
Act also set up the French Data Protection Authority (CNIL: Commission nationale de l'informatique et 
des libertés). Legislation covering research conducted in the heath sector was introduced in 1994. 
Despite this early start in introducing data protection legislation, it took France until 2004 to revise its 
Act to be compliant with the Directive 95/46/EC. 

7. The UK Data Protection Act of 1998 implements the Directive 95/46/EC and is consistent with the 
Article 29 Working Party. Similar to Germany and France, the Act introduces a Data Protection 
Commissioner with similar goals and rights as in Germany. 

2.3 The European PET initiative 

In 2007 the Commission of the European Communities released a communication to the European 
Parliament and the Council on Promoting Data Protection by Privacy Enhancing Technologies (PETs) 
[PET07]. The Commission recognizes that the protection of personal data is set forth in a European legal 
framework on the protection of personal data consisting, in particular of the Data Protection Directive 
95/46/EC1 and the ePrivacy Directive 2002/58/EC2, as well as the Data Protection Regulation (EC) 
45/20013 relating to processing by Community institutions and bodies [PET07]. At the same time it 
realizes that there have been many situations where this right was compromised due to missing technical 
implementations and support. Therefore the Commission sees the need to develop Privacy Enhancing 
Technologies (PETs) to provide a coherent system of ICT measures that protects privacy by eliminating 
or reducing personal data or by preventing unnecessary and/or undesired processing of personal data, all 
without losing the functionality of the information system [PET07]. 

Based on the current situation the Commission bases this development of PETs on the following 
objectives and actions which are summarized in Table 1 [PET07]. 
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Objective Action 
Support the development of PETs 1. Identifying the need and technological requirements of PETs 

2. Developing PETs 

Support the use of available PETs by 
data controllers 

1. Promoting the use of PETs by industry 
2. Ensuring respect for appropriate standards in the protection 

of personal data through PETs by standardization and coor-
dination of national technical rules on security measures for 
data processing 

Encourage consumers to use PETs 1. Raising awareness of consumers 
2. Facilitating consumers' informed choice: Privacy Seals 

Table 1: Objective and actions of the European Commission 

2.4 Modeling Legal Perspectives 

As noted above, Article 2 of the Directive 95/46/EC [Dir95] introduces several definitions that help to 
support the protection of individuals with regard to the processing of personal data and on the free 
movement of such data. More details, in particular the guiding principles, will be discussed in Deliverable 
D7. 

However for the work of PRECIOSA, we see the need to bridge the gap between these legal definitions 
and terms and the technical world. In particular it becomes necessary to identify the different concepts 
and their relationships as defined and used in the Directive. Such mapping into a formal framework will 
give us a better technical understanding of how to map them into existing concepts and mechanisms or 
how to fill the gap with new mechanisms that must be designed and implemented. Furthermore, filling the 
gap will also help non-technical legal experts to better understand how their definitions are used to drive 
the design and implementation of technical systems. 

In the following diagrams we therefore use the well-known Unified Modeling Language (UML) to capture 
the essential concepts (elements) and there relationships. To better guide this translation process, we 
created a UML model for each definition in the Directive. Some elements of the models are highlighted in 
blue color to indicate that these elements are not mentioned in the definitions. It is necessary to add such 
elements to the models to facilitate the comprehension and to explicitly express important relationships 
between the elements. Each diagram is preceded by a brief explanation of its terminology. It is assumed 
that the readers are familiar with UML diagrams. For information about the diagram symbols, UML official 
web site offers resources: www.uml.org. 
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(a) "Personal data" shall mean any information relating to an identified or identifiable natural person 
('"data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular 
by reference to an identification number or to one or more factors specific to his physical, 
physiological, mental, economic, cultural or social identity. 
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Figure 1: Model for the definition of “personal data” 
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(b) "Processing of personal data" (or "processing") shall mean any operation or set of operations 
which is performed upon personal data, whether or not by automatic means, such as collection, 
recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, alignment or combination, blocking, 
erasure or destruction. 

 
Figure 2: Model for the definition of "processing of personal data" 

(c) “Personal data filing system” (or "filing system") shall mean any structured set of personal data 
which is accessible according to specific criteria, whether centralized, decentralized or dispersed on a 
functional or geographical basis. 

 
Figure 3: Model for the definition of "personal data filing system" 
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(d) "Controller" shall mean the natural or legal person, public authority, agency, or any other body which 
alone or jointly with others determines the purposes and means of the processing of personal data; 
where the purposes and means of processing are determined by national or Community laws or 
regulations, the controller or the specific criteria for his nomination may be designated by national or 
Community law. 
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Figure 4: Model for the definition of "controller" 
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(e) "Processor" shall mean a natural or legal person, public authority, agency, or any other body which 
processes personal data on behalf of the controller. 

 

Figure 5: Model for the definition of "processor" 

(f) "Third party" shall mean any natural or legal person, public authority, agency, or any other body 
other than the data subject, the controller, the processor and the persons who, under the direct 
authority of the controller or the processor, are authorized to process the data. 

 
Figure 6: Model for the definition of "third party" 
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(g) "Recipient" shall mean a natural or legal person, public authority, agency, or any other body to 
whom data are disclosed, whether a third party or not; however, authorities which may receive data in 
the framework of a particular inquiry shall not be regarded as recipients. 
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Figure 7: Model for the definition of "recipient" 

(h) "The data subject's consent" shall mean any freely given specific and informed indication of his 
wishes by which the data subject signifies his agreement to personal data relating to him being 
processed. 
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Figure 8: Model for the definition of "data subject's consent" 
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2.5 Technical Perspective 

For several years concepts for privacy and security have been used in research and industry. The 
definitions of privacy and its concepts often vary between the different domains and the perspectives 
within the domains. In this section, the common concepts of the domains are sketched and refined for the 
domain of communication and data storage. 

Domain Independent Concepts 

Privacy concepts are mostly described within a setting that is modeled using a system view. Many 
concepts of privacy can be identified as elements of such a model. Essential elements are the system 
and its boundaries, entities, the information flow between entities, possible adversaries and their attacks, 
and the items of interest.  

Entities in the system are regular participants like senders and receivers in the communication domain, or 
like administrator(s) and users of a data storage system in the data storage domain. Adversaries are 
interested in information about subjects, so called "items of interest". Therefore, they try to observe the 
system (including its information flow) and use all information available to infer its items of interest. 
Attacker(s) is the historical name for the (set of) entities working against some protection goal like 
anonymity. The term adversary used in a more general sense than the term attacker, i.e. in situations with 
conflicts of interest.  

There are different types of adversaries, like outsiders (e.g. tapping communication lines, accessing 
published data sets), insiders (e.g. able to participate in normal communications and controlling at least 
some stations, observing access of a data storage as an administrator), or a group of cooperating 
adversaries. Any (type of) adversary has access to different types, quality, and quantity of 
data/information. Depending on the capabilities of the adversary and the available information, (s)he can 
execute different kinds of attacks. Capabilities are restricted to (non) technical abilities, processing 
abilities (limits on how much processing the adversary might be able to do), and the usage of 
combinatorics/statistics, machine learning algorithms, and reasoning/inference approaches. 

 
Figure 9: Model of the system view for domain independent concepts of privacy 
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System View for Communication Privacy 

The essential concepts in the system view for communication privacy are senders and recipients of 
messages, the communication network, and stations in the communication network which send and 
receive messages using communication lines. 

 
Figure 10: Model of the system view for communication privacy 

 

System View for Privacy in Data Storage 

A typical setting for data storage consists of concepts like a data store (database), queries on the data 
store, responses from the data store, publishing of data sets, application users of the data store, and 
infrastructure administrators.  
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Figure 11: Model of the system view for privacy in data storage 
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2.6 Additional Aspects of Privacy 

2.6.1 Privacy on the Internet 

Privacy policy like P3P (Platform for Privacy Preferences) enables websites to express their privacy 
practices in a standard format that can be retrieved automatically and interpreted easily by user agents. 
P3P user agents will allow users to be informed of site practices in both machine- and human-readable 
formats and to automate decision making based on these practices when appropriate (see 
http://www.w3.org/P3P/). 

2.6.2 Communication Privacy  

The concern over privacy in communications gives rise to the development of anonymous communication 
systems. In such systems, anonymity is often a method to protect one’s privacy, as well as a goal in itself. 
Pfitzmann et. al [SGR97] define anonymity as the state of being not identifiable within a set of subjects, 
the anonymity set. The anonymity set is the set of all possible subjects. Thus most anonymous 
communication systems aim to achieve one or more of the following goals: 

• Sender anonymity 

• Receiver anonymity 

• Unlinkability of the sender and the receiver 

In the Doleve-Yao model [RR98], an attacker is usually assumed to be capable of overhearing 
communications between all legitimate participants in the network. Most modern anonymous 
communication systems are based on the concept of mix introduced by D. Chaum [JAP]. 

2.6.3 Data Privacy 

A suitable definition for the concept of data privacy or information privacy can be found in [HipDB02]. 
“Privacy is the right of individuals to determine for themselves when, how and to what extent information 
about them is communicated to others." This definition is attributed to Alan Westin, Professor Emeritus of 
Public Law and Government, Columbia University.” 

2.6.4 Probabilistic Privacy 

Before an adversary observes some actions in a system, he has some knowledge (a set of statements) 
about the subjects and their sensitive information. This knowledge is called a-priori knowledge or 
background knowledge. Through the combination of probabilities with statements, it is possible to express 
uncertainty regarding the correctness of statements. Thus the adversary has a measure to decide what 
the most likely statements about a subject are. While observing the actions in a system, the adversary 
tries to gather new statements and better information about the probabilities of existing statements. After 
the observation of a system, the knowledge of the adversary is called a posteriori knowledge or new 
knowledge. For the protection of probabilistic privacy, the goal is to minimize the learning (i.e. minimize 
increase of probabilities) of the adversary. Most approaches that realize probabilistic privacy use the 
concept of Shannon’s entropy to formalize the amount of privacy that is currently guaranteed. 

2.6.5 Domain Specific Privacy Definition  

Privacy issues are mostly context dependent. Designing a privacy aware system always includes the 
analysis of possible use cases and scenarios. With this analysis it is possible to gather possible threats 
and to adequately create a domain model. Based on the domain model the set of relevant privacy issues 
can be defined and implemented. 

2.6.6 Privacy Enhancing Technologies 

Privacy Enhancing Technologies (PETs) were established in the middle of 1990s to offer sufficient 
privacy protection. A privacy aware system using privacy enhancing technologies has to protect the 
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personal information of the data subject. “The use of PETs should result in making breaches of certain 
data protection rules more difficult and/or helping to detect them.” [Communication from the commission 
to the European parliament and the council on Promoting Data Protection by Privacy Enhancing 
Technologies; Brussels; 2007] However, in practice, only users having extensive computer skills and 
willing to accept losses in convenience and in the range of usable services can benefit from these 
technologies. Therefore, PETs should be considered and applied as integral components of information 
systems and communication infrastructures instead of an add-on in the later or end phase of the 
technological development. 

2.6.7 Privacy Policies 

The creation of privacy policies is a declarative way to express the expected behavior of a system or 
application regarding privacy. Privacy policy enforces a policy-based framework in the implementation of 
applications that might be able to store and collect a user’s personal information. One example of 
application-based implementation is the scenario: a user accesses an application, and the application 
provides a description of how to use the location information of the user. The user can decide whether or 
not to accept the policy of the application and to continue the processing. If the policy is implemented at 
the user’s side, the user can configure its privacy policy. The policy then provides the basis to decide if 
the communication respects the policy, or if the policy is violated by possibly revealing the user’s private 
information, in which case the communication might be stopped and the user informed. 

2.6.8 Metrics for Privacy 

Literature and the community provide different methods and techniques to protect privacy. These different 
methods and techniques can differ in the “degree” in which they protect the user’s privacy. Different 
settings might also require different “levels” of protection depending on the specific context, needs, or 
requirements. Therefore it becomes necessary and important to make these different levels comparable, 
possibly using different properties and measures. What is needed is a general metric (or a set of metrics) 
that allows the user and implementers of privacy measures to better understand the level of protection 
they get. Such a metric might reflect the “amount of anonymity or unlinkability” provided a specific 
method, or the amount of privacy that is lost by revealing additional information about the individual by a 
specific operation or action executed. Additionally, such a metric would make different privacy protection 
methods comparable, which could allow the user to manage the trade-off between privacy and the 
increased resources necessary for the protection. 
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3 Privacy in the cITS Context 
Questions of privacy are inherently connected to Cooperative Intelligent Transport Systems (cITS), 
concerning public and private services as well as basic system functions. The requirements of observing 
moving patterns while at the same time assuring privacy seem to be contradictory. 

The case of the eCall initiative2 (the Pan-European in-vehicle emergency call system) highlights this 
contradiction. An emergency call is generated either manually by vehicle occupants or automatically via 
activation of in-vehicle sensors when an accident occurs. It gives the precise co-ordinates of an 
accident’s location to the emergency services which are responsible for the follow-up assistance. The 
eSafety stakeholders (European Commission, industry, public authorities and other stakeholders) have 
agreed to introduce eCall as standard equipment in all vehicles entering the market after September 
2010. 

On September 26th, 2006, the Article 29 Working Group3 published a report entitled “Working document 
on data protection and privacy implications in eCall initiative”. This report contains a thorough analysis of 
eCall. It concluded that a “voluntary approach for the possible introduction of the eCall service” should be 
recommended, i.e. all eCall equipment should include features allowing the driver to disable it. This 
standard and its response by the Article 29 WG clearly show the needs and the threats of future 
cooperative systems: they will collect and manipulate much more personal information, potentially 
infringing the privacy of people if designed and deployed with privacy-unfriendly approaches. Often it is 
not the application per-se that creates privacy problems, but rather a naïve implementation approach by 
the system designers that violates the most basic principles of privacy protection. As a consequence, 
many applications could be illegal with respect to the European Directives 95/46/EC and 2002/58/EC or 
the respective national laws. What is needed is a “privacy by design” approach that considers privacy 
requirements right from the beginning. 

In the following sections we discuss some important aspects and approaches on privacy in cITS that will 
lay the ground for other deliverables. 

3.1 Cooperative Systems  

The discussion in this chapter heavily relies on the concepts introduced in Section 2.5. There the domain 
independent concepts such as sender, receiver, administrator, user, and attacker were introduced. The 
model for identifying privacy risks in the context of communication consists of senders, receivers, a 
communication network whose structure will be discussed below, and messages which are sent through 
the network. With respect to privacy and data storage we distinguish users of a data store who access 
and publish datasets, a data store administrator who is responsible for managing the data store, and the 
system administrator whose responsibility it is to manages the overall system. 

3.2 Contribution from the SeVeCom Project 

3.2.1 Introduction 

SeVeCom4 (Secure Vehicular Communication) is an EU-funded project that lasted from early 2006 to 
early 2009. The project focused on providing a full definition and implementation of security requirements 
for vehicular communications. SeVeCom addressed security of future vehicle communication networks, 

                                                      
2 See http://www.esafetysupport.org/en/ecall_toolbox/faq/ 
3 The Article 29 Working Group is a European working group in charge of providing recommendations on 
data protection issues to the European Commission. Participants of the working group are members of 
national data protection agencies. The Article 29 WG provides about 15 reports per year (as of today 
about 130 reports). See http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/index_en.htm  
4 www.sevecom.org 
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including both security and privacy aspects of inter-vehicular communication and of vehicle-to-
infrastructure communication. The table below summarizes the privacy issues addressed by SeVeCom. 

Use case or 
Initiative 

Infrastructure item subject 
to privacy attack Privacy Attack Privacy Issue  

SeVeCom Communication: V2V, V2I 
 

Eavesdropping 
messages and tracking 
a vehicle through its 
communication ID 

Communication 
anonymity at V2V level 

Table 2: Privacy Issue Addressed by SeVeCom 

3.2.2 SeVeCom Requirements 

In its Deliverable 1.1 “VANETs Security Requirements” V2.0 [Kroh2006], the SeVeCom Project5 analyzed 
and described security requirements for Vehicle to Vehicle (V2V) and Vehicle to Infrastructure (V2I) 
scenarios. Their analysis also included privacy as one specific “security” requirement. Because a detailed 
analysis of application characteristics did not exist at the beginning of the project, SeVeCom conducted a 
full requirements analysis using a newly designed methodology. This methodology was termed “Security-
Requirements Engineering using Cluster Analysis” [Kargl2006] and consists of 10 steps as depicted in 
Figure 12. 

 

Figure 12: Steps of Security-Requirements Engineering using Cluster Analysis (SECA) process (from 
[Kroh2006]) 

The process starts by creating a list of potential applications that must be considered in the analysis. 
SeVeCom gathered a list of more than 40 V2V/V2I applications covering many different facets. In a 
second step, all of the applications where characterized with respect to their communication behavior, 
safety criticality, driver involvement, timing constraints, etc. In addition to these general properties, 
SeVeCom also defined a set of security requirements and determined for each application the relevance 
of this requirement. These property ratings and requirements were quantified by numerical values and 
were used to cluster applications in groups of applications with similar properties and security 
requirements. Following steps then selected representative applications from each cluster, described the 
applications in detailed use-cases, modeled attacks and derived and designed security mechanisms 
based on the earlier steps. For details, readers are referred to SeVeCom D1.1 and [Kargl2006]. 

For the purpose of this document, applications that have high privacy requirements are examined. 
SeVeCom defined three privacy-related requirements: 

1. ID privacy: the sender does not want to reveal its identity 

2. Location privacy: the sender does not want to reveal his location 

• location information can be freely distributed throughout the network 

• current location information is relevant for neighboring nodes, but the collection of sequences of 
location information for user tracking should be prevented 

• other nodes (knowing the identity of a node) in the network cannot retrieve the (exact) location of 
this node 

                                                      
5 http://www.sevecom.org/ 
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3. Jurisdictional access: Though privacy requirements apply for normal communication, public 
authorities may want to have access to identity or location of node. 
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Table 3: SeVeCom Privacy Requirements 

Table 3 lists all applications plus their ratings in terms of the three privacy requirements. From this list and 
the results of the SeVeCom project, one can derive some conclusions: 

• Most applications for which vehicles locally disseminate information about their current status have a 
requirement for ID privacy, i.e. the vehicle should not (and does not need to) disseminate its own 
identifier together with the status information. The SeVeCom system takes this requirement into 
consideration by including a pseudonym approach where vehicle authentication will not reveal a 
vehicle’s real identifier but is based on pseudonyms [Kung2008, Kargl2009]. 

• The second observation is that many of the applications have a strong need for precise position 
information and therefore keeping locations entirely private is not an option. Therefore, privacy 
protection mechanisms based on location obfuscation are often not possible. 
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• Third, SeVeCom identified that some applications also need to provide jurisdictional access, i.e. the 
possibility to reduce privacy under certain well-defined circumstances. An example might be a 
vehicle involved into a hit-and-run accident with human injuries. The fugitive vehicle might have sent 
data packets including its pseudonym that other vehicles could have recorded. Based on this 
evidence and a court ruling, it should be possible to identify and hold the driver responsible. In 
contrast to the earlier SeVeCom findings, this requirement may become more important during final 
standardization and discussions of stakeholders. 

The pseudonym solution provided by SeVeCom [Papadimitratos2008] also includes a mechanism to 
resolve pseudonyms for jurisdictional access. Overall, the SeVeCom baseline architecture provides a 
solid and basic security subsystem focusing on the vehicular network. Still, some shortcomings can be 
identified: 

• The SeVeCom solution provides a basic privacy protection that can well be implemented and 
standardized during the initial phase of V2V / V2I deployment. Still there are issues left open: The 
effectiveness of the pseudonym mechanism is not well proven due e.g. to a lack of suitable metrics 
for measurement of this effectiveness. The pseudonym mechanism relies on trust in the pseudonym 
provider to not reveal the identity-pseudonym mapping of a vehicle. Scalability and cost of the 
privacy solution have not finally been discussed. [Schaub2009] discusses V2V / V2I privacy 
requirements and also highlights the shortcomings of current solutions including the SeVeCom 
approach. 

• SeVeCom only addresses the vehicle network domain. However, some of the applications listed 
above – especially groups which “Improve traffic management”, “Improve navigation”, "Improve 
passenger comfort”, and “Improve vehicle-related services” – will require the vehicle to send privacy-
sensitive data to systems outside the vehicle network. This consideration was deliberately left out of 
scope in SeVeCom. 

• Many of today’s ITS applications, e.g. Pay-as-you-drive Insurance or Smart Navigation Systems like 
the TomTom Lives Services / IQRoutes system, do not actually use the DSRC-based V2V / V2I 
system that SeVeCom was focusing on. Instead, they use other means of communication, e.g. 
cellular networks. Nevertheless, they are still part of the overall ITS vision and raise significant 
privacy concerns that a pseudonym solution alone might not be able to address. 

Therefore in the scope of PRECIOSA is 

• to continue research on pseudonym schemes and other privacy protection mechanisms in the 
vehicle domain  

• to extend the view to consider the vehicle network as part of a larger system 

• to address privacy challenges in systems that do not rely on DSRC. 

3.3 Privacy Measures Currently Implemented in the IT Sector  

3.3.1 Introduction 

Because most ITS applications are centered around information systems, privacy measures are taken at 
that level. The following table summarizes the privacy issue addressed at this level. In this section an 
analysis on how privacy is taken into account in the Information Technology (IT) sector is provided, and in 
particular how Oracle supports privacy measures through its technology products. 

Use case or 
Initiative 

Infrastructure item 
subject to privacy 
attack 

Privacy Attack Privacy Issue  

Today's IT companies  Control center Unauthorized access to 
information systems 

Data protection at 
information systems 
level 

Table 4: Privacy Issue Addressed by IT Companies 
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3.3.2 Privacy in Information Systems 

This section discusses how to translate privacy principles and personal data processing conditions 
described in chapter 3.5 to business requirements for industry solutions available on the market. Next it 
shows how market leaders implement privacy requirements in offered products. 

It is a big challenge for system analysts to understand privacy principles and to translate them to system 
architecture and implementation. Protecting privacy is not just protecting the data. To protect privacy we 
have to understand the information context of the data and the meaning of processed data. Market 
leaders offer software for effective data processing and data protection, which can be used as “building 
blocks”. This chapter describes how to use those blocks to build a privacy aware ITS system architecture 
and configuration, taking into account specific privacy issues in distributed ITS systems.  

 
Figure 13: Data-Information-Knowledge-Wisdom 

In the data-information-knowledge-wisdom pyramid presented in the figure above, information consists of 
the organization of data in a meaningful manner. Modern computers based on DTM (Deterministic Turing 
Machine) can process the data, but humans are needed to process information. The usual way to 
process information in computerized systems is to “bring down” information context, translating it to 
organized data. Translation from information context to data context is domain specific and is performed 
by humans during system development or configuration. 

From a privacy point of view, privacy requirements exist on the information level and are translated to 
security settings specific for security environment. The problem is that each data item may have specific 
privacy requirements demanded by the information donor. One solution is to join the data with its 
information context adding metadata. Metadata describes the information context of the data and 
permitted operations. 

Industry offers a widespread choice of databases with advanced security solutions. Some of them support 
privacy principles. For an analysis of market available software in the privacy protection context, we have 
to “translate” privacy principles to business and security requirements, for example:  

1. “Need to know” or “Least Privilege” principle: one would not be given access to sensitive 
information unless one has a specific need to know; that is, access to the information must be 
necessary for the conduct of one's official duties. In IT systems this rule is more than the normal 
authentication and authorization process in an application. This rule is implemented from the bottom 
of data storage or transmission, protecting sensitive data against unjustified access including high 
privileged users. 

2. Segregation of duties: the concept of having more than one person required to complete a critical 
task. It has as its primary objective the prevention of fraud and errors. 
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3. Accountability: all operations performed on sensitive data should be auditable, including at a 
minimum who, when, and what has been done on sensitive data. Audit logs have to be protected 
against unauthorized access and manipulation.  

4. Security: Security is analyzed in the context of three core goals:  

(a) Confidentiality: limiting information access and disclosure to authorized users, and 
preventing access by or disclosure to unauthorized ones. Industry solutions for data storage 
or transfer usually have data access protection, like user name and password protecting 
confidentiality of information. Professional market available solutions offer specialized 
functionalities like encryption of tables, columns, records, data at rest encryption, database 
connection encryption and authentication, secure login, password protection and many other 
designed to preserve data confidentiality.  

(b) Integrity: assurance that data has not been changed inappropriately, whether by accident or 
deliberately by malign activity. In IT systems the integrity is protected in the storage domain 
and the communication domain by cryptography (ciphering, signing). In fact integrity 
protection usually does not protect information against tampering, but allows detection of data 
manipulation. 

(c) Availability: having information resources in an information system that are not available 
when you need them is as bad as having none at all. To ensure the availability of information, 
market leaders offers solutions for High Availability systems, load balancing, redundancy and 
backup systems. 

Protecting privacy in ITS systems is a big issue from the technology point of view because: 

1. ITS systems are distributed: there is no single point of administration for the whole system which 
can take responsibility for protecting the privacy in the system. Each component of the system takes 
responsibility for the transmitted and the stored data. Moreover each component must transmit data 
only to components providing adequate level of privacy protection, and the entities of the system can 
communicate with each other through a public network, commuted links or point-to-point. 

2. Heterogeneous environment: each part of the system can be implemented using a different 
technology and working in a different security environment. These can range from central databases 
like TOC or TMC which can be equipped with advanced data protection mechanisms, to smaller 
minimum administration databases in RSU, and to zero administration embedded solutions in 
vehicles. 

3.3.3 Industry Solutions 

The three IT market leaders, Oracle, IBM and Microsoft, offer advanced solutions for data protection and 
compliance with regulations, including directive 95/46/EC.  

Oracle Solutions 

Oracle offers database solutions from small embeddable databases like BerkeleyDB or Oracle Lite to 
Oracle Enterprise Edition. Moreover Oracle offers a comprehensive portfolio of specialized database 
extensions for effective data protection and security management. These are described in the Oracle 
white-paper [http://www.oracle.com/database/docs/database-security-whitepaper.pdf]:  

Oracle Database Vault. With Oracle Database Vault, organizations can pro-actively safeguard applic-
ation data stored in the Oracle database from being accessed by privileged database users. Application 
data can be further protected using Oracle Database Vault's multi-factor policies that control access 
based on built-in factors such as time of day, IP address, application name, and authentication method, 
preventing unauthorized ad-hoc access and application by-pass. 

Oracle Advanced Security. With Oracle Advanced Security, customers can transparently encrypt all 
application data or specific sensitive columns, such as credit cards, social security numbers, or personally 
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identifiable information (PII). This is done by encrypting data at rest in the database as well as whenever 
it leaves the database over the network or via backups.  

Oracle Audit Vault: reduces the cost and complexity of compliance and the risk of insider threats by 
automating the collection and consolidation of audit data. It provides a secure and highly scalable audit 
warehouse, enabling simplified reporting, analysis, and threat detection on audit data. In addition, 
database audit settings are centrally managed and monitored from within Audit Vault, reducing IT security 
cost. With Oracle Audit Vault, organizations are in a much better position to enforce privacy policies, 
guard against insider threats, and address regulatory requirements.  

• Oracle Data Masking. With Oracle Data Masking, sensitive information such as credit card or social 
security numbers can be replaced with realistic values, allowing production data to be safely used 
for development, testing, or sharing with out-source or off-shore partners for other non-production 
purposes. Oracle Data Masking uses a library of templates and format rules, consistently 
transforming data in order to maintain referential integrity for applications. 

• Oracle Configuration Management: helps organizations increase the security of their Oracle 
databases and comply with IT control frameworks such as Control Objectives for Information and 
related Technology [COBIT] and Committee of Sponsoring Organizations of the Treadway 
Commission [COSO] "Internal Control - Integrated Framework" as required by Sarbanes-Oxley 
[SoxLaw2002] and similar global directives. Oracle Configuration Management combines discovery, 
vulnerability scanning, compliance benchmarking, and central management of database 
configuration to detect and prevent configuration drift or unauthorized configuration changes. In 
additional, Configuration Management's Critical Patch Update Advisory feature alerts customers to 
critical patches issued by Oracle and immediately identifies those systems across the enterprise that 
may require the new critical patch, optionally invoking the patch wizard to automatically deploy the 
patch, ensuring application databases are always up-to-date and protected. 

• Oracle Label Security is a powerful and easy-to-use tool for classifying data and mediating access 
to data based on its classification. Designed to meet public sector requirements for multi-level 
security and mandatory access control, Oracle Label Security provides a flexible framework that 
both government and commercial entities worldwide can use to manage access to data on a "need 
to know" basis in order to protect data privacy and achieve regulatory compliance. 

• Oracle Total Recall: Regulatory oversight such as Sarbanes-Oxley [Soxlaw2002], HIPAA [HPIAA], 
Basel-II [BASII] as well as internal audits, require companies to keep historical data available for 
long periods of time. Oracle Total Recall, helps companies store this data in a secure, tamper proof 
database while keeping it accessible to existing applications. Total Recall requires no application 
changes or special interfaces and provides the optimal storage footprint. Managing historical data 
should no longer be an onerous task. Oracle Total Recall provides a secure, efficient, easy-to-use 
and application-transparent solution for long-term storage and audit of historical data. 

• Oracle Secure Backup:  
o Integrated Data Protection for Tape Backup and Internet (Cloud) Storage 

o Centralized tape backup management with Oracle Secure Backup provides an 
integrated, easy-to-use backup solution that encrypts data to tape to safeguard 
against the misuse of sensitive data in the event that backup tapes are lost or stolen. 
The Oracle Secure Backup Cloud module delivers efficient Oracle database backups 
to Amazon S3 through tight integration with Oracle Recovery Manager. 

o A Versatile Solution with Innovative Licensing 

o Oracle Secure Backup with Oracle Database 11g delivers high performance network tape 
backups for Oracle Databases and file systems on Linux, UNIX, and Windows platforms with 
support for over 200 different tape devices from leading vendors. The Oracle Secure Backup 
Cloud module complements your existing backup strategies and can run independent of Oracle 
Secure Backup tape management offerings. With a low entry cost of $3,500 per physical tape 
drive, Oracle Secure Backup is ideal for small and mid-sized businesses and large enterprises 
alike. 

Oracle solutions for small or embeddable databases offer encryption at rest for stored data using strong 
AES 128 algorithm.  
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IBM Solutions 

IBM offers enterprise database solutions with strong data protection and dedicated functionalities for 
privacy compliance and security management. 

From the IBM redbook [http://www.redbooks.ibm.com/redbooks/pdfs/sg247555.pdf]: 

DB2 security plug-ins: authentication extensions for databases 

There are three categories of security plug-ins available within a DB2 server. A group plug-in performs 
group membership lookup for a given user on both the client and the database server, a client 
authentication plug-in to manage authentication on a DB2 client. It is also used to perform instance-
level local authorization on the database server when instance-level commands such as db2start, 
db2stop, and update dbm cfg are executed, a server authentication plug-in to manage authentication 
on a DB2 server. This is used to check whether a user ID is known to the plug-in. 

Label Based Access Control (LBAC)  
The DB2 LBAC solution is a flexible implementation of mandatory access control (MAC) at both the 
row level and the column level. Row-level and column-level protection can be used either separately 
or combined. LBAC is flexible enough to configure different security label criteria to a system where 
each label represents different levels of trust. After a security label has been created, it can be 
associated with individual columns and rows in a table to protect the data held there. 

Trusted contexts and trusted connections 
The DB2 Trusted Contexts feature has been designed specifically to address security concerns that 
comply with government regulations such as the Sarbanes-Oxely Act (SOX) and the Health Insurance 
Portability and Accountability Act (HIPAA). A trusted context is a database object that describes a trust 
relationship between the database and an external entity such as a middle-tier application server. 
Additionally, trusted contexts introduce the concept of context-sensitive privileges. Context-sensitive 
privileges allow an organization to gain more control of when a privilege becomes available to a user. 
For example, an organization may want the human resources (HR) manager to acquire the ability to 
access the payroll table only when he is connected to the database from within the company offices, 
but not when he is connected from home. 
Data encryption 

DB2 has provided built-in facilities for encrypting and decrypting user IDs and passwords to store and 
safeguard your data. 

DB2 Security tools 
IBM Database Encryption Expert enables you to leverage the power of Storage Area Networks (SANs) 
safely while complying with privacy and security regulations in place or being enacted worldwide. The 
tool uses encryption algorithms approved by the U.S. National Institute of Science and Technology. 
The key advantage of this tool is in its encryption and decryption capability. It can be customized at 
row and column levels on the respective databases. 
DB2 Audit Management Expert has the following advantages: 

• Provides centralized auditing tools to bring together information from many different sources 
into a correlated, coherent view. 

• Enables auditors to discover responsible persons and answer relevant questions about 
violations (that is, who, what, where, and when). 

• Empowers non-technical users to define collection criteria and automatically launches traces 
to collect data. 

• Allows auditors to automatically generate their own reports and export the data into other 
applications such as Excel®. 

IBM Optim Test Data Management and Data Privacy Solutions provide comprehensive capabilities for 
improving testing efficiencies and de-identifying application data that can be used effectively across 
non-production environments. Optim's data masking technology preserves the integrity of the data and 
produces consistent and accurate results that reflect the application logic. 
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Microsoft Solutions 
Microsoft SQL Server is an advanced database designed for effective data processing and data 
protection. From the Microsoft whitepaper [http://download.microsoft.com/download/4/7/a/47a548b9-
249e-484c-abd7-29f31282b04d/SQLSecurityOverviewforAdmins.doc]: 

Authentication 

SQL Server 2005 improves on the SQL Server Authentication option. First, it supports encryption of the 
channel by default through the use of SQL-generated certificates. Administrators do not have to 
acquire and install a valid SSL certificate to make sure that the channel over which the SQL credentials 
flow is secure. 
Password policy enforcement 
With SQL Server, password policy enforcement is built into the server. Using the 
NetValidatePasswordPolicy () API, which is part of the NetAPI32 library on Windows Server 2003, SQL 
Server validates a password during authentication and during password set and reset in accordance 
with Windows policies for password strength, expiration, and account lockout 
Granular permissions 
SQL Server has improved granularity of permissions. Previously, an administrator had to grant a user 
membership in a fixed server role or fixed database role to perform specific operations, but more often 
than not, those roles had permissions far too broad for simple tasks. The principle of least privilege 
requires that a user have only the minimum permissions to do a job, so assigning users to a broad role 
for narrow purposes violates this principle. 

Data encryption 
SQL Server 2005 has rich support for various types of data encryption using symmetric and 
asymmetric keys, and digital certificates. Best of all, it takes care of managing the keys for you, since 
key management is by far the hardest part of encryption. Keeping secrets secret is never easy. 

Market leaders for IT systems provide a host of products to protect the data and to comply with 
regulations, including directive 95/46/EC. However, it is not possible to translate most of the privacy 
principles directly to technology requirements (e.g. encryption settings). Protecting privacy requires 
secure data storage and transfer, but security is not enough for protecting privacy. For protecting the 
privacy of individuals we have to understand the information we are processing in the system. Industry 
can offer advanced and flexible data protection solutions, but in the current technology state, IT systems 
do not understand processed information. Moreover, industry solutions are designed for centralized data 
management that is not appropriate for distributed ITS systems. 

Each of the described databases offers tools to deploy privacy principles in technology and organizational 
security environment. We argue that market available data protection solutions are sufficient for effective 
data protection but not sufficient to build privacy aware ITS system. For building privacy aware ITS we 
need technology, methodology, verifiable system architecture and implementation guidelines for system 
architects and analysts.  

The approach for evaluating privacy aspects in cooperative systems, referential privacy aware 
architecture and validated guidelines for privacy aware cooperative systems are the objectives of the 
PRECIOSA project. 
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4 Privacy Issues from an Application Viewpoint  

4.1 Introduction to Use Cases 

This section provides a list of use cases from an application viewpoint. Criteria for the selection of the use 
cases are the location (vehicle, infrastructure, data storage, communication component), point in time, 
and the frequency of processing data/information, the amount and the criticality in terms of privacy of 
information that are processed, and typical threats for the applications. The table below lists the described 
use cases and highlights the privacy issues involved. 

 

Use case or 
Initiative 

Infrastructure item 
subject to privacy 
attack 

Privacy Attack Privacy Issue  

Communication: V to 
RSU, RSU to FCD 
Center 

Eavesdropping data on 
vehicle traffic can lead 
to vehicle location 
information 

Confidentiality of 
communicating vehicle 
information Floating vehicle 

information and traffic 
information on line 

Data Store: Control 
Center  

Extracting vehicle 
location out of traffic 
data 

Access to vehicle 
specific traffic data 

Communication: V to V, 
V to RSU 

Eavesdropping data on 
vehicle traffic can lead 
to driving behavior 
information 

Confidentiality of 
communicated vehicle 
traffic information 

Communication: RSU to 
V 

Eavesdropping RSU 
alert information can 
lead to driving behavior 
information 

Confidentiality of 
communicated vehicle 
traffic information 

Data Store: RSU 

Extracting RSU alert 
information can lead to 
driving behavior 
information 

Access to vehicle 
specific traffic data 

Floating car data – 
intersection collision 
warning 

Data Store: Vehicle 
Extracting vehicle 
location out of vicinity 
traffic  

Access to vehicle 
specific traffic data 

Communication: V-to-
RSU, RSU-to-CC 

Eavesdropping 
application message to 
obtain personal 
information 

Confidentiality of 
communicated 
application and user 
information 

Data Store: RSU Extracting personal 
information 

Access to personal 
information 

Calculating a Route 
from the Current 
Position to Home 

Booking a hotel on 
the road 

Combination of both 
Data Store: Vehicle Extracting personal 

information 
Access to personal 
information 

Table 5: Privacy Issue Addressed in Application Use Cases 

Before describing the use cases, first the template is described. This template is consistently applied to 
present privacy aspects of the selected use cases. The five use cases are:  

(1) Floating Vehicle Information and Traffic Information Online in Navigation,  

(2) Floating Car Data – Intersection Collision Warning,  

(3) Calculating a Route from the Current Position to Home,  

(4) Booking a Hotel on the Road  
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(5) The combination of the “Calculating Route from Current Position to Home” and “Booking a Hotel 
on the Route”.  

In addition, a summary of the resulting privacy issues is presented (see Section 4.8). 

4.2 Use Case Templates 

Different approaches exist to describe applications and use cases. In the Software Engineering domain, 
UML diagrams are the most common way to express different aspects while analyzing the application 
domain. 

Complementary to Software Engineering, another important approach for describing applications in ITS 
has its roots in the System Engineering domain. Its platform viewpoint focuses on various aspects while 
designing the system architecture.  

In particular, when elaborating use cases for privacy in ITS, we must further describe the creation, flow, 
and storage of information in applications in detail. Therefore, we need a language that describes 
distributed systems, its processes, and its information flows. The Specification and Description Language 
(SDL, defined in the ITU-T Recommendation Z-Series) is a common model language in telecom-
munications for the specification and description of the behavior of reactive and distributed systems. For 
PRECIOSA’s purposes the language is too expressive and too formal. Thus, a Use Case description 
template adapted to the project’s needs was introduced for describing use cases based on UML diagrams 
and some parts of SDL. For the latter aspect, project specific symbols were introduced to help visualize 
component types like data stores, communication devices, and other components of the infrastructure.  

4.2.1 Templates for the Informal Description of Use Cases  

This section introduces a set of templates for identifying different privacy issues like leakage, threat, 
attack, and violation of privacy. Introducing such templates helps to analyze and to present privacy 
aspects consistently. Several diagram templates are defined and used to create individual models and to 
identify relevant concepts without revealing too many technical details. 

Just stating privacy aspects for use cases and applications is not sufficient. The importance of a privacy 
aspect depends on the possible consequences of leaving this aspect untreated. Therefore we describe 
privacy aspects using the four categories  

1. privacy leakage  

2. privacy threat  

3. privacy attack  

4. privacy violation.  

4.2.2 Relevant Dimensions of the Use Cases and Their Required Descriptions 

First, we identify relevant dimensions of the use cases which we must describe.  

1. High level description 

(a) General introduction 

(b) Summary of described privacy aspects 

(c) Actors & System Components 

2. Describing actors & system components that are relevant for the identification of privacy aspects 

(a) Identifying data subjects 

(b) Leaving out technical details 

3. Communication  

(a) In (cooperative) distributed systems privacy aspects must be analyzed and identified 
when communicating information among different components. 

(b) Describing the corresponding communication processes is important and relevant with 
respect to privacy aspects. 
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4. Data Storage 

(a) It is not always obvious that data storage is important with respect to different privacy 
aspects in the domain of cooperative distributed systems. 

(b) Describing data representing personal information and its structure is important and 
relevant with respect to privacy aspects. 

For those identified parts/aspects we have to 

1. Motivate the relevance of the part/aspect regarding privacy 

2. Identify privacy aspects 

3. Give one example demonstrating the identified privacy aspect  

4. Classify the identified privacy aspect (see Subsection 4.2.3) 

4.2.3 Classes of Identified Privacy Aspects 

Privacy aspects differ depending on the state in the attack process (see Figure 14). Privacy leakages 
mostly result from neglected privacy aspects. For instance, storing personal information in a store which 
does not protect against the access of unauthorized persons (potential adversaries) creates a privacy 
leakage. Privacy threats emerge from privacy leakages if some potential adversaries get the information 
about a privacy leakage. For instance, an adversary gets to know or he assumes that an unsecure data 
store contains personal information. A privacy attack is a concrete execution of a privacy threat for 
misuse. For instance, an adversary accesses an unsecure data store which contains personal 
information. Privacy violation is the result of a successful privacy attack, i.e. an adversary gained 
increased knowledge about a data subject. For instance, an unsecure data store responds to a request of 
an adversary with personal information.  

 

 
Figure 14: Process of attacking privacy 

4.2.4 Assigning templates/languages to the identified dimensions 

In section 4.2.2 we identified four relevant dimensions for cITS use cases which must be analyzed 
regarding privacy. Every dimension has specific characteristics. Therefore, all dimensions individually 
need an adequate template or model language. In the following sections we describe or define templates 
or model languages for the different dimensions.  

4.2.4.1 High Level Description 

High level descriptions must contain a summary of a use case in textual form. The summary must be 
illustrated by a UML use case diagram. Furthermore it includes the structure of its following sections 
which states the privacy aspects that will be identified. 
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Use cases describe the required functionality which is provided by a system. These simple descriptions 
contain the users (actors) and their interactions with the system in terms of goals. Users can interact with 
the system in different ways, described by scenarios, to achieve a specific goal. A use case is a set of 
scenarios in which every scenario has the same goal. Typically use cases are written in natural language 
by users and domain experts and are illustrated by diagrams using standard symbols defined in Figure 
15. The most common elements of use case diagrams are: 

• Actors: illustrated as stick-figures which represent customers, administrators, as well as systems 
which have intentions and/or goals. These goals have to be fulfilled by the use case. 

• Use cases: describe a sequence of actions that provide something of measurable value to an 
actor, illustrated by ellipses, which must be described further, e.g. in textual form. 

• Associations between actors and use cases: illustrated by a line 

• System boundary: illustrated by rectangle which are labeled with the name of the containing 
system 

• Include-relationship: denoted by dashed lines with an open arrow-head pointing at the inclusion 
use case whereas the lines are labeled by the <<include>> keyword (stereotype); insertion of the 
inclusion use case involves the execution of the base use case up to the inclusion point, inserting 
and executing the inclusion use case, and then continuing with the execution of the base use case 

• Extend-relationship: denoted by dashed lines with an hollow arrow-head pointing at the extension 
use case, in which the lines are labeled by the <<extend>> keyword; extended relationships from 
extension use cases to base use cases are used to indicate that the base use cases may be 
augmented by the extension use cases, meaning that the inclusion use case will augment the base 
use case if an extension condition is satisfied. The interaction consists of (1) execution of the base 
use case up to the extension point, (2) testing the extension condition and (3) inserting and 
executing the extension use case if the condition is satisfied, and then (4) continuing with the 
execution of the base use case. 

• Generalization-relationship: denoted as solid lines or paths with a hollow arrow-head pointing at 
the generalized use case. Generalization relationships that go from specialization use cases to 
generalized use cases are used to indicate that the specialization use cases are consistent with the 
generalized use cases and may add additional information. A specialization use case may be used 
in place of a generalized use case and may use any portions of the interaction of the generalized 
use case. 
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Figure 15: Symbols of system use case diagrams 

4.2.4.2 Actors & Components 

The identification of privacy aspects comprises their localization. For example, it is necessary to specify 
the data subject and all components which perform operations on the personal information of the data 
subject. Later on, those components are used in the descriptions of the communication processes and 
data storage dimension. A template for identifying the actors and components should be a list or a 
simplified component diagram with comments. In case of using a component diagram technical details 
like connectors or ports must be left out.  
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4.2.4.3 Communication Processes 

For the communication process, the exchange of information between the entities of the system is 
described. The information flow is directed by using connections with arrows. Some entities are 
highlighted by using individual symbols, e.g. for the data subject and for the vehicle device. Furthermore 
information is provided about the communication order, e.g. numbers embedded in cycles. At the 
communication path, privacy leakages are highlighted by red exclamation points. Besides the exchange 
of information, there are other important relationships between the entities of the system. These 
relationships are denoted by dashed lines. For instance in FCD, vehicle devices may communicate with 
other system components such that the user does not give explicit instructions to communicate. Thus the 
vehicle device acts in behalf of the user. Another important relationship is the cooperation of service 
providers. For instance, imagine two privacy aware services which are separately executed. The 
combination of the services is not automatically privacy aware. 

 

 
Figure 16: Symbols of communication process figures 

4.2.4.4 Data Storage 

Data storage in cooperative ITS often is realized using simple devices. Therefore most data structures 
are not complex. Thus tables such as Table 6 are appropriate to represent such data structures.  

Attribute 1 Attribute 2 Attribute 3 … 

Value A11 Value A21 Value A31 …  

Value A12 …   

Table 6: Template for describing relational data 
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4.3 Use Case: Floating Vehicle Information and Traffic Information in 
Online Navigation  

4.3.1 High Level Description 

This use case deals with applications that provide modern online navigation systems on mobile devices. 
The navigation includes real time traffic information, which is provided online over TCP/IP communication. 
Part of the information is derived from floating vehicle information, which is collected from all users of the 
online navigation product. 

User
(from Actors)

provide mobile online 
navigation with real time 

traffic situation

Service Provider
(from Actors)

 
Figure 17: High level representation 

Three different aspects are handled in this use case. Two aspects refer to the acquisition of information 
from the vehicles. One aspect refers to the communication of information to the vehicles for dynamic 
navigation. They all have different communication aspects concerning the handling of privacy relevant 
data. All of them are ‘real world’ examples which exist at least in R&D test phases today. 

Detect Events 

This FCD method requires some intelligence in the vehicle device: an element that derives events 
relevant for determining the traffic situation on-board the vehicle. Such events typically are the vehicle 
entering or exiting a traffic jam. Such events can be relatively easily detected from the speed behavior. 
However, in the actual implementation, sufficient experience with traffic flow phenomena is required, e.g. 
to determine hysteresis in stop-and-go traffic. 

Provide History 

As in the case above, the device in the vehicle acquires the data necessary for the FCD, and traffic center 
to determine the overall traffic situation. The difference is that not only events are detected but also the 
history of the network segments is determined (usually in terms of travel time) and sent to the FCD/traffic 
center. This means that the vehicle device continuously sends the last few segments of the route passed. 
In all cases the information is connected to the current time and location. 

All cases have the same organizational set up and are different in the details of communicating and 
evaluating traffic information, e.g. the details inside yellow use cases in the following diagram. For 
example, a user buys some PND hardware from a retailer (e.g. from the supermarket shelf). The 
hardware is equipped with communication software in such a way that the communication and the traffic 
information service contract are included in the “off the shelf” product of the service provider, i.e. the user 
has no contract with the network operator and is not personally known by any of the other actors directly. 

Use traffic information 

This part of the system is what is received from the user’s point of view. The information about the traffic 
situation in the network is passed from the traffic information center to the vehicle device. This device 
then calculates on the basis of the received information an optimal route for the user. 
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4.3.2 Actors and Systems Components 

The navigation software, which includes the FCD processing, is stored on the vehicle device owned by 
the user. The user has his own communication contract with the network operator for mobile 
communication. 

System Boundary

User Service Provider

navigate user

contract 
communication

NetworkOperator

detect events

provide history

use traffic 
information

B2B-Provider

TrafficInfoProvider

contract B2B 
service (FCD, LBS 

traffic Info)

contract traffic 
information

download and 
contract service

«include»

 
Figure 18: Use Case diagram 

 
Actors 

The actors of these scenarios are: 

• User: the end-user / customer  

• Retailer: sells hardware / software 

• Service Provider: represents the party who runs a business by offering services to user  

• B2B Provider: helps the Service Providers to compose / operate their service  

• Network Operator: runs communication network (e.g. GSM) 

• Traffic Info Provider: owns and sells / provides traffic basic information 

Components 
For all scenarios the components involved are the following: 
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Mobile Client 
Device

Communication 
Server

FCD Service 
Centre

Traffic 
Information 

Fusion & 
Modelling

Information 
Service Centre

Traffic Centre

User

NetworkOperator

Service Provider B2B-Provider TrafficInfoProvider

 
Figure 19: Components in “Floating Vehicle Information and Traffic Information Online in Navigation” 

The actors shown in the diagram are responsible for running the components pictured above them. The 
mobile network operator's components are not explicitly shown in the diagram. They are ‘transparent’ and 
shall be used for the communication processes which take place between the components.  

Components 

• Mobile Client Device: gadget assisting the user's travel (e.g. PND navigation, mobile phone) 

• Communication Server: Service provider's central system handling all client devices 

FCD Service Center: pre-process FCD information and forward results to the Traffic Information 
Fusion and Modeling  

 

• Traffic Information Fusion & Modeling: logically combine and fuse various kind of traffic information 
into one consistent most likely view of the real world traffic situation 

• Information Service Center: compose several information and provide them location based 

• Traffic Center: provide basic traffic information 
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4.3.3 Communication Process: Floating Vehicle Information 

 
Figure 20: Communication process “Detect Events” 

In this case, the client in the vehicle detects events such as “traffic jam entry”, “traffic jam exit” and 
transmits these events together with the location of where the event was recorded and the time via an 
access gateway to the FCD service center. A vehicle ID is not transmitted. The access gateway may be 
an RSU located close to the roadside or a gateway which is accessed via a GSM/GPRS/3G link. In the 
latter case, this gateway is likely to belong to the network provider (cp. “communication server” above). 

In the backward link, a simple “acknowledge” can be sent or, depending on the actual implementation, an 
update for the communication, e.g. parameters for jam detection, may be passed. 

Example of Detect Events 

The following figure shows an example of such a communication. A vehicle device detects the beginning 
of a traffic jam. It immediately transmits a message “traffic jam entry” together with the location 49°1’5”N, 
8°28’8”E and the time of detection “31.07.2009 15:23:12” to an RSU in the vicinity. The RSU passes this 
information on to the FCD service center. There the processing of all incoming messages is performed. 
Depending on the configuration of the backend system, the estimation of the traffic situation is performed 
in the FCD service center or in a separate traffic information server. The later is not depicted here since it 
does not receive any personalized data, but only aggregated traffic data. Therefore no privacy risk is 
foreseen in this step. 

 
Figure 21: Communication process “Detect Events” 



 D1: V2X Privacy Issue Analysis v4.1 

 

10/11/2009 IST-224201 43 

 
Communication Process: Provide History 

 
Figure 22: Communication process “Provide History” 

 

A second possibility for obtaining traffic information from traveling vehicles is for a vehicle to provide a 
history of the road section traveled. In this case, the vehicle's device does not generate events as it does 
in the case explained above, but determines travel times for certain parts of the journey, e.g. for a link of 
the navigation network. This information is then passed in a similar way as above via a communication 
server or RSU to an FCD service center. 

Example of Provide History 

The following figure shows an example of the “Provide history” communication process. The general 
layout is the same as in the “detect events” case. However, the information passed from the vehicle 
device via the RSU/communication server contains information about the route for the last update 
interval, e.g. 5 minutes. This means that although no vehicle ID is transmitted, more than one 
location/time pair is available. A backtracking of a vehicle, even if it is not identified becomes possible. 
This information might be intercepted between the vehicle device and the RSU/communication server, or 
between the RSU/communication server and the FCD service center. 
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Figure 23: Communication process “Provide History” 

 
Communication Process: Use Traffic Information 

 

Figure 24: Communication process “Use Traffic Information” 

This section explains how online traffic information is passed on to the mobile client device. The mobile 
device asks for information on a regular interval, e.g. every 5 min., providing its current position and a list 
of links representing the intended route.  

The communication server pre-processes the request. The client is authorized and an anonymous 
request for a dedicated, location based information set is forwarded to the information center.  

The information service center responds with the most recent traffic situation. 

Example of Use Traffic Information 

The following figure shows the communication process for “Use traffic information”. The vehicle device 
sends its current position and the intended route in the form of a list with the following links. The 
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communication server, e.g. Access Gateway/RSU, passes the list of links on to the service center. The 
service center adds the traffic information of each link, e.g. average speeds or travel times, to this list and 
passes it back to the communication server. From there this list is sent to the vehicle device. 

In this process the complete trip on the intended route is revealed from the requesting vehicle device. 
This information is then passed on to all successive communication links. Even without vehicle ID, 
tracking becomes possible if the links transmitted from the requesting vehicle device contain only the links 
of the intended route or links of alternative routes to the destination. This information can be intercepted 
on any communication link. 

 

Figure 25: Communication process “Use Traffic Information” 

4.3.4 Data Storage 

In order to collect floating vehicle information, the two cases “Detect Events” and “Provide History” show 
the same architecture but differ significantly in the information transmitted and stored .  

The following table indicates for the case of “Detect Events” the data stored in the RSUs and FCD 
Service Center. A vehicle ID is not required, only the time and location together with the detected event is 
stored. The combination of location and time only indicates that a vehicle was at this location nat the 
indicted time but no vehicle identity. A privacy risk is therefore not given. 

Cur. Time Cur. Location Event 

2009.07.31 15:23:12 49°1’15”N, 8°28’8“E Jam entry 

Table 7: Information stored in RSU and FCD Service Center for “Detect Events” 

This is different, if the vehicle does not only transmit events detected by itself, but transmits travel time 
information for network segments it has previously passed. This means that a part of the previously 
traveled route is revealed and stored in the RSU and the Service Center. The length of the history 
depends on the transmission interval. If the information is transmitted more often, the number of networks 
links passed is shorter. Nevertheless, a backtracking becomes possible, even if the vehicle ID is not 
revealed and stored. The following table shows this. 
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Time of exiting segment Network Segment Travel Time 

2009.07.31 15:23:12 4711 302 

2009.07.31 15:26:40 4712 208 

2009.07.31 15:27:02 5846 22 

Table 8: Information stored in RSU and FCD Service Center for “Provide History” 

 

For the use case “Use Traffic Information”, the vehicle send the desired sequence of future road 
segments to be traveled and receives the estimated travel time for them. This means that (part of ) the 
intended route must be stored in the RSU and the Service Center to retrieve the travel time data and 
send it back jointly. 

Time for information Network Segment Speed 

2009.07.31 15:00 – 16:00 4711 102 

2009.07.31 15:00 – 16:00 4712 99 

2009.07.31 15:00 – 16:00 5813 103 

2009.07.31 15:00 – 16:00 0815 105 

2009.07.31 15:00 – 16:00 0911 95 

Table 9: Information stored in RSU and FCD Service Center for “Use Traffic Information” 

4.3.5 Classes of Privacy Aspects 

Class of  
privacy  
aspect 

Privacy  
aspect 

Privacy leakage Privacy threat Privacy attack Privacy violation 

Communication 
Process: Vehicle-
to-RSU and RSU 
to Center 

Sending messages 
containing part of the 
route traveled by a 
vehicle (past or 
future) 

Eavesdropping of 
messages 

Passive 
listening to 
messages, 
collection of 
data for later 
processing 

After gathering 
information for a while 
and at many locations, 
an attacker may create 
location and driving 
behavior profiles for 
individual vehicles. 

Data store: RSU 
and Service 
Center 

RSUs and Service 
Center store traces 
of vehicles  

Insecure storage 
of data may be 
accessed from 
unauthorized 
entities 

Extraction of 
data reveals 
traces 

The complete 
backtracking becomes 
possible by access to 
more data than 
communication only 
and plausibility 
approaches. 

Table 10: Classes of privacy aspects 
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4.4 Use Case: Floating Car Data – Intersection Collision Warning 

4.4.1 High Level Description 

 
Figure 26: Basic UML use case description 

The intention of intersection collision warning (ICW) is to warn drivers at intersections, when vehicles are 
in danger of collision. For example, when a vehicle approaches an intersection at high speed and likely 
will not come to a halt until it reaches the crossing point and other vehicles are approaching from other 
directions as well, warnings should be issued to the affected drivers. Upon a collision warning, drivers are 
expected to drive cautiously, slow down their vehicles and potentially avoid an accident.  

The application has some special aspects. First of all, ICW requires frequent status updates from vehicles 
nearby, so that every vehicle can autonomously calculate mutual collision probabilities. This also means 
that the driver does not explicitly trigger the application. Instead, it is permanently running in the 
background and only interacts with the driver in case of a hazardous situation. 

Moreover, the use case may involve not only direct vehicle-to-vehicle communication. At intersections 
controlled by traffic lights, additional information is available to the computation of collision probability. For 
example, the RSU knows which direction currently has the right of way. In addition, if buildings block radio 
propagation, vehicles may reach each other without being able to communicate. Therefore, RSUs also 
play a role in intersection collision warning, specifically at regulated intersections in cities. RSUs can 
apply a more advanced analysis of collision probability calculation, and issue specific warnings to all 
vehicles in case a hazardous situation is developing.  

In contrast to other use cases, ICW can be implemented without any centralized backend infrastructure. 
All functions are deployed either on a vehicle or on the roadside unit.  

In order to fulfill ICW functions, a vehicle needs to access several other functions. One of the most 
important is localization. The vehicle position and trace are needed to determine how close vehicles are 
to each other. Moreover, vehicle internal sensor data like heading, speed, brake status, turn signal, etc., 
are relevant factors for the computation of collision probabilities. Route information from the navigation 
system can also serve as an input to estimate if vehicles may collide, e.g. in a situation when a vehicle is 
turning. 

4.4.2 Actors and System Components 

• Driver: In case of intersection collision warning, drivers are the data subjects. However, a driver 
does not explicitly interact with the system. Instead, the system to detect potential collisions is active 
permanently and communicates autonomously with nearby vehicles. Hence, the link between driver 
and vehicle is just the fact that a driver is inside the vehicle during the ride and steers the vehicle. 
Therefore, driver and vehicle share common properties such as location, time, speed, heading etc. 

 

• Vehicle (device): The vehicle carries out the actual application, that is, it runs the communication 
permanently in the background, broadcasts status updates (“beacon messages”) to vehicles in the 
vicinity, receives the same reports from other vehicles around, and can compute collision 
probabilities based on this data. The beacon data of others is therefore stored temporarily in 
vehicles. 

 

• Road Side Unit (RSU): The special function of RSUs at intersections is to receive beacon 
messages from approaching vehicles and to compute collision probabilities just like vehicles. In 
contrast to vehicles, RSUs do not send periodic status updates, but only send explicit warning 
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messages if a hazardous situation is developing. The specialties about RSUs are that they can act 
as a bridge if direct communication between vehicles is blocked, and that they usually know more 
context information such as the current traffic light status. 

 

4.4.3 Communication Process: ICW Information Flow 

 

Figure 27: Generic communication process of ICW 

The basic principle of information flow in Intersection Collision Warning is broadcast: every vehicle 
determines its position and vehicle status data, assembles this to a packet, adds its vehicle identifier and 
sends the packet to all nearby receivers (1). The receivers, i.e. other vehicles or RSUs, typically cache 
the information contained in beacons for a certain, short time, e.g. in a neighbor table.  

Based on the stored data received from other vehicles, both vehicles and RSUs are able to calculate 
collision probabilities. If an RSU detects a potential collision, it sends an explicit warning by single-hop 
broadcast to all vehicles nearby. Warning messages from RSUs also must contain the type of 
information, identifiers and status data of the potentially affected vehicles. Optionally, the RSU may also 
include more available context information such as the current right of way or road and weather 
conditions. 

Example of ICW Information Flow 

The communication process is exemplified in Figure 28. In this case, Peter Peterson is driving in his 
vehicle with the license plate number UL-M 8192. At 12:00:00, he is at the geographic coordinates 9.946° 
east and 48.408° north, which is on a road in Ulm. He is heading south with a current speed of 30 m/s or 
108 km/h. At a certain distance, the traffic lights currently give the right of way to the east-west road. The 
traffic light RSU detects that the speed of Peter Peterson is rather high, and he should start to brake to 
come to a safe halt at the intersection. Therefore, the RSU sends out a warning message to inform the 
vehicle of Peter Peterson about the danger. In our example, other vehicles are not explicitly warned, but 
could be addressed as well if there is a concrete collision danger. 
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Figure 28: Example communication process in ICW 

Identified privacy issues 

Because of their broadcast nature, beacon messages are openly distributed among the vehicles in the 
wireless transmission range. Therefore, they can also be easily eavesdropped by passively listening 
adversaries. At the same time, beacon messages contain information that is privacy-sensitive (marked 
with exclamation marks in the diagram) for the data subject who is driving the vehicle. For example, 
beacons contain exact position, time, and speed of vehicles. In this way, a passive listener can collect 
data about passing vehicles and may be eventually able to link individual data to the drivers of vehicles, if 
sufficient data is available. Because the beaconing is permanently active, in the worst case an attacker 
may extract location profiles, discovering where and when a driver has been and if he has violated speed 
limits. 

Beyond linking to individuals, the eavesdropped beacon data can easily be used to create statistics about 
the traffic flow on a particular road or the amount of speed limit violations. Other parties may 
subsequently use such statistics to adapt their behavior. For example, a gas station could adapt the gas 
price to the current traffic or road operators may rigorously enforce speed limits. 

Like beacons, third parties may record warning messages from RSUs to identify certain driving habits of 
individuals, which may lead to increased insurance fees for example. 

4.4.4 Data Storage 

In order to calculate collision probabilities and to identify hazardous situations, vehicles and RSUs store 
the data from beacons and warning messages from RSUs locally for a certain period of time.  

Table 11 shows an exemplary data structure for holding the information. This data structure is often 
referred to as a “neighbor table” if only the most recent record of a vehicle is kept. However, the collision 
warning accuracy can likely be improved if all records within a certain time frame are kept. From the 
records of the same vehicle, which can be gathered by the identifier, another vehicle or an RSU can then 
follow the trace which the vehicle has taken during that time frame. 

Vehicle id  Cur. Time Cur. location Cur. speed Cur. heading 

UL-M 8192  
(or other type of identifier) 

2008.10.01 

12:00:00 

9.946°, 48.408° 
(Ulm, Berliner Ring) 

30 m/s  180° (South) 

Table 11: Neighbor table/Trace records 
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However, these short traces are not much more privacy-relevant than the fact that location, time, and 
other values from other vehicles are stored in the vehicle. More critically, the same data is gathered in 
RSUs, which are more likely candidates for physical intrusion attacks than private vehicles. 

Besides vehicle trace records, RSUs also have to store issued warnings temporarily so that they are able 
to distinguish between new hazards and those previously detected. The data is analogous to the 
message being sent, outlined in Table 12. 

 

Time Vehicle ids Conditions 

2008.10.01 

12:00:00 

UL-M 8192  
(or other type of 
identifier) 

WEATHER_FOGGY; 
ROAD_WET; 

Table 12: Issued warning records 

4.4.5 Classes of Privacy Aspects 

Class of  
privacy  
aspect 

Privacy  
aspect 

Privacy leakage Privacy threat Privacy 
attack Privacy violation 

Communication 
Process: Vehicle-
to-Vehicle and 
Vehicle-to-RSUs 

Broadcast 
dissemination of 
beacon messages 
containing data that 
is indirectly privacy-
relevant for the 
driver, such as 
location, time, and 
speed 

Eavesdropping of 
beacons 

Passive 
listening to 
beacon 
messages, 
massive 
collection of 
data for later 
fusion 

After gathering 
information for a while 
and at many locations, 
an attacker may create 
location and driving 
behavior profiles for 
individuals. 

Communication 
Process: RSU 
warning to 
vehicles 

Dissemination of 
warning messages 
contains vehicle 
identifiers 

Eavesdropping of 
warnings 

Listening and 
collecting 
warnings, 
fusion with data 
from other 
sources 

Warnings are only 
issued when a 
hazardous situation 
developed. Insurance 
companies may raise 
dues for affected 
vehicles 

Data store: 
Vehicle 

Vehicles have to 
store a trace of 
vehicles nearby to 
disclose potential 
collision 

Insecure storage 
of data may be 
accessed from 
unauthorized 
entities 

Extraction of 
data reveals 
short traces 

Because the gathered 
data has been openly 
communicated prior to 
storing in a vehicle, the 
privacy violation 
corresponds to the one 
of the communication 
process 

Data store: RSU RSUs store issued 
warnings for a 
certain time. 

Insecure storage 
may be access 
from outside. 

Extraction of 
warnings 

The issued warnings 
reveal vehicles involved 
in a hazardous situation 
(also unintentionally). 
Degree of violation 
depends on the time 
period that warnings 
are stored. 
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Table 13: Classes of privacy aspects 

4.5 Use Case: Calculating a Route from the Current Position to Home 

This section describes the use case Calculating a Route from the Current Position to Home by applying 
the template as defined in Section 4.2.1. 

4.5.1 High Level Description 

This use case illustrates a vehicle traveling home from its current position, e.g. a foreign country. The 
driver of the vehicle asks a remote navigation system, i.e. a Traffic Control Center– (TCC) accessible as a 
service and provided by a service provider for a route from the current position to home, as seen in Figure 
29. In the background there are two additional actors: the Control Center (CC) and the Road Side Unit. In 
general, control centers provide services for identity management. For instance, they provide additional 
information to service providers which are necessary to fulfill their services. Within the use case, the 
remote navigation system needs information about the home address for the requesting user. The RSU 
acts as an access gateway between the different actors.  

 

Figure 29: UML use case diagram for the high level description 

Section 4.5.2 identifies the data subject and relevant system components and describes their roles in the 
use case for privacy. In a "naive" implementation of the use case, every party such as internal and 
external service providers have available, i.e. stored, personal information about the user. In addition, 
personal information is directly communicated (see first part of Section 4.5.3). In this example, the privacy 
aspect is the unsecure and unnecessary communication of personal information. Some privacy methods 
are applied to address such privacy leakage and present the results (see second part of Section 4.5.3). In 
Section 4.5.4, relevant data stores regarding privacy are identified and analyzed, and two further privacy 
aspects, i.e. non-anonymized storage of personal information and unnecessary storage of anonymized 
personal information, are identified. Again some privacy mechanisms to protect privacy are applied. To 
summarize all identified privacy aspects, we classify the privacy aspects in Section 4.5.5. 

4.5.2 Actors and System Components 

• Driver/Vehicle (device): The driver of the vehicle is the data subject of the use case. He/she utilizes 
a device to use some services provided by the Traffic Control Center. 

• Road Side Unit: The RSU has the role of an access gateway, i.e. the network provider. It provides 
infrastructure for communicating with the backend and offers some local services. All communication 
of the driver with some backend service providers is performed via the RSU. This includes the 
communication of personal information. Thus special attention is paid to the processing of 
information on a RSU. The RSU has the role of an access gateway, i.e. the network provider. It 
provides infrastructure for communicating with the backend and offers some local services. All 
communication of the driver with some backend service providers is performed via the RSU. This 
includes the communication of personal information. Thus special attention is paid to the processing 
of information on a RSU. 

• Control Center: Control Centers act as centralized identity managers. Users of the infrastructure 
may register themselves at the Control Center. The access to some backend services by users is 
controlled by the Control Center. Additional, service providers might ask the Control Center for 
further information about the users (home address, type of service agreement) which are necessary 
to fulfill their services. In general, identity managers have to realize important responsibilities 
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regarding the protection of privacy. Identity managers store and communicate personal information. 
Thus, mechanisms are needed to fulfill these operations in an appropriate manner, i.e. not violating 
the user’s privacy. 

• Traffic Control Center: The traffic control center acts as a service provider that offers online 
navigation services. Authorized users may request optimal routes taking into account the current 
traffic situation. 

4.5.3 Communication 

In this use case the end-to-end communication occurs between the driver of the vehicle and the TCC. 
Additional communication between components like the RSU and the CC takes place in the exchange of 
additional information that is required to fulfill the requested service. Figure 30 illustrates this 
communication pattern. At first (1) the driver uses his personal device to request a route from the current 
position to his home. For sending the request to a service provider, the vehicle device formulates an 
appropriate query and (2) sends the query to the access gateway. The access gateway is implemented 
by an RSU which cooperates with the CC and the TCC. Thus, the RSU is able to “understand” the 
request and its parameters. Before the RSU forwards the request to the TCC, it adds the missing 
information about the home address of the driver. Therefore, (3) it sends a request to the identity 
manager which is responsible for information about the user. After receiving the requested information 
(4), all information which is necessary to forward the request is available. Next, (5) the supplemented 
request is sent to the TCC which (6) responds with the requested route. Finally, (7) the RSU forwards the 
answer to the vehicle device which presents the result to the driver. 

  

 

Figure 30: Communication process 

Communication process: Route calculation 

To exemplify the communication process as seen in Figure 31, a specific scenario is used: Peter 
Peterson requests a route to get home. He asks his vehicle device for a route from the current position to 
home. The vehicle device has no information about the location/address for home. It therefore forwards 
the request to the RSU. At first, the RSU sends a request to the CC to get necessary information about 
Peter Peterson’s home. The CC responds returning Copenhagen as the home address of Peter Peterson. 
Upon receipt, the RSU forwards the request to the TCC operated by the service provider “NavGuide 
3000”. The service provider sends back the route information via the RSU to the vehicle device which 
displays the route to Peter Peterson. 
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Figure 31: Instance of communication process 

The exclamation points in Figure 31 identify the privacy related aspects. In communication systems, an 
adversary passively listening to vehicular communication is very difficult to detect; however, it is one of 
the most likely attack scenarios. An adversary might use the communication lines between the 
components to launch an attack. The goal of wire tapping a communication line is to extract personal 
information from messages. An eavesdropper may trap (a) one of the messages with the route request 
sent by the vehicle device or the RSU, or (b) the message with the response of the CC. The messages 
with the route request contain personal information: the name of the user, his current position, and his 
destination. Furthermore, the response of the CC contains personal information: the name of the user and 
his home address. 

Such attacks are already addressed by methods and techniques of communication privacy. Usually it is 
not necessary to communicate the identification of a person for fulfilling a service request. Re-
identification must be possible only in cases of misuse or for important public interests such as public 
security, the fight against crime or public health. An example solution is the use of pseudonyms, i.e. 
exchanging the full name with a user ID and not transmitting information that is not necessary for the 
desired application. Once this is finished, the communication process changes as illustrated in Figure 32.  
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Figure 32: Communication process which applies pseudonyms and minimally communication of 
information 

4.5.4 Data Storage 

In this use case, several entities receive and send personal information. This information may potentially 
be stored. Therefore each data/information store must be analyzed for privacy aspects. This section 
describes the data stores of the system after fulfilling Peter Peterson's route request. The navigation 
information sent back by the TCC is excluded. Pseudonyms are used, and the transmission of information 
that is not needed by the application is avoided, as described in Section 4.5.3. Otherwise, the probability 
increases for successfully attacking system components that store personal information, together with its 
identification such as the full name or the SSN. There are different types of adversaries. Internal 
adversaries have access to components of the system like parts of the data store, or they may execute 
software for in-memory-attacks.  

Vehicle devices potentially store personal information while interacting with the driver or performing 
personal configurations. Initially in this use case, the vehicle device has no information about the home 
address of the driver as mentioned, in section 4.5.3. The vehicle device got the information about Peter 
Peterson's user ID, and home address (see Table 14) by communicating with other system components 
(see Figure 32). Furthermore all requests of the driver, like the route request, may be stored in the vehicle 
device. 

user id  time  request type  from  to  

0815  2008.10.01.18.
23.28.07  

route  current position 
(Madrid)  

home (Copenhagen)  

Table 14: Vehicle Device 

RSUs collect floating car data for services that must process information about the current traffic status 
(see Table 15). Every road side unit has fixed GPS-coordinates. Tracking the position of a vehicle by 
having access to several RSUs, which contain the information with high granularity for a long time, may 
reveal the exact movement of that vehicle.  
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timestamp  user id direction  

2008.10.01.18.23.12.23 0815  north/east  

2008.10.01.18.23.22.14 0815  north/east  

2008.10.01.18.23.32.06 0815  north/east  

Table 15: Road Side Unit - Floating Car Data 

Additionally, the choice of information to be collected may be relevant to infer personal information. For 
instance, the destination of a route request, especially one in a foreign country, (see Table 16) may 
determine the home and thus reduce the set of possible identities to which the collected information, for 
instance anonymized position information, belongs. 

user id  time  request type  from  to  

0815  2008.10.01.18.23.29.00  route  current position 
(Madrid)  

home 
(Copenhagen)  

Table 16: Road Side Unit - requests 

CCs act as centralized identity managers that provide information about the registered users (home 
address, type of service agreement, see Table 17) which are necessary to fulfill services. Identity 
managers store and communicate personal information. Like for the other system components the 
operation of this information has to be protected in terms of user requirements and data protection rules. 

user id home address type of service agreement  

0815  Copenhagen  platinum  

Table 17: Control Center – identities 

Otherwise Control Centers can be used to provide some privacy functions like the audit requests on 
personal information by system components (see Table 18). Such functions may be used to detect 
privacy breaches. 

user id time accessed user data 

0815 2008.10.01.18.23.30.09 home address 

Table 18: Control Center - audit data 

The Traffic Control Center acts as a service provider that offers online navigation. Authorized users may 
request optimal routes taking into account the current traffic situation. Therefore the TCC processes FCD. 
Again, it is not necessary to get the information about vehicles at highest degree possible, nor the 
identification of the vehicles. In the example of Peter Peterson's route request, the TCC just receives the 
pseudonym 0815 instead of the real name (see Table 19) for the registration information and Table 20 for 
the audit of the user request). 

user id home address consider current traffic  

0815  Copenhagen  yes  

Table 19: Traffic Control Center - user information 

user id route request time  from  to  

0815  2008.10.01.18.23.33.40 current position (Madrid) Home (Copenhagen)  

Table 20: Traffic Control Center – requests of users 

Attacks on system components as described for the RSU are already addressed by methods and 
techniques of privacy protection for data storage. For demonstrating such mechanisms, we apply 
functions for privacy protection on the data stores of the RSU (described in Table 15 and Table 16). FCD 
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data is aggregated for representing information about positions and filtered for information like 
pseudonyms (see Table 21).  

timestamp  number of vehicles direction  

2008.10.01.18.23.12.23 5  north/east  

2008.10.01.18.23.12.23 12  south/west  

Table 21: Road Side Unit - Floating car data applying mechanisms of aggregation and filtering 

Furthermore, for the RSU data store containing request data, mix individual requests are mixed with 
others or dummy information (see Table 22). 

time  request type from  to  

2008.10.01.18.23.29.00 route  Madrid Copenhagen  

2008.10.01.18.23.29.00 route  Madrid Berlin  

Table 22: Road Side Unit - requests applying mechanisms of anonymization and perturbation 

4.5.5 Classes of Privacy Aspects 

Class of  
privacy  
aspect 

Privacy  
aspect 

Privacy leakage Privacy threat Privacy 
attack Privacy violation 

Communication 
Process: 
Communication 
between vehicle, 
RSU, and TCC 

Unsecure and 
unnecessary 
communication of 
personal 
information 

Trapping of 
messages 

Adversary 
passively 
listening to 
vehicular 
communication 

Adversary receives personal 
information: route request 
contains the name of the 
user, his current position and 
his destination; response of 
the CC contains the name of 
the user and his home 
address. 

Data store: RSU Unnecessarily 
storing non-
anonymized 
personal 
information  

Accessing 
personal 
information 
available in 
RSU 

In-memory 
attack 

OR  

attack from 
insiders 
accessing 
RSU data 
store 

Adversary gets personal 
information: Tracking the 
position of a vehicle by having 
access to several RSUs 
which contain information with 
high granularity may reveal 
the exact movement of a 
person. 

Data store: RSU Unnecessary 
storing of 
anonymized data 

Accessing 
information 
available in 
RSU to infer 
personal 
information or to 
gain increased 
knowledge 
about a data 
subject 

In-memory 
attack 

OR  

attack from 
insiders 
accessing 
RSU data 
store 

The choice of information to 
be collected may be relevant 
to infer personal information. 
For instance, the destination 
of a route request, especially 
one in a foreign country, may 
determine the home and thus 
reduce the set of possible 
identities to which the 
collected information, for 
instance anonymized position 
information, belongs. 

Table 23: Classes of identified privacy aspects 
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4.6 Use Case: Booking a Hotel on the Road 

4.6.1 High Level Description 

The current use case illustrates the scenario of booking of a hotel on a route. The driver already 
requested a route and received the answer. The estimated time to reach the destination is very long. 
Thus, the driver contacts a hotel reservation system ((H)Motel Reservation - HMR) for a hotel on the way 
that satisfies his preferences (see Figure 33). The HMR is accessible as a service and is provided by a 
service provider. In the background, there are two additional actors: the Control Center (CC) and the 
Road Side Unit (RSU). In general, Control Centers provide services for identity management. For 
instance, they provide access to some backend services by the users. The RSU acts as an access 
gateway between the different actors. 

 

Figure 33: UML use case diagram for the high level description 

In Section 4.6.2 we identify the data subject and relevant system components and we describe their roles 
in the use case for privacy. In a "naive" implementation of the use case every party such as internal and 
external service providers have access to (stored) personal information about the user. In addition, 
personal information is directly communicated (see first part of Section 4.6.3). To exemplify, we identify 
the privacy aspect as the unsecure and unnecessary communication of personal information. Afterwards, 
we apply some privacy methods addressing such privacy leakage and present the results (see second 
part of Section 4.6.3). In Section 4.6.4 we identify and analyze relevant data stores regarding privacy, we 
identify two further privacy aspects (unnecessary storing of personal information and unlimited retention 
of personal information), and again we mention some privacy mechanism to protect privacy. To 
summarize all identified privacy aspects we classify the privacy aspects in Section 4.6.5. 

4.6.2 Actors and System Components 

• Driver/Vehicle (device): The driver of the vehicle is the data subject of the use case. He/she utilizes 
a device to use some services provided by the Service Provider - (H)Motel Reservation. 

• Road Side Unit (RSU): The RSU has the role of an access gateway (network provider). It provides 
infrastructure for communication with the backend and offers some local services. All communication 
of the driver with some backend service providers is performed via the RSU. This interaction 
includes the communication of personal information. Thus, we have to pay special attention to the 
processing of information at a RSU. 

• Control Center (CC): Control Centers act as centralized identity managers. Users of the 
infrastructure may register themselves at the Control Center. The access to some backend services 
by the users is controlled by the Control Center. Additional, service providers may ask the Control 
Center for further information about the users (home address, type of service agreement) which are 
necessary to fulfill their services. In general, identity managers have to realize important 
responsibilities regarding the protection of privacy. Identity managers store and communicate 
personal information. Thus, mechanisms are needed to fulfill these operations in an appropriate 
manner not violating the user’s privacy.  

• Service Provider: The Service Provider - Hotel Reservation provides searching and booking of 
hotels.  

4.6.3 Communication 

In our use case we have two communication processes. First, the driver requests hotel information on his 
current route. Second, the driver books one hotel. For both communication processes the end to end 
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communication obviously occurs between the driver of the vehicle and the HMR. Figure 34 illustrates the 
first communication process hotel search of our use case. At first (1), the driver uses his personal device 
to request for hotels on his current route. For sending the request to a service provider the vehicle device 
formulates an appropriate query and (2) sends the query to the access gateway. The access gateway is 
implemented by a RSU which is not connected to a suitable service provider for hotel search. Thus, (3) 
the RSU forwards the request and its parameters to the CC which is cooperating with the RSU. One 
function of the CC is to act as a service mediator. Therefore, the CC has a list of registered service 
providers like the HMR. As a next step, (4) the CC identifies the HMR as an appropriate service provider 
for the request and forwards the request to the HMR. Next, (5) the HMR evaluates the request and 
responds with a list of requested hotels. Next, (6) the CC sends back the response from the HMR to the 
RSU. Finally, (7) the RSU forwards the answer to the vehicle device which presents the result to the 
driver. 

 

Figure 34: Communication process of the hotel search 

Figure 35 illustrates the second communication process hotel booking of our use case. At first (1) the 
driver again uses his personal device to select and book a hotel of his choice. For sending the booking 
request to a service provider the vehicle device formulates an appropriate message and (2) sends it to 
the RSU. The RSU (3) again forwards the request and its parameters to the CC. Now, (4) the CC 
forwards the request to the HMR. Next, (5) the HMR evaluates the request and responds with the booking 
confirmation. Next, (6) the CC sends back the response from the HMR to the RSU. Finally, (7) the RSU 
forwards the response to the vehicle device which presents the result to the driver. 
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Figure 35: Communication process of hotel booking 

 
Example Instances of the communication processes: 

To exemplify the communication processes (see Figure 36 and Figure 37) we introduce a specific 
scenario. The current scenario is based on the previous scenario of the use case “Calculating Route from 
Current Position to Home” (see Subsection 4.5.3): Peter Peterson got a route for traveling home. Now (1) 
he asks his vehicle device for a hotel on the route because the destination is too far away. The (2) vehicle 
device forwards the request to the RSU. The road side unit has no information about a service for 
booking hotels. Therefore (3) it forwards the request to the CC. In back end of the CC it has a connection 
to the service provider “(H)Motel Reservation”. Thus (4) it can send the request to the service provider. 
Now, (5) the service provider “(H)Motel Reservation” searches for a hotel on the route regarding the 
user’s preferences and (6) (7) sends back a list of fitting hotels. 

 

 

Figure 36: Instance of communication process of the hotel search 
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As marked by the exclamation points in Figure 36 we identified some privacy aspects. In communication 
systems an adversary passively listening to vehicular communication is very difficult to detect. However, it 
is one of the most likely attack scenarios. An adversary might use the communication lines between the 
components to launch an attack. The goal of tapping a communication line is to extract personal 
information from messages. An eavesdropper may trap (a) one of the messages with the hotel search 
request sent by the vehicle device, the RSU, or the CC, or (b) the messages with the response of the 
HMR, the CC, or the RSU. The messages with the search request contain personal information; the name 
of the user, his current route, and his hotel preferences. Furthermore, the responses contain personal 
information: the name of the user and a list of hotels where he potentially might stay for at least one night. 

Now we continue with the description of the scenario of Peter Peterson by illustrating the instance of the 
second communication process (booking): (1) Peter Peterson searches the list of proposed hotels and 
selects the Ibis hotel in Duisburg to book one night in this hotel. Therefore, he uses his personal device 
which (2)(3)(4) sends the booking request together with the credit card information of Peter Peterson to 
the service provider via the RSU and CC. Next, (5) (6) the HMR operates the booking request and 
responds with the booking confirmation. Finally, (7) the vehicle device presents the confirmation for 
booking one night at the IBIS hotel to Peter Peterson. 

 

 

Figure 37: Instance of communication process of hotel booking 

Similar to the instance of the first communication process of the use case we marked some identified 
privacy aspects by exclamation points in Figure 37. Again, one likely attack is tapping of communication 
lines to extract personal information from messages. An eavesdropper may trap (a) one of the messages 
with the hotel booking request sent by the vehicle device, the RSU, or the CC, or (b) the messages with 
the response of the HMR, the CC, or the RSU. The messages with the booking request contain personal 
information: the name of the user, his credit card information, and his domicile at night. This information 
may be used as information identifying individuals; even worse, the misuse of credit card information may 
have dramatic consequences. Furthermore, the responses contain personal information: the name of the 
user, the booking confirmation, and his domicile. 
Such attacks are already addressed by methods and techniques of communication privacy. In particular, 
it is not necessary to communicate the identification of a person for fulfilling a service request as already 
indicated for the instance of the first communication process. Re-identification must just be possible in 
special cases such as misuse or for protecting public security, the fight against crime, or public health. 
Exemplary, we apply the principle of using pseudonyms (exchanging the full name with a user id). Thus, 
the instance of the first communication process changes as illustrated in Figure 38. 
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Figure 38: Instance of the first communication process applying pseudonyms 

For the second communication process of the use case it is necessary to communicate the identification 
of a person and some personal information to fulfill the service request. Usually, payment services need 
the name of the credit card owner and the credit card number. Some hotel companies need to know the 
name of the guest for reservation. Thus, we must transmit the (personal) information in a secure manner. 
One method for secure communication is to use encryption. Let us assume that the vehicle device knows 
the public key of the HMR. Now, the vehicle device encrypts the name of Peter Peterson and his credit 
card number, and sends the encrypted information together with the booking request (see Figure 39). 
Additional, we need a pseudonym for Peter Peterson to route back the response to the vehicle device. At 
the end, only the HMR is able to decrypt the information about the identification of Peter Peterson and 
about his credit card number.  
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Figure 39: Instance of the second communication process applying pseudonyms and encryption 

4.6.4 Data Storage 

In our use case several entities receive and send (personal) information. This information may potentially 
be stored. Therefore, each information/data store must be analyzed for privacy aspects. Independent of 
the application used, all information regarding the user flows through the vehicle devices. We point out 
that these devices must be completely privacy aware. Attacks on vehicle devices that do not have 
appropriate protection mechanisms may result in hazardous risks regarding privacy. Fortunately, we have 
the maximum control about the design and the use of such private devices. Thus, manufactures of 
vehicle devices have the possibility to take appropriate measures against privacy attacks of the vehicle 
devices.  

For this use case we select the data store of the HMR to describe and to analyze its privacy aspects more 
extensively. Most of the results can be transferred directly to the data store of the vehicle device. In the 
current scenario the HMR and the vehicle device are those components which have extended access to 
personal information. For each request received the HMR may store personal information (see Table 24) 
like user preferences regarding the selection of hotels or routes, information for restricting the location of 
suitable hotels, etc. Storing information about preferences of users over time enables the service to 
aggregate such information and to infer personal profiles. Furthermore, it is possible to derive the home 
address of a user with high probability and to create a movement profile by aggregating route information 
from different requests of the same user. If we consider that the HMR may link the userid with the name 
of the user because it received the information of the booking request, we must forbid the storage of such 
derived information after its processing. Therefore, we need mechanisms that enforce such rules. 
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user 
id  

time  request 
type  

stars  nights  distance 
from route  

Jacuzzi  route 
information  

0815  2008.10.01.18.27.10.32 hotel search 
on route  

*** and 
more  

1  0-5 km  yes  …  

Table 24: HMR - requests for hotels 

There exists no privacy leakage if the HMR stores the responses to the user requests (see Table 25) as 
long as the responses cannot be linked with individual users. Otherwise, the HMR again may infer 
personal profiles over time with less precision than the previous example. 

user 
id  

time  response 
type  

hotel  position  stars  distance 
from 
route  

Jacuzzi  price  

0815  2008.10.01.18.29.15.60 hotel list  Best 
Western 
Post  

Liege  ***  5 km  yes  70 €  

   Hotel 
Beaumont  

Maastricht  ***  8 km  yes  73 €  

   Ibis  Duisburg  ***  4,5 km  yes  75 €  

Table 25: HMR - responses of hotel requests 

In Section 4.6.3 we already identified some privacy aspects for messages which contain the information 
for the booking request. Therefore, we encrypt the message sent by the vehicle device. This approach 
solves the privacy aspects with respect to communication. Still, there exist privacy aspects that are not 
addressed. For instance, the HMR owns the key to decrypt the encrypted messages. That is the reason 
why the HMR may store the information about the user’s credit card number and the full name of the user 
in decrypted form. Again, we have to prevent unauthorized access of this information. Additionally, 
applications which process personal information are not automatically allowed to disclose the information. 
The disclosure of the information is only allowed in special cases to safeguard important public interests 
and for jurisdiction; for instance to judge the correctness of credit card payments by (legally) authorized 
parties. Otherwise, the user (explicitly) has to give his/her consent for disclosing the information to a third 
party. Privacy threats raises also if information is stored longer than needed. We need mechanisms to 
limit the retention of information.  

user 
id  

time  request 
type  

hotel  position  name credit card 
number  

nights  Jacuzzi  

0815  2008.10.01.18.35.02.77 hotel 
booking  

Ibis  Duisburg Peter 
Peterson 

01234567  1  yes  

Table 26: HMR - booking requests for hotels 

4.6.5 Classes of Privacy Aspects 

Class of  
privacy  
aspect 

Privacy  
aspect 

Privacy leakage Privacy threat Privacy attack Privacy violation 

Communication 
Process of the 
hotel search: 
Communication 
between vehicle, 
RSU, CC and HMR 

Unsecure and 
unnecessary 
communication of 
personal information 

Trapping of 
messages 

Adversary 
passively 
listening to 
communication 
of components 

Adversary receives 
personal information: 
(a) hotel request: the 
name of the user, his 
current route, and his 
hotel preferences; (b) 
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response: the name of 
the user and a list of 
hotels where he 
potentially will stay at 
one of the hotels for at 
least one night 

Communication 
Process of the 
hotel booking: 
Communication 
between vehicle, 
RSU, CC and HMR 

Unsecure and 
unnecessary 
communication of 
personal information 

Trapping of 
messages 

Adversary 
passively 
listening to 
communication 
of components 

Adversary receives 
personal information: 
(a) booking request: 
the name of the user, 
his credit card 
information, and his 
domicile at night; (b) 
response: the name of 
the user, the booking 
confirmation, and his 
domicile 

Data store: Vehicle 
device 

Vehicle devices 
operate all 
information of the 
applications about 
individuals and 
information about the 
identity of individuals 

Unauthorized 
access 

 Adversary receives 
some or all personal 
information 

Data store: HMR Unnecessarily 
storing (non-) 
anonymized personal 
information  

Unauthorized 
accessing of 
information 
available in RSU 
to infer personal 
information or to 
gain increased 
knowledge about 
a data subject 

In-memory-
attack 

OR  

attack from 
insiders 
accessing HMR 
data store 

Adversary gets/infers 
personal information: 
For each received 
request the HMR may 
store personal 
information like user 
preferences regarding 
the selection of hotels 
or route information for 
restricting the location 
of suitable hotels. The 
storage of information 
about preferences of 
users over time makes 
it possible to 
aggregate such 
information and to infer 
personal profiles. 
Furthermore, it is 
possible to infer the 
home address of a 
user with a high 
probability and to 
create a movement 
profile through the 
aggregation of route 
information from 
different requests of 
one user; 

Data store: HMR The HMR owns the 
key to decrypt the 
encrypted messages. 
That’s why the HMR 
may store personal 
information like the 

Unauthorized 
accessing (and 
disclosing) of 
personal 
information 
available in HMR 

In-memory-
attack 

OR  

attack from 
insiders 

Adversary receives 
personal information: 
credit card number, full 
name of the user 
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user’s credit card 
number and the full 
name of the user in 
decrypted form with 
unlimited retention.  

accessing HMR 
data store 

Table 27: Classes of identified privacy aspects 

4.7 Use Case: Combination of the “Calculating Route from Current 
Position to Home” and “Booking a Hotel on the Road” 

4.7.1 High Level Description 

Privacy protecting methods of the communication domain and data storage domain address privacy 
issues related to their corresponding contexts. In complex systems like ITS, heterogeneous components 
from both the communication domain and the data storage domain are combined and raise new privacy 
issues that are not addressed by the domains individually. These new issues require addressing privacy 
not only for individual components, but for the overall system as well. This view includes issues like the 
collaboration of system components and service providers which could try to combine non-personal 
information to infer new and potentially sensitive information.  

All previous use cases have been discussed separately. In the real world, these use cases often occur in 
combination. Combining use cases such as requests and responses in the same infrastructure results in 
new challenges for privacy. This use case combines the use case Calculating Route from Current 
Position to Home with the followed execution of the use case “Booking a Hotel on the Route”.  

For the concrete scenario, it is assumed that there is cooperation between the service providers. The 
cooperation between the traffic control center “NavGuide 3000” and the service provider “(H)Motel 
Reservation” is called "Car Service Group". Within the cooperation members, there is an exchange of 
information for creating and analyzing statistics. Furthermore, one common information pool and its 
management are used to lower the costs.  

 

Figure 40: UML use case diagram for the high level description 

In Section 4.7.2 the data subject and relevant system components is identified and their roles in the use 
case concerning privacy are described. Since this use case is a combination of previously described use 
cases, there is a joint communication process. Parts of the joint communication process will be analyzed 
regarding privacy aspects in Section 4.7.3. For example, the privacy aspect is identified as the 
unnecessary communication and processing of anonymized personal information. Afterwards, some 
privacy methods such as addressing privacy leakage are applied, and the results are presented (see 
second part of Section 4.7.3). In Section 4.7.4 the relevant data stores regarding privacy are identified 
and analyzed, and a further privacy aspect, the use of same static pseudonyms for both service requests, 
is identified. Again some privacy mechanism to protect privacy is applied. At the end another typical 
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privacy aspect for system privacy is identified: the unlimited collaboration of service providers and their 
resulting unlimited exchange of information. To summarize all identified privacy aspects, they are 
classified in the privacy aspects in Section 4.7.5. 

4.7.2 Actors and System Components 

• Driver/Vehicle (device): The driver of the vehicle is the data subject of the use case. He/she utilizes 
a device to use some services provided by the Traffic Control Center and the (H)Motel Reservation. 

• Road Side Unit (RSU): The RSU has the role of an access gateway, e.g. a network provider. It 
provides some infrastructure for communication with the backend and it offers some local services. 
All communication of the driver with some backend service providers is done via the RSU. This 
includes the communication of personal information. Thus, special attention needs to be paid to the 
processing of information on a RSU. 

• Control Center (CC): Control Centers act as centralized identity managers. Users of the 
infrastructure may register themselves at the Control Center. The access of some backend services 
by users is controlled by the Control Center. Additionally, service providers can ask the Control 
Center for further information about users, e.g. home address, type of service agreement, to fulfill 
their services. In general, identity managers have to realize important responsibilities regarding the 
protection of privacy. They store and communicate personal information. Thus, mechanisms are 
needed to fulfill these operations in such a way that it does not violate the user’s privacy. 

• Traffic Control Center (TCC): The Traffic Control Center acts as a service provider for online 
navigation. Authorized users may ask for optimal routes which take into account the current traffic 
situation. 

• Service Provider - Hotel-Motel Reservation (HMR): The Service Provider is a Hotel-Motel 
Reservation service which searches and books hotels. 

o  

4.7.3 Communication process: Calculating Route & Booking Hotel 

This use case is the combination of the two previously described use cases Calculating Route from 
Current Position to Home and Booking a Hotel on the Route. Its communication processes and the states 
of the data store can be retrieved by joining the communication processes and data stores of the two 
original use cases.  

In the following description, the focus of the analyses is restricted. Aspects are identified that arise from 
looking at the system as a whole and considering the collaboration of entities. Therefore, an extraction is 
presented (see Figure 41) of the joint communication processes (described in Section 4.5 and Section 
4.6; see Figure 30, Figure 34, and Figure 35).  
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Figure 41: Part of joined communication processes 

To demonstrate the joined communication process (see Figure 42), the scenario from Section 4.6.3 (see 
Figure 36) is introduced. This scenario is based on the scenario of the use case “Calculating Route from 
Current Position to Home” (see Subsection 4.5.3): 

Peter Peterson requests a route to get home. He asks his vehicle device for a route from the 
current position to home. The vehicle device (2) forwards the request to the RSU. The RSU 
forwards the request to the TCC operated by the service provider “NavGuide 3000”. The service 
provider (6) sends back the route information via the RSU to the vehicle device which displays the 
route to Peter Peterson. Now (8) Peter Peterson asks his vehicle device for a hotel on the route 
because the destination is too far away. The (9) vehicle device forwards the request to the RSU. 
The road side unit has no information about a service for booking hotels. Therefore (10) it forwards 
the request to the CC. In back end of the CC it has a connection to the service provider “(H)Motel 
Reservation”. Thus (11) it can send the request to the service provider. Now, (12) the service 
provider “Hotel-Motel Reservation” searches for a hotel on the route regarding the user’s 
preferences and (13) (14) sends back a list of fitting hotels. 

Furthermore, in Section 4.6.3 some privacy protection principles are already applied, like using 
pseudonyms and limited retention to the scenario (see Figure 38 and Table 24). 
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Figure 42: Instance of the communication process hotel search 

For the analysis of privacy aspects, one must look at the overall joint scenario instead of just looking at 
the hotel search part. As marked by the exclamation marks in Figure 42 one privacy aspect can be 
identified. The CC sends route information to the HMR to allow the HMR to restrict the amount of suitable 
hotels. The information about the route has a high degree of detail. Thus, it is possible for an adversary to 
get information about the home and the movement profile of the user. In general, the goal is to minimize 
the necessary degree of detail to avoid unnecessary disclosure of information. To process information as 
soon as possible is one approach to decrease the amount of communicated personal information and its 
degree of detail. For the current scenario, the HMR needs information about criteria to restrict the set of 
potential hotels. Looking at the overall system gives us new possibilities to reduce the information flow. 
The TCC already knows the route information from the preceding request. A service offered by the TCC 
could be used to decrease the unnecessary exchange of detailed information. One of the user's criteria is 
that the hotel should be at a location near the middle of the route. One service of the TCC may compute 
locations like cities and parking places that are located close to the highway (see the new communication 
process in Figure 43). Therefore, additional information is not communicated. In the next step, the hotel 
request is sent to the HMR. The request contains only locations for which the user searches for hotels. 
Thus, the HMR receives less information about the route; in particular it receives no information about the 
start and the end of the user’s travel route.  
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Figure 43: Part of joint communication process with advanced information processing 

4.7.4 Data Storage 

In this use case, several entities receive and send personal information. This information may potentially 
be stored. Therefore the data stores must be analyzed for privacy aspects. Especially in cooperative 
systems, all combinations of data stores from different service providers must be analyzed. Possible 
combinations of data stores reflect the potential collaboration of service providers. For the current 
scenario, the cooperation of the service providers is assumed. The cooperation between the traffic control 
center “NavGuide 3000” and the service provider “Hotel-Motel Reservation” is called Car Service Group. 
Within the cooperation, members exchange information for creating and analyzing statistics. Furthermore, 
one common information pool and its management is used to lower the costs.  

While using the services of the TCC and the HMR, static pseudonyms were used to prevent adversaries 
from linking personal information to personal identifiers. For Peter Peterson the pseudonym 0815 was 
used. Now the Car Service Group can link the two contexts (see Table 28 and Table 29) of the route 
request and the hotel booking request because the same pseudonym for both requests was used. Thus 
an internal adversary who has access to the joint data store may easily combine Peter Peterson’s route 
request with his hotel booking. Additionally, the adversary may also infer his real name and other 
identifiers because the information was processed by the HMR.  

user id  route request time  request type from  to  

0815 2008.10.01.18.23.33.40  route Madrid  Copenhagen 

0815 2008.10.01.18.26.27.98  cities Madrid Copenhagen 

Table 28: Traffic Control Center – requests of users 
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user 
id  

name  time  request 
type  

hotel  position  credit card 
number  

nights  Jacuzzi  

0815  Peterson 
Peter  

2008.10.01.18.35.02.77 hotel 
booking  

Ibis  Duisburg  01234567  1  yes  

Table 29: HMR - hotel booking request 

Problems that arise from using long term pseudonyms or using pseudonyms for several contexts already 
have been identified and solved. One of the solutions is to introduce different or changing pseudonyms. 
We apply the principle of changing pseudonyms to our scenario (see Figure 44) and use different 
pseudonyms for the service requests of the TCC (0815) and the HMR (0816). 

 

 
Figure 44: Instance of the new part of joint communication process 

In the described scenario, a misuse of an internal adversary is still possible. Every member is potentially 
an adversary and may infer new information by using intelligent methods to analyze the accessible 
information, e.g. methods from data mining, or the consideration of typical usage patterns. For instance, 
the data storage of the current scenario reveals the following information: (1) a user searching for cities 
on the route from Madrid to Copenhagen (see Table 30), (b) the result of the search was: Duisburg, 
Liege, Maastricht (see Table 31), (c) afterwards, a user searched for hotels among the retrieved cities 
and booked one in Duisburg (see Table 32), and (d) the user Peter Peterson paid via credit card (see 
Table 33). Combining these observations an adversary may conclude that Peter Peterson booked a hotel 
in Duisburg on the way home from Madrid to Copenhagen, with a (fictitious) probability of 90%. This kind 
of attack on privacy has been investigated under topics like probabilistic privacy and privacy preserving 
data mining.  

user id  route request time  request type from  to  

0815 2008.10.01.18.23.33.40  route Madrid  Copenhagen 

0815 2008.10.01.18.26.27.98  cities Madrid Copenhagen 

Table 30: Traffic Control Center – requests of users 

user id city response time  cities + distance from route  

0815  2008.10.01.18.26.57.68 Duisburg – 4 km, Liege – 4.5, Maastricht – 7 km  

Table 31: Traffic Control Center – responses for cities 
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user id  time  request 
type  

stars  nights  Jacuzzi  cities  

0816  2008.10.01.18.27.10.32  hotel search  *** and 
more  

1  yes  Duisburg, Liege, 
Maastricht  

Table 32: HMR – hotel-motel search request 

user 
id  

name  time  request 
type  

hotel  position  credit card 
number  

nights  Jacuzzi  

0816  Peterson 
Peter  

2008.10.01.18.35.02.77 hotel 
booking  

Ibis  Duisburg  01234567  1  yes  

Table 33: HMR – hotel-motel booking request 

4.7.5 Classification of Privacy Aspects 

Class of  
privacy  
aspect 

Privacy  
aspect 

Privacy leakage Privacy threat Privacy attack Privacy violation 

Communication 
Process of the 
hotel search: 
Communication 
of detailed route 
information 
between vehicle, 
RSU, CC, and 
HMR 
Processing of 
detailed route 
information in 
the HMR 

Unnecessary 
communication and 
processing of 
anonymized 
personal 
information 
(detailed route 
information) which 
can be de-
anonymized using 
additional 
information from the 
HMR 

Unauthorized 
accessing and 
disclosing of 
personal 
information 
available in 
HMR 

Internal adversary 
who accesses the 
information 

Adversary receives 
personal information: 
the current route of the 
user. Furthermore, it is 
possible to infer the 
home address of a 
user with a high 
probability and to 
create a movement 
profile through the 
aggregation of route 
information from 
different requests of 
one user. 

Combining 
information of 
TCC and HMR – 
static 
pseudonyms 

Use of same static 
pseudonyms for 
both service 
requests 

Exchanging 
and linking 
together the 
information of 
users from 
route requests 
and hotel 
booking 
requests 

Internal adversary or 
adversaries passively 
listening to 
communication of 
components 

An internal adversary 
who has access to the 
joint data storage may 
easily combine route 
requests with the 
corresponding hotel 
booking requests. 
Additionally, in case 
that limited retention is 
not enforced, the 
internal adversary may 
also infer the user’s 
real name and other 
identifiers because the 
information was 
processed by the 
HMR. 

Combining 
information of 
TCC and HMR: 
changing 

Unlimited 
collaboration: 
unlimited exchange 
of information 

Every member 
of the 
collaboration is 
potentially an 
adversary and 

TCC and HMR 
exchange information 
about requests and 
make some inference 

Adversary may 
conclude personal 
information with a high 
probability: (a) the 
name of a user (b) 
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pseudonyms  may infer new 
information by 
using intelligent 
methods to 
analyze the 
accessible 
information 

about it 

 

current position of the 
user (c) home of the 
user (d) booking of a 
hotel on the way home 
from the current 
position of the user. 

Table 34: Classification of identified privacy aspects 

4.8  Resulting Privacy Issues 

The following conclusions for privacy issues can be drawn: 

• As long as possible, communicated data should be kept anonymous. This is particularly relevant for 
broadcasted data, either V2V or V2I, as the receiver is not predetermined in this case. 

• For certain applications, anonymity or pseudonymity is not possible, for example because a service 
has to be paid or a service requires identification for other purposes. In this case, the communication 
should be kept confidential between the peers. For example, the connection from a vehicle to a 
backend server may be encrypted. 

• Because data may be required to be stored in certain units, e.g. vehicle, backend control centers, 
road side unit, access to stored data must be regulated to ensure privacy.
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5 Issues from a Platform Viewpoint 

5.1 Introduction 

This section provides a list of use cases from a platform viewpoint. The use cases described in the 
previous sections provide a conceptual overview of possible V2X system usages. In the beginning of the 
section, an architecture for floating car data was presented that distinguishes between several view 
points, namely, an entity view, a physical deployment view, and a logical function view. We also 
introduced a system model for describing the information. However, details of how vehicles communicate 
with each other and with RSUs and further infrastructure have been left opaque to guarantee a clear and 
focused presentation of the use cases. 

Nevertheless, the specific implementation of communication and storage presents challenges that must 
be addressed when developing privacy aware systems. For example, regarding V2V communication, 
routing information has to be exchanged which possibly contains privacy relevant details, like network 
addresses. Those aspects are not specific to any of the use cases presented earlier. 

This section will give an overview of privacy concerns from a platform point of view. That is, using the 
classification of the system in vehicle domain, access domain, and storage domain as a guideline, an 
overview of privacy aspects is provided that is orthogonal to the use case centric view given earlier. 

The following aspects are described in the next sections: 

• Issues related to the different user roles. The different user types may have different privacy 
requirements and may be of different importance in the scope of this project. 

• Issues related to communication patterns. They influence both the scope in which sensitive 
information is disseminated and the amount of implicit identifiers like network addresses and routing 
meta-information that is needed, thus impacting and raising privacy concerns in several ways. 

• Issues related to the location of data storage, the amount of data stored and the method of data 
access influence privacy in the storage domain. A storage-centric view of privacy issues will 
therefore conclude this section. 

• Issues related to trust, privacy measures, monitoring and liability 

5.2 Role-Dependent Privacy Requirements 

From the platform point of view and especially regarding privacy, it is often not only important how the 
system is used, but also who uses it and when and where he uses it. In this section focus will be on end 
users of the system. This means that the concern is not with user roles in the access or data storage 
domain, but solely in the vehicle domain. It is those users that actively or passively donate their potentially 
sensitive information to be used by the system. 

The aforementioned types of users can be categorized into groups by the type of vehicle that they are 
driving and the context in which they are driving the vehicle. The following groups can be distinguished. 

• Private vehicles are vehicles owned by individuals. They are used for personal transportation by 
their owners, their family or a third person that the vehicle is lent to. 

• Emergency or authority vehicles usually have special rights in certain contexts and are owned by 
a governmental institution. This group includes, but is not restricted to, fire trucks, ambulances, 
police cars, military trucks and tanks. Moreover, different contexts can be distinguished. Emergency 
vehicles can be either off duty (e.g. during a lunch break), on duty but not making use of special 
rights (e.g. cruising around or following suspicious subjects to collect evidence in the case of police 
cars), or on duty and making use of special rights like sirens. 

• Commercial vehicles are vehicles owned by a company, which uses them to provide certain 
services to the public. This group includes vehicles such as buses, trucks, postal delivery cars. 
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While usually not having special rights, vehicles in this group can still be used in an off duty context 
(e.g. during a lunch break) or in an on duty context. 

Each of these groups may imply different privacy needs. Moreover, these needs are not only governed by 
the group of vehicles but also by the contexts mentioned above. The following paragraphs will explain 
different possible privacy needs of a police car in different contexts. 

Suppose a police car is patrolling a highway to look out for speeding vehicles. In this context, messages 
sent from a police car should not be distinguishable from messages sent by regular cars. Otherwise, 
speeding offenders could be warned even when the police car is not in the line of sight. They would then 
be able to slow down to avoid charges. Still, in this context the central police station should be able to 
track the police car, e.g. to efficiently send the closest patrol car to a nearby crime scene which might 
have higher priority than the pursuit of a speeding offender. 

Similarly, when a police officer is driving to a restaurant in his lunch break, he will want to act just like a 
regular private person driving a private vehicle to a restaurant. Moreover, he might not even want the 
central police station to be able to locate his exact whereabouts while he is in his lunch break. 

On the other hand, when a police car is on its way to an accident scene, it will make use of its special 
rights by activating a siren to warn other drivers to make way for it to bypass regular traffic as fast as 
possible. In the future, this physical siren might be complemented by broadcast messages warning and 
rerouting traffic ahead. In this context, a police car, and possibly even including the person driving the 
vehicle, should be clearly identifiable as a valid and authenticated authority car. Therefore, in this context, 
privacy needs change dramatically. 

All these aspects have to be taken into account when designing privacy aware systems. That is, the 
involved user roles and the context in which they act should be clearly identified. While the special needs 
of government, authority and commercial vehicles are an important and current research topic, the 
presented use cases focus on private vehicles. Of all identified groups, private vehicles are amongst 
those with the strictest privacy requirements in all contexts. The resulting architecture should therefore be 
flexible enough to be adapted to the needs of the other groups in the future. 

5.3 Communication Patterns 
Privacy in cooperative systems heavily depends on the way that communication is used to transport 
certain information. We define the following criteria to classify different kinds of communication: 

• Dissemination Type / Receiver  
Unicast, Broadcast, Multicast, Anycast 

• Communication Frequency 
Stream, Periodic, Occasional, Event-based/Rare 

• Communication Technologies 
V2X, WiFi, GSM/3G, WiMax, Offline 

All communication classes have direct implications on the privacy they can provide, such that specific 
precautions must be taken to protect privacy. For example, sending messages via broadcast also means 
that multiple, often unknown nodes receive the messages. While occasional broadcast messages likely 
do not harm privacy if they do not contain sensitive information, regular repetition may infringe privacy, 
e.g. by allowing location tracking. Moreover, the privacy infringement also depends on the communication 
technology. When data is transmitted via a cellular system, the data is encrypted and therefore partially 
privacy protected during the transmission. Transferring data between two endpoints using V2X or WiFi 
usually requires encryption if the data should be kept confidential. 

Building upon these criteria, one can combine typical use cases which are used by different applications. 
The list is not comprehensive, but gives an idea of diversity of communication in the ITS environment. 
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5.3.1 End-to-End Connections 

One of the typical communication use cases is the traditional end-to-end connection to an internet host. 
The communication is initiated by the client and terminates at a server. On the way from the client to the 
server, various different communication technologies may be used. The underlying communication 
technologies may change even while the link is operational. The communication frequency is like a 
stream, i.e. data is transported back and forth continuously for a certain time until the link is closed. 

The client may be an arbitrary device, such as a vehicle OBU, a cell phone in a vehicle, a personal 
navigation appliance, or an RSU. 

 

Figure 45: End-to-end connection to service provider communication scenario 

The data transmitted in such an end-to-end connection, it can contain arbitrary, privacy-relevant data. 
While the endpoints, the client and the service provider, likely have a contract that regulates the usage of 
the data, intermediate access providers are not necessarily obliged to keep the data confidential. 
Moreover, wireless communication may allow eavesdropping of the data by completely external entities.  

5.3.2 Vehicle Cooperative Awareness 

Many use cases of V2X communication require a continuous update of data from the vehicles in the 
vicinity in order to fulfill their task. For example, a collision avoidance application needs accurate position, 
heading, speed and more sensor data from other vehicles to detect potentially dangerous situations early 
enough to warn the driver or to take measures to avoid a collision. 

In order to support this continuous update in the local surroundings, every vehicle periodically sends a 
single-hop broadcast packet that contains data elements like vehicle position, speed, heading etc. This 
kind of communication is used V2V and V2X only. 

 

Figure 46: V2V/V2I cooperative awareness communication scenario 

In this case, two privacy-relevant aspects coincide: the message contains a vehicle’s current position and 
identifier, and the messages are sent continuously with a frequency of about 1-10 Hz. Since messages 
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are explicitly intended to be received by every other vehicle in the vicinity to create cooperative 
awareness, they cannot be encrypted. Therefore, everyone with capable radio equipment is able to 
receive the messages. If receivers collect data at many locations, they can eventually create movement 
profiles of individual vehicles. If a receiver is placed at an intersection, it is quite simple to track the 
vehicles trajectories and to evaluate, where vehicles are coming from and where they are heading to. 
Such information can be valuable for advertising or marketing. 

To clarify this threat, imagine the following scenario. A large company operating petrol stations wants to 
expand and is considering several possible locations. To reach a decision, they might first assess publicly 
available information about traffic density at certain times in the region of the possible locations. However, 
this information is likely to be very coarse grained. Therefore, the company might decide to use self 
operated RSUs to collect and aggregate information from vehicles participating in cooperative awareness 
systems. Depending on the privacy awareness of the applications used by the vehicles, this might lead to 
no useful information at all, only the number of vehicles, giving a fine grained density diagram, or perhaps 
even more critical information like destinations or identities of the drivers. This information can then be 
used to reach not only the decision of where to open a new station, but can possibly influence the petrol 
prices as well. 

5.3.3 Decentralized Information Dissemination 

One of the major functions of vehicle-to-vehicle communication is decentralized dissemination of 
information, for example in the case of an accident. The information about what happened must be 
spread quickly among the vehicles in a larger area around the hazard location. Then drivers can be 
warned in time and react accordingly. 

The communication for this kind of information dissemination is either based on simple multi-hop 
broadcast mechanisms like flooding, or on more advanced dissemination algorithms, for example ones 
take into account the local context into forwarding decisions. Nevertheless, the dissemination is 
broadcast, i.e. all nodes are addressed by default. Moreover, the data is clearly event-based and spread 
only using V2V and V2X technology. Cellular connections may be used additionally to report such events 
to a centralized information system as well, but this is clearly a secondary purpose. 

Like cooperative awareness applications, decentralized information dissemination also broadcasts 
information to an unknown number of recipients. Hence, the content of such messages is privacy 
relevant, that is, the messages should not carry self-contained information, such as the license plate 
number or the brand of the vehicle that has broken down due to malfunction. In addition, decentralized 
information dissemination distributes this information in a larger area using multi-hop forwarding, so that 
many nodes receive the information. The larger the dissemination area, the larger the potential privacy 
breach may be. 

5.4 Data Storage 
Privacy infringements can occur not only when information is transmitted by the normal nature of an ITS 
cooperative system. Data may be stored in different ways, e.g. centralized or distributed, and in different 
containers. Such containers may be  

• Very closely linked to a person, like mobile devices (cell phone, PDA, PNA, etc.) 

• “Loosely” linked to a person, like a vehicle including its OBU, navigation device with destination 
memory, etc. 

• Centralized, like a service provider’s database. 

The privacy level of such stored data depends on the following points: 
Accessibility of the device by an attacker 

• Personal devices are under the control of the owner who is most probably also the data subject. The 
accessibility by an attacker, in this case most probably an external attacker, is worse than for other 
devices. Even if the storage device has a transmission capability, like a mobile phone, the owner is 
generally able to control this functionality to a certain degree. 
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• Devices “loosely” linked to a person, like a built-in navigation system, are also under the control of 
the owner/data subject, though to a lesser extent. It is, for example, possible to access the last 
destinations that were input into a navigation device. 

• Centralized data storage is not under the control of the data subject. In this case, a trusted 
environment is needed to the highest degree. If information is stored in a distributed system, such 
information has a higher level privacy, due to the lower level of information retrievable by a single 
attack. To receive the complete and maybe even correct information, several systems have to be 
attacked. 

Type of data stored 

The type of data that is stored and potentially accessible has clearly a very high influence on the privacy 
level. The more the information relates to a person, the lower the privacy level is. For example, the 
telephone number memory in a cell phone clearly indicates the other telephones which have been 
connected to this one, in many cases even with the time and duration of a call. Often this is easily linkable 
to another person. However, due to the personal nature of the device, the owner has the possibility to 
control the storage of such data rather easily (see above). 

Way to access 

Apart from the accessibility described above, the way of retrieving information defines the level of privacy. 
Data that can be obtained by “normal use” of the device, like the destination memory of a navigation 
device or the telephone number memory, cannot provide any privacy. The higher the technical hurdles 
are, the higher the privacy level is. If data is only accessible through a dedicated API, privacy of these 
data is linked to the distribution of the respective API. While this holds true for mostly external attackers, 
internal attackers may still be controllable by control of access to the API. 

5.5 Deployment Issues 
As a result of the specification of platform use cases and misuse cases, a number of issues concerning 
deployment were identified. To facilitate reading, first the issues are summarized, and then list the 
use/misuse cases are presented. Issues have been structured into the following categories 

• Trusting the use of a platform. 

• Existence of privacy measures in the platform 

• Monitoring and capability 

The use cases related to the use of a platform describe various situations of deployment between 
different stakeholders. They can be examined by responding to the following questions: 

• Can an application owner trust the platform on which he will deploy its component (see use case 
Trusting platform for deployment of own application)? 

• Can an application owner trust that the platform will ensure that other applications do not impact its 
operation (see use case Trusting platform for deployment of other applications), and in particular 
does the platform perform policy management (see use case Trusting platform for access right 
check)? 

• Can an application be installed without checking security policies (see use case Untrustable 
application deployment), and can an application access unauthorized data (see use case 
Untrustable application access)?  

 

Trust use case or 
misuse case Truster Trustee Comments  

Trusting platform for 
deployment of own 
application 

Application owner Platform manager Relates to Platform QoS 

Trusting platform for 
deployment of other 
applications 

Application owner Other application 
owners Relates to Platform QoS 
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Trusting platform for 
access right check Application owner Platform manager 

Relates to policy 
management of platform 
(part of QoS)  

Untrustable 
application 
deployment 

Platform manager Application owner  
Application is installed 
without security policy 
check 

Untrustable 
application access Platform manager Application owner  

Application accesses an 
asset without security 
policy check 

Table 35: List of use and misuse cases related to trust 

 The use cases related to the availability of privacy measures stem from 

• the expectation that the platform includes measures for privacy, i.e. that the platform follows the 
principle for a privacy-aware management of data 

• the derived expectation that policies for privacy cannot be changed without authorization, in other 
words data policy protection in the platform 

 The use cases related to the monitoring and reliability relate to 

• the need for user to verify through inspection that privacy policies are properly set up and enforced 

• expectation that the data controller will have to cope with evolving protection requirements leading to 
the need to anticipate reorganization of collected data. 

The figure below summarizes the use cases. The more detailed description of each use case is 
presented below.  

 

Figure 47: Privacy Issues Related to Deployment Use Cases 
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5.5.1 Trust Issues 

Use Case Name: Trusting platform for deployment of own application 

Actors: User 

New application owner 

Existing application owners 

Platform admission manager 

Triggering Event 
(optional): 

An application is added on a platform 

Relations with other use 
cases  

(not always applicable) 

Extended by:  

Includes:  

Threatened by: No application admission check 

Mitigates or prevents:  

Detects:  

Brief UC description: An independent application is added on a platform with admission capability. The 
application is associated with data protection constraints (i.e. description of data 
items and associated access rights). The platform checks that the required data 
protection mechanisms are available. 

Preconditions: New application owner has developed and validated an application. 

An existing platform runs several independent applications. 

Postconditions: New application will run on the platform with the right level of data protection 

Normal scenario: Platforms runs several applications from existing application owners 

User wishes to subscribe to a new application and requests installation 

Platform admission manager makes an admission check (credentials and 
protection needs) and accepts 

Application is installed and runs with the proper data protection 

Alternative scenario:  

Open issues: Current platforms available in the industry do not support this 

Need to standardize resource requires declarations 

Relationship with 
PRECIOSA objectives 

This use case describes an implicit stakeholder expectation, which can typically 
translate to a requirement, that the underlying ITS platform will provide the 
protection capabilities 

 

Use Case Name: Trusting platform for deployment of other applications 

Actors: Platform user 

New application owner 

Existing application owners 

Platform admission manager 

Triggering Event 
(optional): 

New application owner wishes to install a new application 

Relations with other use 
cases  

(not always applicable) 

Extended by:  

Includes:  

Threatened by: Multiple application environment without proper admission check 

Mitigates or prevents:  

Detects:  

Brief UC description: An independent application is added on a platform with admission capability. The 
platform checks that the application requested access rights which are acceptable 
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For instance a game application is downloaded on a mobile platform requiring 
access to the user‘s confidential data. This must be rejected. 

Preconditions: An existing platform runs several independent applications with separately 
managed assets and access rights. 

Postconditions: Applications are installed in an environment with consistent access right checking 

Normal scenario: Platform user runs several applications from existing application owners 

Platform user wishes to add a new application and requests installation 

Platform admission manager makes an admission check by reading the manifest 
on security parameters 

Application is installed in the proper environment 

Alternative scenario:  

Open issues: There could be different security models. 

Need to standardize credentials 

Relationship with 
PRECIOSA objectives 

This use case describes an implicit stakeholder expectation, (which can typically 
translates to a requirement, that the underlying ITS platform will not admit other 
applications without checking their rights. 

 

Use Case Name: Trusting platform for access right check 

Actors: Application owner 

Platform manager 

Triggering Event 
(optional): 

Application wishes to access an asset 

 

Relations with other use 
cases  

(not always applicable) 

Extended by:  

Includes:  

Threatened by: Platform without access check 

Mitigates or prevents:  

Detects:  

Brief UC description: An independent application wishes to access an asset belonging to another 
application. The platform ensures that this is not possible through a policy 
manager. 

Preconditions: An existing platform runs several independent applications with separately 
managed assets, according to a given model. 

Postconditions: Application can only access their assets according to security model. 

Normal scenario: Application owner wishes to access an asset of another application owner without 
having the right credentials as stated by an agreed security policy model. 

Platform manager does not give authorization to access the asset 

Alternative scenario:  

Open issues: There could be different security models. 

Platform must provide an API whereby access to potentially shared assets is 
systematically verified 

Need to standardize credentials 

Relationship with 
PRECIOSA objectives 

This use case describes an implicit stakeholder expectation, which can typically 
translates to a requirement, that the underlying ITS platform will always make 
sure that other applications will not infringe access rights. 
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Misuse Case Name: Untrustable application deployment 

Misactors: Application owner 

Actor: Platform manager 

Trigger condition 
(optional): 

Application wishes to access an asset 

Relations with other use 
cases  

(not always applicable) 

Threatens:  

Includes:  

Mitigated or prevented by: Application protection in a multiple application 
environment: admission with security policy check 

Detected by:  

Brief MUC description: An independent application is added on a platform without security policy 
admission capability. 

Preconditions: An existing platform runs several independent applications (e.g. an OSGi based 
gateway, a .net based system, a nomadic device) with separately managed 
assets, according to a given model. 

Normal scenario: Platform user runs several from existing application owners 

Platform user wishes to add an new application and requests installation 

Platform admission manager does not check security parameters and the 
application is installed in the wrong environment 

Alternative scenario: Platform user runs several from existing application owners 

Platform user wishes to add a new application and requests installation 

Platform admission manager does not verify security parameters (e.g. attacks) 
and the application is installed in the wrong environment 

Capture points: admission 

Worst case threat: Security breach 

Prevention guarantee: Credential check 

Sandbox for accessing assets and policy manager 

Detection guarantee: Manager signals security breach 

Open issues: There could be different security models. 

Need to standardize credentials 

Relationship with 
PRECIOSA objectives 

This use case describes an implicit stakeholder expectation, which can typically 
translates to a requirement, that the underlying ITS platform will not admit other 
applications without checking their rights 

 

Misuse Case Name: Unstrustable application access 

Misactors: Application owner 

Actor: Platform manager 

Trigger condition 
(optional): 

Application wishes to access an asset 

Relations with other use 
cases  

(not always applicable) 

Threatens:  

Includes: mitigated or prevented by: Application protection in a multiple 
application environment: admission with security policy check 

Mitigated or prevented by:  

Detected by:  

Brief MUC description: An independent application wishes to access an asset belonging to another 
application without the right credential. 
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Preconditions: An existing platform runs several independent applications, e.g. an OSGi based 
gateway, a net based system, a nomadic device 

Normal scenario: Application owner wishes to access an asset of another application owner without 
having the right credentials as stated by an agreed security policy model. 
Platform manager does not check authorization thus creating a security breach 

Alternative scenario:  

Capture points: asset access 

Worst case threat: Security breach 

Prevention guarantee: Sandbox for accessing assets and policy manager 

Detection guarantee: Manager signals security breach 

Open issues: There could be different security models. 

Need to standardize credentials 

Relationship with 
PRECIOSA objectives 

This use case describes an implicit stakeholder expectation, which can typically 
translates to a requirement, that the underlying ITS platform will always make 
sure that other applications will not infringe access rights 

5.5.2 Support of Privacy Measures 

Use Case Name: Privacy protection in Platform 

Actors: Application owners 

Platform manager 

Triggering Event 
(optional): 

 

Relations with other use 
cases  

(not always applicable) 

Extended by:  

Includes:  

Threatened by:  

Mitigates or prevents:  

Detects:  

Brief UC description: An application owner manipulates, creates, sends, and stores data. The platform 
ensures that the application owner cannot be identified. 

Preconditions: The platform includes the security parameters for anonymity 

Security parameters are stored in a secure way, i.e. no application owners have 
access to them 

Application owner data are not accessible from other application owners on the 
same platform 

Postconditions: An external application owner cannot figure out who is manipulating data 

Normal scenario: Application owner A wishes to send and receive data. It makes a request to 
Platform manager to use an anonymity scheme.  

Application owner A wishes to manipulate and store data. It makes a request to 
Platform manager to use an anonymity storage scheme. 

Alternative scenario:  

Open issues: Platform manager must include networking capability with anonymity features. 

Platform manager must include storage capability with anonymity features. 

Relationship with 
PRECIOSA objectives 

This use case describes a possible stakeholder expectation, which can typically 
translates to a requirement, that the underlying ITS platform will always manage 
data according to privacy requirements. For instance, a road side unit could 
include features for Hippocratic data storage 
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Use Case Name: Policy Data Protection in Platform 

Actors: Application manager 

System Component 

Platform manager 

Triggering Event 
(optional): 

Unauthorized access to platform policy data 

Relations with other use 
cases  

(not always applicable) 

Extended by: Application confinement, System confinement 

Includes:  

Threatened by:  

Mitigates or prevents:  

Detects:  

Brief UC description: Unauthorized access to policy data must be prevented 

Preconditions:  

Postconditions: The platform is operational 

Normal scenario: Application owner install an application 

The application does not work properly and accesses the underlying platform 
memory area storing policies 

This is detected by the platform and reported 

Alternative scenario:  

Open issues: Need for memory protection support 

Relationship with 
PRECIOSA objectives 

This use case describes a typical stakeholder expectation that privacy policies are 
well protected 

5.5.3 Monitoring and Liability 

Use Case Name: Application privacy trust through inspection 

Actors: Application owners 

Platform manager 

Triggering Event 
(optional): 

 

Relations with other use 
cases  

(not always applicable) 

Extended by:  

Includes:  

Threatened by:  

Mitigates or prevents:  

Detects:  

Brief UC description: Application owner can inspect properties and past behavior 

Preconditions: A trusted subsystem of the platform is available 

The platform includes the instrumentation and inspection capability 

An secure storage system is available 

Postconditions:  

Normal scenario: Application owner specifies a model of trust including what needs to be observed 

Platform includes the necessary secure instrumentation and stores information in 
some secure storage 

Application owner can verify that past and current execution conform to his/her 
expectation 

Alternative scenario:  

Open issues: How do we specify what should be inspectable and logged? 
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Inspection facility? 

How much can we log? 

Real-time log issue? 

Relationship with 
PRECIOSA objectives 

This use case describes a typical stakeholder expectation that privacy features 
can be verified, e.g. using an audit trail 

 

Use Case Name: Data controller liability 

Actors: Regulator, in-vehicle platform 

In-roadside Platform 

Application Management Center 

Service Center  

Triggering Event 
(optional): 

Unauthorized access to platform policy data 

Relations with other use 
cases  

(not always applicable) 

Extended by:  

Includes:  

Threatened by:  

Mitigates or prevents:  

Detects:  

Brief UC description: Operation data can be collected. This use case will lead to liability management 
considerations 

In parallel, operated data are strictly partitioned according to an arrangement. In 
particular, stakeholders will not be able to access data from other partitions. 

Preconditions: Data collected are organized according to a partition arrangement 

In-vehicle platforms have monitoring capabilities 

Monitored data can be collected and transferred to an Application Management 
Center 

Postconditions: Data collected 

The partition arrangement prevents stakeholders from combining collected data 
and inferring further information. No correlation capability is possible unless all 
credentials of all stakeholders are made available, e.g. through a judge's order 

Normal scenario: Liability steps 

Stakeholder A, e.g.; Manufacturer, operator, regulator, decide on the data 
collecting capability 

Stakeholder A makes deals with deployment stakeholder U to collect data of a 
certain type compliant to regulator rules 

The infrastructure operator plans for a subsequent deployment of new bundles in 
charge of collecting data. 

Alternative scenario: Privacy steps: 

Regulator orders a data partition arrangement. An example could be the 
requirement that car identity must be decoupled from road condition data 
transmitted to the TOC (transportation operation center), so that the TOC cannot 
track a specific car since it is not allowed to transmit car identity with road 
condition messages. Stated more strongly, technology must make sure that car 
identity cannot be figured out, unless exceptional authorization is provided. 
Another example could be the requirement that rescue data must be decoupled 
from other data for dependability and privacy reasons, i.e. it is not allowed to 
transmit rescue data in the clear, which means that a message can contain a 
confidential payload in addition to a non confidential payload. The architecture 
supports the definition of such arrangements including the modification of 
arrangements overtime 
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Business stakeholder A and B make deals with deployment stakeholder U to 
collect data of a certain type compliant with regulator rules. For example, a 
business stakeholder could be a service provider, a telecom operator, a facility 
management company, etc. A deployment stakeholder could be a manufacturer, 
a telecom operator, a service provider, etc.  

Deployment stakeholder U collects data for business stakeholder A and B. For 
instance, a telecom operator can collect diagnosis data on behalf of a certain car 
manufacturer. 

U can only collect data for A or for B. It cannot analyze data because it lacks the 
data identification credential which only A or B know. 

If U provides B data to A by accident, this cannot be analyzed by A since it lacks 
the credentials to access B data. 

After several years of operations and growth, the regulator sees that data 
collected converge into patterns allowing some unexpected inferences. It orders 
the infrastructure to evolve into a new data arrangement. The architecture 
supports that. 

The infrastructure operator plans for a subsequent deployment of new bundles in 
charge of collecting data according to the new arrangement. 

 

Exceptions: 

In exceptional cases, e.g. a judge's order, the credentials for data can be obtained 

Open issues:  

Relationship with 
PRECIOSA objectives 

This use case describes a situation where regulation is likely to change, thus 
leading to reorganization constraints or privacy policy modifications 

5.6 Resulting Platform Privacy Issues 

Summarizing the considerations in the previous sections, the resulting issues for privacy can be stated as 
follows: 

• The system deals with vehicles that have multiple roles, such as private vehicles, emergency 
vehicles, commercial vehicles. Privacy requirements differ for each role. 

• Applications require different forms of communication, which are denoted as communication 
patterns. Major patterns are end-to-end connection, e.g. from a vehicle to the information system in 
the control center, cooperative awareness, and decentralized dissemination of information. 
Depending on the pattern, different privacy levels have to be obeyed. For example, V2V cooperative 
awareness and decentralized information dissemination are broadcast by nature and thus can be 
read by every listener on the channel. In contrast, data of end-to-end connections should be shared 
only among the communication peers. 

• Data has to be stored in numerous devices in the system. Privacy of the stored data depends on 
several factors, for example on the device accessibility for an attacker, on the type of data stored, 
and on data accessibility in a device. 

• Privacy considerations play a role during deployment. The issue is how someone can assess the 
trustworthiness of supplied privacy mechanisms in a system. Privacy should be measurable and 
monitored. 
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6 Resulting Requirements  
In sections 5.8 (Resulting Application Privacy Issues) and 6.6 (Resulting Platform Privacy Issues), privacy 
issues from an application viewpoint and a platform viewpoint respectively were presented. Taking up 
these issues, this section discusses the resulting privacy requirements. 

The use cases lead to these conclusions: 

• Communication anonymity: Data should be kept anonymous or pseudonymous in non-encrypted 
communication, i.e. with minimum disclosure and unlinkability. 

• Communication confidentiality: Whenever identification is required, communication should be kept 
confidential between the peers. 

• Privacy-regulated data storage: If personal information is stored in various involved system entities, 
access to the information should be regulated. 

From a platform viewpoint, we identify the following requirements: 

• Support for role differences: The level of required privacy may differ depending on the current role of 
a vehicle. 

• Dependence on communication pattern: Different kinds of communication allow require privacy 
measures. For example, if data is broadcasted, it cannot be controlled who will receive the 
information, and thus preventive measures have to be taken, e.g. to prevent extensive location 
tracking. 

• Data storage provisions: Because data may be stored at various devices in the system, it must be 
ensured that the data either does not reveal personal information or that it cannot be easily 
extracted. 

• Deployment issues: Entities should be able to assess and measure the provided level of privacy of a 
system. 

From the SeVeCom project, we obtain the following requirements, particularly regarding vehicle-to-
vehicle communication: 

• ID privacy: participants of the network may only exceptionally learn the identities of communicating 
vehicles or their drivers. 

• Location privacy: In many cases, location privacy cannot be achieved by obfuscation, because of 
applications requiring high spatial-temporal resolution. 

• Jurisdictional access: Under well defined circumstances, stakeholders like law enforcement may 
require jurisdictional access to identifying information, thus circumventing privacy protection. To 
prevent misuse, a distributed resolution is encouraged. 

Apart from the technical requirements on privacy, one core aspect is that privacy depends on the 
preferences of the user. Hence, the technical solutions also should be adaptable to empower users to 
determine what is allowed with their personal information. 
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7 Conclusions 
The understanding of data protection and privacy issues will evolve in the future. From a technical point of 
view, it is likely that new threats will be identified. For example, a new linkage approach could combine 
independent sources of data to allow the inference of specific personal data like vehicle positions. Or new 
advances in cryptoanalysis could decrease the strength of some security mechanisms, e.g. encryption or 
pseudonymization. From a legal point of view, research in law on ambient intelligence and challenges for 
privacy and data protection [Rouv08] demonstrate that critical societal issues are at stake, such as 
democracy. This could lead to legislation and regulation changes.  

The following scenarios are possible: 

• A new linkage attack is discovered. As a result, a deployed application and its associated 
infrastructure, e.g. vehicle interface, roadside unit, or control center, no longer provide suitable data 
protection and privacy. 

• New regulation is adopted. A deployed application and its associated infrastructure no longer 
comply. 

In order to cope with the above issues, we suggest the following: 

• In the architecture of a cooperative system, integrate the features for privacy that will ensure 
transparency, legitimate purpose, and proportionality principles. This will apply at the communication 
level and at the storage level. Those features follow guidelines that will help (1) infrastructure 
providers and (2) application developers to develop privacy friendly systems. 

• In the architecture of a cooperative system, integrate dynamic features allowing for an upgrade to 
cope with new attacks and new regulations. 

Deliverable D6, Models and Privacy Ontology for V2X, will be the next step in the project. The finalization 
of the data protection and privacy requirements of the project will take into account the results of this 
deliverable. 
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