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Executive Summary

One of the objectives of the Safety Case work package of the CAATS Il project is to gather and
disseminate good practices on Safety Assessment Methodologies for Research and
Development (R&D) projects, used by the aviation organisations in the ECAC area and to
identify opportunities for improvement of those practices. The primary purpose is to support and
co-ordinate processes and methodologies across FP7 and SESAR ATM projects, supported
and sponsored by the EC, in relation to Safety.

This document represents a significant revision of [CAATS, D1.4 P2] deliverable of the former

CAATS project on Safety assessment emerging good practices, named Safety Report — Volume

Il Safety Assessment Methodologies. The aim of the revision is to up-date the document with

respect to recent developments and to focus on the applicability of the methods and techniques

for safety assessment to R&D projects for advanced developments

such as aimed for by SESAR. From the many sources, it appears that for such applications

several new needs emerge, and that traditional approaches fall short. The document provides:

= An analysis of the general steps of a safety assessment process;

= |dentification of the main current practices for safety assessment in R&D projects;

= |dentification of emerging approaches for safety assessment in ATM R&D projects;

= |dentification of the main emerging needs for safety assessment in R&D of major changes
such as aimed for by SESAR; and

= |dentification of approaches that support addressing the SESAR-identified emerging needs.

Whereas for each emerging need approaches have been identified that support addressing it, it
has not been evaluated to which extent the emerging needs are satisfied. Also, it has not been
considered whether approaches address the complementary emerging needs that were
identified by sources other than SESAR. Integration of emerging approaches with each other
and with established approaches has been identified as the key area of safety research that
deserves significant attention.

This document consists of two parts. This Part 1 is the main document. Part 2 provides an
overview and analysis of the many recent developments since the delivery of [CAATS, D1.4 P2]
three years ago.

- iii -
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1. INTRODUCTION

1.1 Purpose
The approach for safety assessment is relatively well consolidated for an ANSP assessing a
change to its Air Traffic Management (ATM) system, including humans, procedures, and
technical equipment. Safety assessment in Research and Development (R&D) for advanced
developments as aimed for by SESAR the situation has however been subject of a lot of recent
research. From this research it appears that several new needs emerge, and that traditional
approaches fall short. This document provides an analysis of this research, with the objective of
providing an overview of:
» Approaches already considered as good practices for safety assessment in R&D projects;
* Newly emerging approaches for safety assessment in R&D projects;
« The needs that emerge for safety assessment in R&D projects for advanced developments
such as aimed for by SESAR; and
» Identified (current and/ or emerging) approaches that aim to address the SESAR-identified
emerging needs.

This way, the document aims to gather and disseminate practices and needs for safety
assessment in R&D projects, considering also the possible different levels of maturity of the
ATM concepts investigated by the R&D projects. The document aims to support and foster a
standardisation of safety assessment processes and methodologies across sixth and seventh
framework programme ATM projects, supported and sponsored by the European Commission
(EC), and across SESAR projects.

1.2  Background
In its Sixth Framework Programme (FP6), the European Commission proposed a paradigm shift
in the way air traffic services are provided. This shift is being pursued through research, to
achieve collaborative decision-making for a complete air and airport environment, including
innovative research to increase the efficiency of air transport service provision. The overall
objective is to achieve the Single European Sky and Eurocontrol's ATM2000+ Strategy.

More specifically, the Commission proposed a cluster of seven research areas, ranging from
airport efficiency to cooperative air traffic management (ATM). The projects that are
implementing these research areas in FP6 are based on previous knowledge and, in turn
produce new knowledge. The research proposed by the Commission combines human factors,
safety and airport efficiency with harmonised validation methodologies, supported by business
cases and safety assessments.

An ATM concept is a potential solution for a problem identified in the ATM system. The
development of an ATM concept has a life cycle in which the concept undergoes a maturity
process. In order to avoid unrealistic expectations being placed upon experimental teams there
IS a need to create a ‘Validation Strategy and Plan at the level of Programme management'.

The CAATS project of the sixth Framework Programme identified the European Operational
Concept Validation Methodology (E-OCVM) as the baseline methodology for concept validation
[E-OCVM, 2007]. E-OCVM is most applicable to the first three phases proposed in the AP5
maturity model. The AP5 model, described in the Operational Concept Validation Strategy
Document [OCVSD] developed by FAA/Eurocontrol, proposes a five level concept maturity
scale: Idea, establish concept principles (V1), initial ‘proof of concept’, prototypes (V2), concept
integration and pre-ops simulations (V3), industrialization/procedure approval (V4) and

-7-

This project has been carried out under a contract awarded by the European Commission
© 2009 — All rights reserved




Date: 08/10/2009

Document ID: ClI-WP1.2-DBL-D13.1-V3.5-DE-PU Cooperatlve ApproaCh to

Air Traffic Services II”

Revision: Draft

implementation of processes/procedures (V5). In this process the stakeholders play an
important role: they make decisions about the progress of the concept, based on its maturity,
beyond the world of ATM R&D. E-OCVM focuses on describing the type of information that
should be expected from the validation process and how this information should be structured in
order to ensure that it is accessible and understandable by all stakeholders.

The objective of the Cooperative Approach to Air Traffic Services Il (CAATS Il) coordination
action is to continue the work begun within the CAATS project by managing, consolidating and
disseminating the knowledge produced in European ATM-related projects. It focuses on five
areas namely safety, human factors, business (cost/benefits), environment and validation. On
the basis of the good practices the intention is to develop ‘cases’ that can be integrated in E-
OCVM, to provide a coordinated approach to Validation, avoiding overlapping and gaps in R&D
projects.

The general objective of CAATS Il are being fulfilled through activities performed in three work
packages, which will focus on project management and coordination, knowledge management
and consolidation, and dissemination of the results of CAATS Il respectively. The most
significant expected output of CAATS Il is the achievement of a coordinated, cooperative
approach in European ATM research. Good practice manuals have been produced in the areas
of safety, human factors, business, environment and validation for use not only by European
Commission projects but also by other interested stakeholders, in particular EUROCONTROL.
Furthermore, ‘cases’ are developed on basis of these manuals and integrated in E-OCVM

The current document is related to the safety domain, proposing a revision of the CAATS ‘Good
Practices for Safety Assessment’ [CAATS, D1.4 P2], now with focus on safety assessment in
R&D for advanced developments. The companion document CAATS Il D14 [CAATS II, D14]
provides guidance for safety case development in early E-OCVM phases.

1.3 Document Structure

This document is organised as follows:

» Section 1 gives an introduction to the document, including background information on the
CAATS Il project and on the other project deliverables considered in this document, a
glossary, and references to input material.

e Section 2 presents a model of the typical safety assessment steps, called “generalised
eight-stages safety assessment”, and discusses its current application in R&D projects.

» Section 3 describes the methods that are currently used in R&D projects for safety
assessment (i.e., SAM, ED78A, TOPAZ).

» Section 4 presents emerging approaches for safety assessment in ATM R&D projects have
been identified, including a literature review of techniques

» Section 5 explains the purpose and way of working of safety assessment in the specific
context of R&D projects, presenting briefly the concept maturity model of the European
Operational Concept Validation Methodology.

* Section 6 presents an overview of identified additional needs that emerge for safety
assessment in R&D for advanced developments such as aimed for by SESAR.

e Section 7 presents approaches that aim to address those emerging needs that have been
identified by SESAR.

The document has several appendices, which are contained in Part 2 of this document. The first
four appendices provide the analysis that supports the core of this document:
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* Appendix | contains a review of documents and projects to collect information on practices
and emerging needs.

e Appendix Il presents an analysis of the reviewed sources views on (safety) validation per
phase of E-OCVM.

* Appendix Il presents the collection and analysis of information on management of relations
between E-OCVM’s safety case and the other cases in E-OCVM.

e Appendix IV presents the collection and analysis of information on assessing the maturity of
a concept.

The remaining appendices give an extensive introduction of some of the main emerging
practices identified in Section 4 of this document:

e Appendix V introduces SAME and its proposed usage in SESAR;

e Appendix VI introduces Safety Fundamentals; and

* Appendix VIl introduces SAFMAC.

1.4  Acronyms

ANSP Air Navigation Service Provider

ASAS Airborne Separation Assurance System

ASOR Allocation of Safety Objectives and Requirements
ASRS Aviation Safety Reporting System

ATC Air Traffic Control

ATM Air Traffic Management

ATS Air Traffic Services

CAATS Co-operative Approach to Air Traffic Services

CCA Common Cause Analysis

CNS Communication, Navigation and Surveillance

EATM European Air Traffic Management

EATMP European Air Traffic Management Programme

EATMP SAM EATMP Safety Assessment Methodology

EC European Commission

ECAC European Civil Aviation Conference ("Association" of Europe's CAAS)
ED78A RTCA/EUROCAE ED78A DO-264

E-OCVM European Operational Concepi Validation Methodology

ESARR 4 Eurocontrol Safety Regulatory Requirement 4 (Risk Ass. and Mitigation in ATM)
EUROCAE European Organisation for Civil Aviation Equipment

FAA Federal Aviation Administration

FHA Functional Hazard Analysis

FMECA Failure Modes Effects and Criticality Analysis

FP6 European Commission’s Sixth framework programme
FTA Fault Tree Analysis

G2G Gate to Gate

GAIN Global Aviation Information Network

HAZOP Hazard and Operability study

HEART Human Error Assessment and Reduction Technique
HERA Human Error in ATM

HTA Hierarchical Task Analysis

HTRR Hazard Tracking and Risk Resolution

ICAO International Civil Aviation Organisation

MFF Mediterranean Free Flight
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NASA National Aeronautics and Space Agency
OHA Operational Hazard Analysis
OSED Operational Services Environment Definition
PDARS Performance Data Analysis and Reporting System
PSSA Preliminary System Safety Assessment
R&D Research and Development
RTCA Radio Technical Commission for Aeronautics Inc.
SAFSIM Safety in Simulations
SAM Safety Assessment Methodology
SAME Safety Assessment Made Easier
SES Single European Sky
SESAR Single European Sky ATM Research
SFMEA Software Failure Modes and Effects Analysis
SKE Safety Key Element
SMHA State Machine Hazard Analysis
SRC Safety Regulation Commission
TCAS Traffic alert and Collision Avoidance System
TOPAZ Traffic Organization and Perturbation AnalyZer
TRACEr Predictive Technique for the Analysis of Cognitive Errors
WP Work Package
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2. GENERIC SAFETY ASSESSMENT PROCESS

The approach for safety assessment is relatively well consolidated for an ANSP assessing a
change to its ATM system (including humans, procedures, and technical equipment).
Requirements expressed in ESARR 4 [ESARR 4] cover risk tolerability for concepts and
systems, and guidelines and support material are available to organise and conduct the safety
assessment activities, including the deliverable on safety assessment produced in the CAATS
project [CAATS, D1.4 P2].

However, little support is available for R&D projects, which are not subject to a regulated
assessment process. The assessment should be tailored on the characteristics of the R&D
projects (e.g. level of maturity of the concepts under investigation, aims of the project, relevance
for the safety, etc.), but little support is available to understand what level of safety assessment
is adequate, and how to assess the safety of concepts that are not stable. In this section we
introduce a model of the safety assessment process that is general enough to be applicable to
any maturity level of an ATM concept (either at the R&D or operational level) and that covers all
the activities that are part of a safety assessment.

2.1 Phases of safety assessment
This section is based on the work done in FAA/Eurocontrol (with the support of NASA, NLR,
NATS, CENA) Action plan 15: ATM Safety Techniques and Toolbox [AP15]. This work has been
integrated and refined to address safety assessment even in the early phases of a concept
development (e.g. concept definition, design and integration) that is, the typical maturity level of
a concept in an ATM R&D project.

Safety assessment is the process through which it is assessed whether new proposed changes
to an ATM system do not sacrifice safety and preferably make things better, whatever those
changes are (e.g. new operational concepts, changes in ATM procedures, introduction of new
technical systems or up-grading of the existing ones). This means that all possible impacts of a
new operation or system, either positive or negative, should be assessed, and their combined
safety effects determined. Initially, a safety assessment considers the proposed operation or
system definition (often called the Operational Concept), and communicates these results with
concept designers which could impact matters, for the better and/or for worse, with respect to
safety. This analysis involves considering the scope of the assessment (affecting how far the
analysis is taken particularly in terms of interactions with other system elements). Then, it
involves identifying possible hazards and the severity of their consequences. Depending on the
level of maturity of the concept, and on its stability, the analyst may then determine how
probable these failures are, as well as how likely the operation is to recover from such failures.
This culminates in an overall picture of the safety of the operation.

The safety assessment process is documented as a ‘safety case’, where all the evidence
emerged during the safety assessment is collected, this is used to transmit all the information to
future users of the concept. For example, if a R&D project is investigating a hew concept and
conducting an initial safety assessment, the results of this work will be included in a safety case
that will be used by future projects investigating the same concept. When a concept is stable
and mature enough for operation the safety case is used to justify to the regulatory authorities
that the new proposed operation or operation change will not adversely affect safety.

Once the new design itself is operational, there becomes a need to continually monitor safety
performance, so the responsibility for safety oversight then transfers to the management of the
operational facility. Usually a safety activity will be created that will record safety-related events
(e.g. losses of separation, TCAS events, etc.), for lessons learned purposes. Trends may occur
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for example related to local factors (e.g. particular controller working practices and changes in
local sector design) or more widespread factors (e.g. shifts in controller demography and
availability). The detection of trends that could compromise safety requires archiving relevant
data and monitoring them continuously. The process cannot rely on human memory. When
such a trend is detected and determined to be operationally significant, an appropriate reaction
should occur to ensure that the operation returns to its safe performance. This amounts to
organisational safety learning and should make part of the safety assessment and operation
development process.

Safety Assessment of an air traffic operation can be seen as a seven-stage process with an
eighth stage related to communication of results, as in the model proposed below and
presented in figure 1. In most of the cases, not all these stages will be addressed within a single
R&D project. Even within a single project safety assessment is usually iterative in nature: the
process can iterate some of the stages as shown in the figure. In most of the R&D projects, not
all these stages are addressed explicitly within a single iteration. Depending on the level of
maturity of the concept under investigation, the process can be limited to, or skip some of those
stages. Normally all the safety assessment processes include at least the initial stages up to the
mitigation, however, the level of detail of those stages can change substantially from project to
project and some of them can be skipped or minimal in some projects.

Scoping the assessment

-
Learning the nominal system

Identifying hazards Feedback to
[ ] oorat
. peration,
ITERATION Combining hazards
N —>| Assessment,
Evaluating risk and Design

L

Supporting mitigation

\/

Monitoring / verifying actual risk

Figure 1 — A generalised Safety Assessment Process

The eighth stage has been included to address communications. Results of the safety
assessment are produced from the early stages of the process, for example in the form of
preliminary lists of hazards. These results are communicated to the project team in order to
influence the concept design and address the safety problems of the concept under
development. This communication should be part of all other stages; however, this is not
included at the moment in the FAA/Eurocontrol Action plan 15. It is referred to as the ‘eighth’
Stage in this document.
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The following paragraphs outline the key aspects of these stages, including the ‘eighth’ stage
dedicated to feedback provision. It is based on an interpretation of the AP15 model.

1. Stage 1 — Scope the Assessment

This stage entails the availability of an operational concept or system specification. It is difficult
to conduct safety assessments without knowing what the operation is going to look like.
However, it is not uncommon with early assessments that the operational concept itself is a
living document and ‘ever-evolving’. The project and the safety practitioner must specify the
scope of the safety assessment and should outline a "route map" for the safety assessment.
Therefore, it is essential to identify the level of maturity of the concept. The “route map” can
include such pertinent information as the extent and depth of the safety assessment in the R&D
project, including the number of process stages to be addressed, and where the operation
boundaries are considered to be. The safety assessor needs such information to determine at
this stage which safety method(s) are to be used, and to envision the likely safety-related
resources such as access to operational personnel, the need for simulations and trials, etc.

The output of this stage should include at least a plan for the safety analysis cycle to be
performed, and in case of a safety assessment process covering all the stages, an assignment
of safety/risk criteria (e.g., target level of safety).

2. Stage 2 — Learning the nominal operation
Safety assessment is ‘transitive’ in nature; it requires an object, something to analyse. This is
often not realised by non-safety practitioners. There is therefore a need to learn about the
description of the operation and systems as it should work or function, this being the ‘nominal’
model.

There are various ways of modelling an operation for subsequent safety analysis, and indeed
often this is done by the project or program in any case. In some cases special modelling
approaches might be required, e.g. to analyse human tasks. These techniques are effectively
abstractions of the operation from a particular viewpoint, and so the exact safety modelling
requirements are a function of the aspects on which the safety practitioner intends to focus on.

The model can be at a very high level of abstraction for R&D projects investigating concepts
that are at the initial maturity levels, and becomes more and more detailed as long as the
concept progresses and becomes more stable and more detailed.

The output of this stage is a description of the operation and the systems used. This output is
used to communicate with the operational concept designers.

3. Stage 3 — Identify hazards
This is one of the most critical stages in safety assessment, since if a hazard is not identified, it
will not be considered further, and risk may be underestimated. Risks from all sources need to
be considered. Such risks include those that may emanate from the operational concept itself,
usually along the dimensions of hardware, software, procedures, and human elements, and
those that have nothing to do with the concept but can affect it.

These latter considerations may relate to ‘external events’ in the environment (e.g. bad
weather), or to failures or events in other operations that can affect the operation under
consideration. One of the difficulties of hazard identification in ATM applications is that ATM is
effectively a globally interoperable operation. This means firstly that it is difficult to know when a
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hazard identification exercise is complete. Secondly it means that there is much to consider,
especially in terms of interactions of operation elements. Certain failures (e.g. power supply) will
affect multiple operations, and loss of key data similarly can affect different operations in
different ways. These are called common cause failures (identified by common cause analysis),
and relate to what are called ‘dependencies’ between operations, and can lead either to new
failure outcomes or elevated failure frequencies, so they need to be identified.

The output of this stage is a log with the identification of the possible hazards related to the
concept under investigation.

4. Stage 4 — Combine hazards
Hazards and their contributions are aggregated to accident sequences into a risk model with
which the total risk due to the proposed operation or change can be evaluated. This stage
allows to weigh up the different identified risks and their various accident sequences, and in
particular to determine if the risks will be within the target level of safety selected.

Since levels of risk are influenced (possibly quite significantly) by dependencies and common
cause failures that exist between different parts of the risk model, risk modelling should include
a dependency analysis (e.g. going through the risk model identifying common elements and
dependencies). A complementary approach is to make use of a simulation which allows to
evaluate multiple dynamical and dependent events, non-nominal scenarios, and permutations of
such events and scenarios, and to make effective use of a larger variety of qualitative and
guantitative input data (e.g. human performance models).

The output of this stage is a risk model that encapsulates and relates the different hazardous
and recovery events into a homogeneous model. This risk model can then be quantified (this
process is called ‘evaluation’), delivering not only the overall risk estimate, but also the ability to
determine which elements in the operation are most safety critical.

5. Stage 5 — Evaluate Risk
The aim of this stage is to determine properties of the risk model — in particular how often the
various events are likely to occur. In some cases, databases will exist which can give such
information, e.g. the likely time before failure of a radar screen, or the probability of a
communication error between controller and pilot. In other cases, there may be techniques to
estimate such values.

6. Stage 6 — Identify potential mitigating measures

The aim of this stage is to support concept developers in identifying potential mitigations or
changes that could improve safety. Depending on the level of concept maturity this can be done
at different levels of details. The analyst has to consider whether risk reduction is required, i.e. if
the risk can be considered acceptable because qualitative or quantitative risk criteria are met.
This sets the initial obligation to reduce risk, and tells the assessor the size of the challenge
ahead. If the risk is in acceptable the effort to achieve further reductions is likely to be grossly
disproportionate (although the duty holder is still expected to demonstrate this). If the risk is not
acceptable, it shall be reduced adequately.

The output of this stage inform the designer about what should be done to reduce risk and
increase safety.
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7. Stage 7 — Safety monitoring and verification

ATM Safety
Design Assessment

This stage is only applicable if the R&D project develops a real system (even if in the form of
prototype). With respect to existing operations, this stage refers to the need to continually
monitor overall operation safety performance and determine if the various safety requirements
are performing their functions as expected. It requires a means of monitoring and analysing
resultant safety data, and then drawing lessons from those data in sufficient time to react and
prevent accidents from occurring. This is not trivial, and requires pre-definition of safety
parameters and events, automatic and manual recording mechanisms, analysis tools, and data
storage and retrieval operations (knowledge bases). It also of course requires a good safety
culture that will accept such monitoring and analysis and will act on its conclusions, and a legal
framework (a so-called ‘just culture’) that will protect controllers and pilots offering up much-
needed safety information on human errors and other events that occur.

The output of this stage is a measurement of safety-related events and data against predictions.

8. Stage 8 — Feedback to Operation, Assessment, and  Design
Within this stage results are communicated to the project team in order to influence the concept
design and address the safety problems of the concept under development, as long as
preliminary results are achieved. This feedback is an essential element in safety communication
and leads to organisational learning. This communication should be part of all other stages;
however, in this report it is referred to as the ‘eighth’ stage.

The principle aim of any safety assessment, and one of the major outputs of a safety
assessment process, is an issue that does not always get the attention it deserves: safety
communication . The value of a safety assessment is largest when there is a sound feedback
communication to operational concept design. This is especially true in R&D projects when the
main aim of a safety assessment activity is to produce feedback useful to improve the concept
under investigation. With feedback communication, safety assessment is a way for the
designers to learn where their design should be improved in order to become sufficiently safe.
The aim of the whole safety assessment is to learn something, so that the design can be
improved. This interaction between design and assessment is depicted in Figure 2.

Figure 2 — Feedback-based ATM design
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3. CURRENT METHODS USED FOR SAFETY ASSESSMENT IN R& D PROJECTS

This section describes the different methods that are used, with more frequency, for safety

assessment in R&D projects. These methods resulted as the current good practices for safety

assessment in R&D projects from an analysis of:

» CAATS target projects (R&D projects of the VI Framework Programme) as explained in Part
2, Appendix I.

» CAATS Il target projects (R&D projects of the VI Framework Programme). A list of these
projects is also reported in Part 2, Appendix |.

» Other relevant European R&D projects. A list of these projects is also reported in Part 2,
Appendix |.

» Experience of the CAATS Safety Team with other National and International collaborative
ATM R&D projects

» Surveys, questionnaires and analysis done during the CAATS and CAATS Il projects.

In total the two CAATS projects considered 25 European research projects, of which 12 were
considered with relevant safety related activities. Safety assessments of these projects were
analysed in depth and revised, and the practices used were evaluated to identify the current
good practices presented in this section (dealing with methods) and in the next one (dealing
with techniques and tools). The results of the evaluation were reinforced by interviews, surveys
and brainstorming sessions run at safety-relevant conferences and at the CAATS Il workshops.
The opinion of more than 80 safety experts were collected and analysed during these activities.

The criteria for selecting these methods, as good practices for safety assessment, are the
criteria used in CAATS [CAATS, D1.4 P2] adapted to R&D projects. Good practice emerges in
each sector, with experience. They have shown to work better than others making projects more
effective in achieving their objectives. The basic criterion is that the practices delivered the
desired performance, effectively, in more than one specific situation. The term best practice is
stronger, requiring not only that there are practices proven to be effective, but that there is an
agreement or an imposition of rules on how things should be done. The first CAATS project
considered R&D in ATM not mature enough for such a level of standardisation and focused on
good practices, defining a few criteria for identifying good practices. These include:

* Practices that are used often in the ATM domain

* Practices that are often referred to

* Practices that are well documented

» Practices that are publicly available

» Practices for which there is a training or education programme

* Practices that are considered in safety critical industries of other domains of application

We considered in this document only those safety assessment methods that are used in R&D
projects. There is a large variety of other methods used by ANSP for mature concepts ready to
move to operation. The interested readers can find a discussion about these methods in
[CAATS, D1.4 P2].

The methods presented in this section are the following:

» Safety Assessment Methodology (SAM) [EATMP SAM, 2007]

« EUROCAE ED78A [ED78A, 2000]

» Traffic Organization and Perturbation AnalyZer (TOPAZ) [Blom et al., 2006a]
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3.1 Safety Assessment Methodology (SAM)

SAM [EATMP SAM, 2007] presents a general overview of an Air Navigation Systems safety

assessment from an engineering perspective. The safety assessment activities are sub-divided

into:

* Risk assessment activities, to identify hazards, and evaluate the associated risk tolerability,

« Safety engineering activities, to select, validate and implement counter measures to mitigate
these risks, and

« Safety assurance activities, which involve specific planned and systematic actions that
together provide confidence that all relevant hazards and hazard effects have been
identified, and that all significant issues that could cause or contribute to those hazards and
their effects have been considered.

The objective of the methodology is to define a means for providing assurance that an Air
Navigation System is safe for operational use. It is an iterative process conducted throughout
the system development life cycle, from initial system definition, through design,
implementation, integration, transfer to operations, to operations and maintenance. The iterative
process consists of a Functional Hazard Assessment (FHA), a Preliminary System Safety
Assessment (PSSA) and a System Safety Assessment (SSA).

The objectives of the FHA, the PSSA and the SSA are:

* Functional Hazard Assessment (FHA) analyses the potential consequences on safety
resulting from the loss or degradation of system functions. Hazards are identified at the
boundary of the systems, or service under assessment. Using service experience,
engineering and operational judgement, the severity of each hazard effect is determined
qualitatively and is placed in a class 1, 2, 3, 4 or 5 (with class 1 referring the most severe
effect, and class 5 referring to no effect). Safety Objectives determine the maximum
tolerable probability of occurrence of a hazard, in order to achieve a tolerable risk level.

e Preliminary System Safety Assessment (PSSA) determines that the proposed system
architecture is expected to achieve the safety objectives. PSSA examines the proposed
system architecture and determines how faults of system elements and/or external events
could cause or contribute to the hazards and their effects identified in the FHA. Next, it
supports the selection and validation of mitigation means that can be devised to eliminate,
reduce or control the hazards and their end effects. System Safety Requirements are
derived from Safety Objectives; they specify the potential means identified to prevent or to
reduce hazards and their end effects to an acceptable level in combination with specific
possible constraints or measures.

e System Safety Assessment (SSA) collects arguments, evidence and assurance to ensure
that each system element as implemented meets its safety requirements and that the
system as implemented meets its safety objectives throughout its operational lifetime (till
decommissioning), i.e. the Safety Assurance & Evidence Collection step. It demonstrates
that all risks have been eliminated or minimised as far as reasonably practicable in order to
be acceptable, and subsequently monitors the safety performance of the system in service.
The satisfaction of safety objectives is checked against data reflecting current performances
to confirm that they continue to be achieved by the system.

It is noted, that SAM is currently being incorporated in SAME, which is one of the emerging
approaches discussed in this document. An extensive introduction to SAME is provided in Part
2, Appendix V.
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3.2 EUROCAE ED78A
The EUROCAE ED78A document [ED78A, 2000] (identical to the RTCA DO-624), entitled
“Guidelines for approval of the provision and use of Air Traffic Services supported by data
communications” provides means to establish the operational, safety, performance, and
interoperability requirements for ATS supported by data communications, to assess their
validity, and to qualify the related CNS/ATM system. It is a single source document that
provides guidance for approval of the CNS/ATM system and its operation where coordination is
necessary across organizations. The guidance material considers the allocations of the
operational, safety, performance, and interoperability requirements to the elements of the
CNS/ATM system. These include ground-based elements, operational procedures, including the
human, and aircraft equipage.

The process considered in ED78A consists of:

» approval planning,

» coordination of requirements determination across organizations,

» development and qualification of CNS/ATM systems at the organizational level,
e entry into service, and

e operations using ATS supported by data communications.

The Coordinated Requirements Determination process includes the interrelated processes that

are coordinated by the stakeholders. These are:

* The identification of an Operational Services and Environment Description (OSED).

* The Operational Safety Assessment (OSA), including an Operational Hazard Assessment
(OHA) and an Allocation of Safety Objectives and Requirements (ASOR);

» The Operational Performance Assessment (OPA), including communication, technical and
human performance determination.

* The Interoperability Assessment (I1A)

The processes are shown in figure 3 in logical sequence. Recognizing that there may be
considerable overlap of processes, the logical sequence is also the recommended sequence.

<

Operational Service Environment Definition |
OSED B
1
v
Operational Hazard Analysis
Operational OHA
Safety 7
Assessment
OSA Allocation of Safety Objectives and Requirements
ASOR
ATS segment Airborne segment

Figure 3 — Relationship between OSED, OHA and ASOR processes
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In the subsequent phases, it needs to be verified and ensured whether all requirements are
satisfied. If not, this requires updates and feedback into the requirements determination.
Development and qualification are considered iterative processes themselves: including
requirements capture, design, integration, validation, verification and so on.

In the context of the OSA methodology, the objective of the OSED is to obtain the relevant
information for the safety assessment of the CNS/ATM system under consideration. In a wider
context, as considered in the RTCA/EUROCAE guidance, the OSED is also used as a basis for
assessing and establishing the performance and interoperability requirements.

The purpose of the OHA step is to develop an end-to-end qualitative assessment of potential
operational hazards. The next step is the ASOR, i.e. the establishment and allocation of safety
objectives and requirements to stakeholders and elements of the CNS/ATM system. These
stakeholders include ATS providers, ATS equipment manufacturers, supporting service
providers, such as those that provide communication and weather services, aircraft and
equipment manufacturers, and operators. The OHA and ASOR are interrelated and iterative
processes.

The OHA is a qualitative assessment of the operational hazards associated with the OSED. For
the OHA, operational functions are examined to identify and classify hazards that could
adversely affect those functions. Based on a high level description of the operational
procedures and airborne/ground functional characteristics, the identification of operational
hazards should be supported by considerations including:

» functional failure;

* human failure to respond appropriately to functional failure;

* human error or omission during normal use;

e transitional hazards (those that may result by changing from existing to new operations);

« external factors (e.g. outages, weather).

Hazards are classified according to a standardised classification scheme based on hazard
severity and taking into account effects at the aircraft, air traffic services and operations. Overall
safety objectives are assigned to the identified hazards according to a risk classification matrix.
The more severe the hazards are, the less frequently they are tolerated. Based on the OHA
results, the ASOR allocates safety objectives to domains, develops and validates risk mitigation
strategies, and allocates safety requirements to those domains.

3.3  Traffic Organization and Perturbation AnalyZer (TOPAZ)

TOPAZ (Traffic Organization and Perturbation AnalyZer) is an advanced accident risk
assessment methodology that supports a scenario and Monte Carlo simulation-based accident
risk assessment of an air traffic operation, which addresses all types of safety issues, including
organisational, environmental, human-related and other hazards, and any of their
combinations'. The main aim of TOPAZ is to model accident risks that are related to advances
in air traffic management in order to provide feedback to the designers of the advanced
operation regarding the main sources of unsafety as function of traffic and environment
characteristics, including quantification. This produces for the advanced concept designers
unique insight on which safety/capacity aspects of the design can best be addressed to realize
the high level objective of improving capacity without sacrificing safety.

Y It is noted that the Dynamic Risk Modelling and Monte Carlo simulations used in TOPAZ can also be applied as a
technique in supporting other safety assessment methodologies.
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As the development of appropriate Monte Carlo simulation support may be demanding, it is
important to notice that the TOPAZ accident risk assessment methodology can also be applied
if such Monte Carlo simulation support is not yet developed for the operation considered. In that
case expert judgement plays a larger role and uncertainty level may be relatively large. When
the dynamic and stochastic effects are significant and the uncertainty in the assessed risk level
is too large, than it is recommended to use Monte Carlo simulation support for the safety risk
assessment.

Monte Carlo simulation based TOPAZ applications have been developed for several areas,
such as en-route opposite traffic [Blom et al., 2003a], Double Missed Approach [Blom et al.,
2003b], Wake vortex induced riks assessment [Van Baren et al., 2002], Active runway crossing
[Stroeve et al., 2006], ASAS within route structure [Everdij et al., 2007], and ASAS without route
structure [Blom et al., 2006b]. For these applications, stochastic modelling and analysis plays a
key role. Typically, the stochastic modelling makes use of high-level Petri net specification
formalism [Everdij et al., 2006c] [Everdij & Blom, 2008], human performance modelling [Blom et
al., 2001] [Stroeve et al., 2003], and bias and uncertainty assessment [Everdij et al., 2006b].

An overview of the steps in the safety risk assessment cycle developed at NLR and presented
in [Blom et al., 2006a] is given in Figure 4. Although the cycle itself is in line with the established
risk assessment steps (e.g. [Kumamoto & Henley, 1996]), some of these steps differ

significantly.
Identify
hazards
Determine
operation
’ Identify
severities
Operational

Iterate
option
(option) Assess
5 frequency
development

R Assess risk
Decisi 6 tolerability
ecision
X Identify safety
making < 7 bottlenecks

Figure 4 — TOPAZ risk analysis cycle

Construct
scenarios

3

Identify
objective

0

In step 0, the objective of the assessment is determined, as well as the safety management and
regulatory context, the scope and the level of detail of the assessment. The actual safety
assessment starts by determining the operation that is assessed (step 1). Next, hazards
associated with the operation are identified (step 2), and aggregated into safety relevant
scenarios (step 3). Using severity and frequency assessments (steps 4 and 5), the safety risk
associated with each safety relevant is classified (step 6). For each safety relevant scenario with
a (possibly) unacceptable safety risk, the main sources (safety bottlenecks) contributing to
safety risks are identified (step 7), which help operational concept developers to learn for which
safety issues they should develop improvements in the ATM design. If the ATM design is
changed, a new safety risk assessment cycle of the operation must be performed in order to
investigate how much the risk posed by previous safety issues has been decreased, and to
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assess any new safety issues that may have been introduced by the enhancements
themselves.

Whenever, for a particular aspect of the operation under analysis, step 5 is more demanding
than what can be assessed on safety using conventional methods (e.g. fault/event trees), then
the TOPAZ methodology is to develop and subsequently use a Monte Carlo simulation tool set
for the an advanced operation. For a number of advanced operations a dedicated TOPAZ tool
set has already been developed and applied to operational concepts that range from runway
crossing operations to airborne self separation concept studies, and during maturity stages
ranging from V1 (early concept studies) through V6 (true operations). The main aim is to gain
insight in the main risks of an operation and their causes. Once this is understood well,
operational concept designers typically are able to improve the operational concept design such
that these main risks are mitigated significantly.

3.4  Compliance of safety assessment methodologiest 0 ESARR 4

Safety assessment methodologies can be submitted to EUROCONTROL Safety Regulation
Commission (SRC) as proposed means of compliance to the ESARR 4 regulation for risk
assessment and mitigation in ATM, that has been in force since 2001 [ESARR 4]. For all three
methodologies introduced, this has been done. In 2004, the most recent document on the
evaluation of proposed means of compliance with ESARR 4 [EAM 4, 2004] was published. This
included statements on ED78A and an earlier version of SAM, which showed their partial
compliance. For TOPAZ no evaluation has (yet) been started by SRC at the time of writing.

Whereas ESARR 4 is in force since 2001, at the time of writing, no methodology is known for
which full compliance with ESARR 4 has been confirmed by SRC.

3.5 Coverage of the eight stages model by selected methods
An indicative evaluation of the stages, of the safety assessment process presented in Section 2,
covered by each method presented above is reported in Table 1. However, it is worthwhile to
note that the maturity, that is normally reached by ATM concepts in R&D projects, does not
usually allow to arrive to stage 7 (‘Safety monitoring and verification’) that is normally relevant
for systems close to implementation.

Table 1 — Coverage of the eight stages model

No | Stage of the Model SAM ED78A TOPAZ
1 Scoping the Yes Partially (less Yes
Assessment detailed than the
other two methods)
2 Learning the Yes Yes Yes
nominal operation
3 Identifying hazards Yes Yes Yes
4 Combining hazards | Yes No Yes
5 Evaluating Risk Yes (focus on | Yes (focus on | Yes
negative contribution | negative contribution
to safety) to safety)
6 Identifying potential | Yes Yes Yes
mitigating measures
7 Safety monitoring Yes (but rarely done | No Optional (but rarely
and verification in practice) done in practice)
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Assessment, and
Design

8 Feedback to Yes, focus is on Yes, focus is on
Operation, safety requirements | safety requirements

Yes, focus is on
learning

In conclusion, all three methods cover the eight AP15 stages rather well. Nevertheless there are
some interesting differences for stages 4, 5, and 8. ED78A falls short in combining hazards
(stage 4). TOPAZ on the other hand stands out in a positive way on evaluating both positive
and negative contribution to safety risk (stage 5). For stage 8, ED78A and SAM focus on
feedback in the form of safety requirements, whereas TOPAZ provides feedback with the focus
on understanding the main sources of safety risk, and on sensitivity of risk to changes in
parameter values. These sensitivity values provide system design experts the capability in
seeing themselves how changes in safety requirements affect safety risk.
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4. EMERGING ASSESSMENT APPROACHES

This section presents emerging approaches in safety assessment in ATM R&D projects. Before
presenting these emerging assessment approaches, first a literature review of techniques is
presented, including reference to a database of more than 600 safety assessment techniques.

4.1  Literature review of safety assessment techniqu  es

The previous sections outlined seven (or eight) stages in a safety assessment process; it did not
provide detailed guidelines on how to perform each stage (nor did it intend to). Many different
techniques are available to provide support for this. To obtain a broader view of the techniques
that are available, allowing making a better choice among techniques to use, this section
presents a literature review of the numerous safety assessment techniques and methods that
are available and that each can support one or more of the stages of the generic safety
assessment process. After this literature review, in the following subsections the focus is on
emerging assessment approaches.

Table 2 provides references to recent survey documents, ordered chronologically, and the
scope of each document.

Table 2 — References to recent safety methods survey documents

Reference Scope
[Review SAM This report presents the main results of a comprehensive survey conducted in
techniques, 2004] 2002, aimed at collecting and evaluating techniques and methods that can be used

to support the guidelines of the EATMP Safety Assessment Methodology (SAM).
Over 500 techniques are collected that can possibly support EATMP SAM. The
survey includes techniques used in other industries (e.g. nuclear power, tele-
communications, chemical, aviation, etc.), so that ATM can borrow or adapt
techniques found to be effective elsewhere. The survey only considers publicly
available techniques and methods, hence no commercially available tools or
facilities. Nineteen of these techniques are subsequently evaluated in more detail
along a template format. These 19 techniques are believed to be able to support
the SAM either immediately, or with some tailoring or adaptation to the ATM
context. In addition, the report gives a selection of techniques that are judged to be
significantly important and therefore deserve further development. Many details
are provided in a separate Technical Annex.

[GAIN AFSA, 2003] | The purpose of this guide is to provide information on existing analytical methods
and tools that can help the airline community turn their data into valuable
information to improve safety. Summaries are presented for 57 methods and tools
that can be used to analyze flight safety data including event reports and digital
flight data. Global Aviation Information Network (GAIN) Working Group B
(Analytical Methods and Tools) hopes that this guide will help increase the
awareness of available methods and tools and assist airlines as they consider
which tools to incorporate into their safety analysis activities.

[GAIN ATM, 2003] This guide addresses both analytical tools that were developed specifically for air
traffic safety analysis applications as well as other tools that were not developed
for this purpose but could potentially be applied to air traffic safety analyses. The
guide identifies about 80 air traffic management safety tools of many types.
However, it is recognised that this is not a complete list and other relevant tools
exist that are not included. Some tools have been deliberately excluded; for
example, tools that address air traffic system capacity, delay, and efficiency, but
not safety. On the other hand, some tools developed for airspace design or
controller training, for example, could have a safety application and are included.
Operational tools are not included; but tools that might be used to assess the
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Reference Scope

efficacy of such tools are included. This guide contains some tools that are not
available outside the organisations that developed them. Some are in the
prototype or early development phase. Information on these tools might still be
useful to those interested in developing their own tools.

The list of techniques identified in [Review SAM techniques, 2004] has been used as a starting
point for a “Database of Safety Assessment Methods”, publicly available at [Safety Methods
Database]. It has been complemented by the methods listed in [GAIN AFSA, 2003] and [GAIN
ATM, 2003] and additional techniques identified during the CAATS project and the RESET
project have been incorporated. It currently includes more than 600 techniques. The database
contains for each technique some basic information such as acronym and full name, brief
description, application (i.e. hardware / software / human / procedure / organisation), domain
(e.g. used in aviation, nuclear industry, computer processes), age, and some references, and
also indicates in which of the eight stages of the generic Safety Assessment Methodology
process (see Section 2) the technique can be used.

The main sources used for this database are:

» Reference [MUFTIS, 1996], which contained a survey of safety assessment techniques
performed by NLR in 1996, and which was used as a starting point.

» Several other available surveys on safety techniques, such as [Bishop, 1990], [FAA, 2000],
[EN 50128], [Kirwan, 1998], [FAA AC431, 2005], [Kirwan, 1994], [GAIN AFSA, 2003], [GAIN
ATM, 2003], which provided numerous additional techniques and descriptions.

* NLR and Eurocontrol experts provided names of additional techniques and references with
explanations.

» Internet searches on safety assessment techniques provided many papers published on the
Internet, or references for books or documents available in a library. Internet searches also
provided details for techniques already gathered, such as age, description, full name if only
an abbreviation was provided, domains of application. Usually, these searches led to many
names and descriptions of new techniques and to new references, and also to previous
surveys mentioned above.

» Additional techniques have been added in [CAATS, D1.4 P2] and [RESET, 2007].

» After internet publication of the database, readers have sent in suggestions for adding
additional techniques.

The task to determine emerging good practices among all these safety techniques is
challenging, however. It may be assumed that the safety methods database contains several
techniques that may be considered good practice, but the definition of good practice will depend
on which criteria are used (and the database does not aim to address this issue). The choice for
techniques to use will be dependent on the air traffic operation to be assessed. More complex
operations are more demanding on techniques to use than less complex operations or
operations for which a similar version already has been assessed. Moreover, the choice of
techniques may be personal, dependent on good experience with some techniques, and
depending on the background of the safety practitioner.

While not considering the methodologies EATMP SAM, ED78A, TOPAZ already discussed in
Section 3, we get a list of 29 techniques which may be considered among the good practices
from the selections of [Review SAM techniques, 2004] and [AP15]. Table 3 indicates for each of
these 29 techniques in which Stages of the generic safety assessment process they can be
used, and for the assessment of which ATM concept aspects (hardware, software, human,
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procedures, organisation) they can be used. All this information is taken from [Safety Methods
Database].

Table 3 — Safety assessment techniques, with stages and concept aspects covered®. The
concept aspects mentioned are hardware (Hw), software (Sw), Human (Hu), Procedure (Pr) and

Organization (Or).

Stages ATM concept
aspects
Technique 1 2 3 4 5 6 7 8 |[H|S |[H|P |O
Scop Oper Hazid Model Risk Mitig Monit Feed W w u r r

1. Air Safety Database 3 7 8 X [ X | X | X | X

2. Air-MIDAS 4 5 X X | X | X

3. ASRS (Aviation Safety 3 7 8 X X | X [ X
Reporting System)

4, Bias and Uncertainty 5 X X | X | X
assessment

5. Bow-Tie Analysis 6 X X | X

6. CCA (Common Cause 3 X | X
Analysis)

7. Collision Risk Models 5 X

8. ETA (Event Tree Analysis) 4 5 X X | X

9. External Events Analysis 3 5 X

10. | FFC (Future Flight Central) 3 X | X

11. | FMECA (Failure Modes 3 5 X
Effects and Criticality
Analysis)

12. | FTA (Fault Tree Analysis) 4 5 X [ X | X

13. | HAZOP (Hazard and 3 4 6 X [ X | X
Operability study)

14. | HEART (Human Error 5 X
Assessment and Reduction
Technique)

15. | HERA (Human Error in 3 X
ATM)

16. | HTA (Hierarchical Task 2 X
Analysis)

17. | HTRR (Hazard Tracking 8 X | x
and Risk Resolution)

18. | Human Error Data 3 7 X
Collection

19. | Human Factors Case 2 3 5 6 X

20. | ORR (Operational 7 X | X X
Readiness Review)

21. | PDARS (Performance Data 7 X
Analysis and Reporting
System)

22. | RCM (Reliability Centred 2 3 6 X X
Maintenance)

23. | SADT (Structured Analysis 2 X | X

2 The methodologies EATMP SAM, ED78A, TOPAZ have already been considered in Section 3.
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Stages ATM concept
aspects
Technique 1 2 3 4 5 6 7 8 |[H|S |[H|P |O
Scop Oper Hazid Model Risk Mitig Monit Feed w w u r r
and Design Technique)
24. | SAFSIM (Safety in 3 5 X | X
Simulations)
25. | SFMEA (Software Failure 3 X | X
Modes and Effects
Analysis)
26. | SIMMOD Pro 4 X | X
27. | SMHA (State Machine 3 4 X
Hazard Analysis)
28. | TRACER-Lite (Predictive 3 6 X
Technique for the Analysis
of Cognitive Errors)
29. | Use of Expert Judgement 5 X | X | X | X
TOTAL | 2 4 15 |6 1 |5 5 4 17 | 10 | 19 | 13 | 4
Percentage (TOTAL*100% / 52) | 4 7 30 10 22 10 10 7 63 | 38 | 69 | 47 | 16

When looking at the number of techniques gathered in the database, one may conclude that
there seems to be an uncontrolled growth in safety assessment techniques. An issue of concern
also is that there seem to be few techniques that cover the first stage of the generic safety
assessment process (Scope assessment) and the eighth stage (Communication and feedback).

4.2  Overview of approaches emerging for ATM

This section provides a short overview of ATM directed approaches that have more recently

emerged that are of relevance for safety assessment in R&D projects. These newly emerging

approaches are not yet widely used, and not completely stable (parts are subject to
refinements). In line with this, they are not yet part of a training or education programme. They
are the following:

» Safety Assessment Made Easier (SAME) ([SAME PT1, 2008], [Fowler et al., 2009]) is a
method defined by EUROCONTROL as an extension of SAM by considering the positive
contribution of the concept under investigation to aviation safety, in addition to the negative
contribution to risk. SAME is also characterised by having the safety assessment driven by a
safety argument structured according to system assurance objectives and activities. A
detailed description of SAME is provided in Part 2, Appendix V.

+ Safety Fundamentals [Safety Fundamentals, 2006] is a qualitative method for the
preliminary evaluation of the main potential effects on safety of a new concept in terms of
indicators of the impact on the safety regulation framework, safety performance, operational
safety, and safety management. The method is intended for early feedback at the very initial
stages of a concept development. A detailed description of Safety Fundamentals is provided
in Part 2, Appendix VI.

» SAFMAC (Safety Validation of Major Changes, [Everdij et al., 2009]) provides a safety
validation framework that emphasises the active roles and collaboration of multiple
stakeholders during the development phases of air transport operations. The development
of this safety validation framework started in [Everdij et al., 2006a] and is referred to as
SAFMAC (SAFety validation of MAjor Changes), with involvement of NLR, LVNL, the Dutch
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Directorate General of Aviation and Maritime Affairs (DGLM) and Eurocontrol. A detailed
description of SAFMAC is provided in Part 2, Appendix VII.

« Integrated Risk Picture (IRP) [Perrin et al., 2007] is a model from Eurocontrol aiming to
show the relative safety priorities in the gate-to-gate ATM cycle. Both a baseline risk picture
(‘IRP 2005"); and future benchmark risk picture (‘predicted’) have been developed.

» Safety Targets Achievement Roadmap (STAR) [Vernon & Perrin, 2007] is a model from
Eurocontrol aiming to keep track of joint effects on safety of multiple operational changes.

e Causal model for Air Transport Safety (CATS) [Ale et al., 2006] is a causal model developed
with the aim of identifying weak spots in the aviation processes and assessing their effect on
overall safety. The model has been developed by a consortium of Delft University of
Technology, NLR, DNV, and White Queen.

* LVNL's safety risk apportioning approach: In [Van den Bos et al., 2009] the development of
apportioned ATC safety criteria based on accident rates is presented. These criteria focus
on Air Traffic Control-related accidents, which essentially correspond to the accidents ATC
is to prevent and which can be objectively determined form accident data. The resulting
overall ATC-related risk target is distributed over so-called ATC sub-products, which are
comparable to parts of a flight forming a logical element within an ATC service or unit (e.g.,
‘taxiing’, and ‘line-up”).

» Strategic Assessment of ATM R&D results (SARD) [SARD, 2008] process and criteria for
the analysis of ATM R&D results per operational concept from a strategic view point. The
set of criteria can be considered ‘transition criteria’ for determining whether and when
operational concepts under validation can transfer to a next phase of E-OCVM’'s Concept
Lifecycle Model. SARD is reviewed in Part 2, Appendix 8.

» Eurocontrol's Human Factor case [EATM HF case, 2007] is a process to systematically
manage the identification and treatment of Human Factor issues as early as possible in a
project’s lifecycle.

» Controller Action Reliability Assessment (CARA) [Gibson & Kirwan, 2008] is a human
reliability assessment technique, which can be used to quantify human performance in the
context of Air Traffic Management (ATM).

» Investigation of a resilience engineering approach to ATM [Hollnagel et al., 2006].
Resilience engineering acknowledges that safety does not only depend on risk related to
breakdown or malfunction, but also on the ability of a system to adjust to current conditions,
which continuously change due to the complexity of air traffic operations. In practice, there
are two complementary streams of developments. One stream aims to maintain and
improve the human cognition contribution to resilience [Hollnagel et al., 2006]. The other
stream adopts a mathematical approach [Di Benedetto et al., 2008], which aims to enhance
this human cognition contribution by using technological means that help the human in
detecting and restoring from latent conditions which undermine the resilience effectiveness
of human operators.

e Organizational safety modelling is investigated in [Stroeve et al., 2008]. It describes the
development of an agent-based model for organizational safety, intending to support safety
culture modelling and analysis.

4.3  Specific CAATS Il emerging approaches
This section presents emerging approaches that have been developed by or with help of
CAATS Il. These approaches are not yet widely used, they are not yet stable and they are not
part of a training or education programme. They are the following:
* Researchers responsible for SARD and for CAATS Il jointly developed an improved and
updated revision of SARD’s detailed criteria [SARD v1.8, 2009]. In addition, CAATS Il
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developed a draft proposal for a safety case specific extension of the SARD [CAATS I
WP1.2 TC]. In Part 2, Appendix IV these sources are discussed.

» CAATS Il developed a draft framework for defining and managing relations between cases
in E-OCVM [CAATS Il WP1.6 note], building further on initial work done in [CAATS II, D11].
Feedback to this framework was retrieved in the CAATS Il second workshop [CAATS I
WS2]. In Part 2, Appendix Il these sources are discussed.

4.4  Overview of material emerging from SESAR

During the development, much material related to safety assessment in R&D projects emerged

from the definition phase of the SESAR programme. This material consisted of six overall

deliverables that summarized the main results from the work done, and of more detailed task
deliverables. In Part 2 of this document a selection of relevant detailed task deliverables has
been reviewed. The documents reviewed are described shortly in the following:

» SESAR Task 1.6.1/D1 “Study of safety regulatory framework” [SESAR WP1.6.1/ D1] gives
an overview of the current ATM safety regulatory framework, and concludes that developing
the ATM safety regulatory framework to provide a clear, unambiguous set of regulations
integrated with the safety regulation of the other parts of the air transport industry will be
essential to the success of SESAR.

» SESAR Task 1.6.1/D2 “Study of safety regulatory framework” [SESAR WP1.6.1/ D2]
summarizes the basic principles of safety regulation, and presents a vision for the future of
ATM safety regulation that addresses the issues identified for the current arrangements.

» SESAR Task 1.6.2/D3 “ATM safety regulation, SESAR Safety Screening & SESAR
Concept” [SESAR WP1.6.2/ D3] investigates the different elements of the SESAR concepts
with respect to the impact on and feasibility for safety regulation and the impact of the
regulations on the elements of the SESAR concept. This is done by screening the concepts
on Safety Fundamentals.

e SESAR Task 4.2.1/D6: “Safety management plan” [SESAR SMP] aims to provide an
integrated approach to safety related activities to establish an aligned vision for the future of
ATM safety that will meet the needs of all stakeholders, now and in the future. It does so by
describing the key activities and elements to ensure that processes, responsibilities and
expectations are clearly established to accompany the required continuous improvement of
the safety performance of the future ATM environment.

* SESAR Task 4.2.1/D6: "Development strategy” [SESAR DS] aims to define in details the
aim, the content and the SESAR Deliverables associated to every phase of a concept
lifecycle model.

*» SESAR Task 4.2.1/D6: “System engineering methodology” [SESAR SEM] aims to support
the ATM technical definition by defining the common ATM system engineering
methodological approach to be applied during the SESAR Development Phase, in line with
[SESAR DS].

* SESAR Task 4.2.1/D6: “Concept validation methodology* [SESAR CVM] aims to define the
use of E-OCVM, on which SESAR’s Concept Validation Methodology (CVM) is based, on
SESAR and to identify any enhancements that are required to address the complexity of the
ATM Target Concept.

* SESAR Task 3.4.6/D5: “Regulatory and legislative planning” [SESAR RLP] aims to provide
roadmaps for SESAR’s ‘Transversal Areas’, which contribute to ensuring that SESAR’s
Operational Improvements will be defined, developed, deployed and operated in compliance
with appropriate safety, security, environment, human performance & contingency
requirements and objectives by applying appropriate related best practices.

» SESAR Task 4.1.12/D5-D6: “Master Plan Management Structures” [SESAR MPMS] aims to
describe the necessary ATM Master Plan management structures and associated
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processes and to demonstrate how these processes may enable the cumulative
commitment of all ATM stakeholders to be established and sustained.

The overall SESAR deliverable [SESAR D6] provides an overview of the SESAR Work
Programme for 2008 to 2013.
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5. SAFETY ASSESSMENT IN R&D PROJECTS
This section explains the purpose and way of working of safety assessment in the specific
context of R&D projects, also presenting briefly the concept maturity model of E-OCVM.

5.1 Safety assessment and concept lifecycle

The R&D community is continuously investigating new Operational Concepts that can advance
the ATM services. These advancements include aspects such as increased throughput or
capacity; reduction of environmental impact; increase in safety; and reduction of the air traffic
service costs. The R&D community shall not only develop innovative ATM concepts, but also
improve these concepts, and move these towards an operational status with a process of
refinement and consolidation. The R&D community also has to provide adequate evidence that
these concepts are able to deliver the planned enhancements while preserving or improving the
overall system safety. This evidence shall demonstrate that new procedures can work safely in a
real life environment while addressing the problems for which they were developed.

An operational concept has its own lifecycle during which the concept is continuously refined
and improved. Different alternative versions of the concept can be considered, especially during
the initial phases of the lifecycle. One of the aims of validation is to test these different versions
and select those that are most promising for the later phases of the lifecycle. For European ATM
R&D projects, the European Operational Concept Validation Methodology [E-OCVM, 2007] has
become the reference framework for validation of ATM concepts. As part of such validation,
safety assessment can identify preliminary feedback helpful to reduce the risks associated with a
new concept and provide evidence for the safety of the concept. Quantity and characteristic of
useful feedback, as well as the type of evidence, can differ, depending on the concept being at
the very early stages of its lifecycle or being already well consolidated and mature. Ideally, the
safety analysis should thus be tailored to the concept lifecycle, and the activities should be
scoped on the basis of the maturity of the concept.

5.2  Concept Lifecycle Model proposed in E-OCVM

E-OCVM has been developed in a common effort of many European R&D organizations,

supported by EUROCONTROL and the European Commission and in collaboration with United

States Federal Aviation Administration. The aim of E-OCVM is to achieve consistency and to

rationalise the validation work of ATM R&D projects. It is a reference of growing importance for

the validation of ATM operational concepts in the European ATM R&D community. E-OCVM
includes three aspects of validation that, when viewed together, help provide structure to an
iterative and incremental approach to concept development and concept validation:

» The Concept Lifecycle Model (see Figure 5) facilitates the setting of appropriate validation
objectives, the choice of evaluation techniques, shows how concept validation interfaces
with product development and indicates where requirements should be determined;

* The Structured Planning Framework facilitates programme planning and transparency of the
whole process; and

* The Case-Based Approach integrates many evaluation exercise results into key ‘cases’ that
address stakeholder issues about ATM performance and behaviours.
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Figure 5 — E-OCVM'’s Concept Lifecycle Model

The concept lifecycle model promoted by E-OCVM (known also as concept maturity model),
presents certain stages of development that need to be encountered by a concept before it can
be considered as ‘fit-for-purpose’. During the lifecycle of a concept it is proposed to have a few
logical points where the progress of the concept towards an application are evaluated. These
points naturally break the development of the concept into discrete phases. Projects are used
as a mechanism for investigating specific aspects of the concept during specific lifecycle
phases, for R&D particularly the early development phases. Figure 6 shows the three phases
(V1 to V3) proposed by the E-OCVM concept maturity model as relevant for R&D projects, and
describes them in some more detail.

V1 -Scope
Concept described in
sufficient detail to
enable identification of
potential benefits.

il unknown or
unclear. They may
exist asanumber of
options to be assessed
during the further
validation.

V2 -Feasbility
Concept devel oped and
explored until it can be

consdered feasible

System prototypes can

Some aspects may be | > be used to investigate | >

technical aspects.
Operability and
acceptability are
investigated.
Operationa procedures
and rea. become gtable.

V3-Integration
Functionalitiesare
integrated into pre-
industria prototypes,
with use of scenarios

representative of rea |

operating conditions.
Focusison system
level behaviour,
performance and
establishment of
reaul ations

Towards
industrialisation
and
implementation

Figure 6 — Phases of the E-OCVM Concept Lifecycle model relevant for R&D projects

To clarify the issue, parallels can be drawn with the construction of a new car. Early mock-ups
of 'concept cars’ could be created to produce a more aerodynamic car, these mock-ups could
be considered to understand if the new concept car can really bring benefits in terms of
improved "air penetration" — this could be phase V1 above. This would support decisions about
moving to prototyping the various component sub-systems. Then different projects would be
created to develop brakes, engines and bodywork. The overall feasibility would be evaluated
and this could be the equivalent of phase V2. At some point these would again be brought
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together as a prototype with greater fidelity than the mock-up but still not suitable to be
industrialised. This would be used to ensure compatibility of the different aspects before further
engineering commenced. Such a test could be considered as a point equivalent to the end of
one of the lifecycle phases shown above.

The complexity of developing and moving into operation new ATM operational concepts
generally exposes too many issues for one project to handle successfully. E-OCVM is based
upon such development practise, and delivers the opportunity to have multiple R&D projects to
design, build, test and evaluate a concept into a working application that can be industrialised. A
real example of two large R&D projects contributing to the development of a concept at different
levels of its maturity process is shown in figure 7.

ASAS Spacing Concept Lifecycle

V1 - Scope V2 - Feasihility V3 - Integration

MFF experiments on
ASAS spacing

G2G experiments
on ASAS spacing

<4—2002- 2006——»

Figure 7 — Lifecycle of the ASAS Spacing concept with contribution of two R&D projects

The whole process is described as concept validation and it relies on co-ordination between the
projects developing different aspects as well as the support of suitable integration tests in order
to ensure the end application is fit for purpose

The introduction of the principle of a concept lifecycle model within E-OCVM has had two main
objectives, one has been to provide a transparent structure to the ad hoc development process
applied to ATM concepts, and the second has been to use that structure as a means to identify
development and validation objectives appropriate to the state of maturity. A typical R&D project
investigates concepts between level V1 and V3 of E-OCVM, while more mature concepts are
usually addressed by development and implementation projects.
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5.3 Tailoring safety analysis to concept maturity

At the initial stages of the lifecycle (e.g. V1) a concept is still far from consolidated, there are
often a number of possible technological and procedural solutions to be considered, and many
aspects can not yet be defined. In these conditions the results of the safety analysis can only be
preliminary. However, it is very important to have preliminary safety analysis feedback about the
risks implied with the implementation of the concept because at this stage such feedback can
relatively easily be taken into consideration, in making significant concept changes and in
selecting the technological and procedural options with less risk of eventually leading to
unsuccessful deployment. An example of projects considered for this analysis is reported in Part
2, Appendix I, while the different maturity levels of the concepts of these projects is evidenced in
Part 2, Appendix II, Table I1.1.

On the contrary, when the concept is more stable and mature (e.g. at the level V3), there are
already industrial prototypes and well defined and consolidated scenarios of usage. This allows
the collection of more formal evidence about safety, useful for the following phases of the safety
assessment and for the safety case, while it is less easy to influence the overall concept design
with safety feedback.

Tables 11.2 to 1.5 of Appendix | shows the approaches to safety assessment for different R&D
projects at different phases of the concept lifecycle model. The different levels of consolidation
of the concept would require a safety analysis that is tailored to the maturity level, however
there is little experience about this tailoring activity at the moment, and little support available.
The safety analysis approach of a more mature operational concept, ready for implementation,
is already consolidated with relatively stable requirements and methodological references. This
is not the case when safety analysis refers to R&D projects investigating concepts at the
maturity level V1, V2, and V3 of E-OCVM maturity model. At these maturity levels there is not
yet a consolidated solution, and there is not a standardised support to tailor safety assessment
on the basis of the concept maturity.

5.4  Providing feedback versus assuring safety

The concept evolves while moving through the maturity levels (V1, V2, and V3). Often several
different options of the concept are considered and only the most promising are investigated
more in depth. The role of safety assessment should be very active in this process to help
understanding and IMPROVING the most promising and safe options, and to discard those
affected by major or "expensive to solve" safety problems. Then, in research projects there is a
strong need for early feedback. In addition, during this process the concept is much more in
evolution than in V4 and V5. Specific technical solutions are not yet identified, not all the
assumptions are verified at the same level of depth, operational aspects are not fully
investigated. This need for early feedback combined with a much more “fuzzy and evolving
concept” means that the type of evidence cannot be the same that can be provided while in V4
and V5. One cannot use the same analysis techniques or have the same level of consolidation
and the same confidence in the results.

The balance of the assessment will change, as the project seeks to turn the input (some sort of
idea or immature concept) into the output (a related, better defined and more robust concept or
system design, supported by evidence about its suitability). Going from V1 to V3 and further to
V5 the safety analy r decision-makers to decide

whether a concept Wi € M t eloped.
However, while moyin Improve the concept ore mature 8, the
amnhacie changes Conceptlsystem
= Initial > ;E;w AssessmenF
concept(s) g 0 ¥ . 39.
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* From providing early feedback for major design improvement and preliminary evidence
the concept could be safe

» To collect sufficient information that the concept as finally developed and implemented,
is acceptably safe. This means that the underlying concept is safe, that the design is
complete, that the system is safe under all conditions, and that the design is robust
against abnormalities.

Figure 8 — Focus of the assessment during the concept lifecycle

This different emphasis can also be seen going from Table 1.2 (related to maturity level VO) to
I1.5 (maturity level V3) of Appendix II.

5.5 Fostering re-use of safety results in R&D
We have seen that multiple research projects can contribute to the validation of the same
concept. The sequence of these projects can ensure that the concept becomes more stable and
mature and progresses along its lifecycle. In such a context re-use of safety results, obtained
from previous projects investigating the same concept, becomes of paramount importance to
contain the costs of safety assessment and to take into account the safety feedback and
recommendations of previous investigators.

However, there has been a dramatic lack of methodologies and tools to foster re-usability of
project results. Knowledge is linked to people, and the main channel, to re-use the results of
past projects is to involve the teams that obtained those results. As an example we can
consider the two projects introduced above. In the MFF safety assessment one of the major
hazards was considered the target misidentification by the delegated aircraft. The existing
fallback procedure, which consisted of the delegated read-back of the target position, was
considered not adequate to prevent this hazard, especially if there were more than one potential
target in the vicinity with similar identification code. Moreover, the read-back was sometimes left
out without the controller detecting the omission. A target misidentification could have critical
consequences as the delegated may inadvertently loose separation with third party traffic. This
hazard was irrelevant during the G2G Real Time Simulation because of the automatic up-link of
the target identification data. As a consequence several of the most severe possible
consequences considered in MFF disappeared. This very important result passed almost
inadvertently because the piece of equipment providing the automatic up-link was already
embedded in the G2G technical platform, and not added as a consequence of a specific safety
requirement. Then, the importance of having an automatic up-link would have been under
evaluated. This was not the case only because of the presence in the safety team of the same
staff already involved in MFF, who could appreciate the difference and the significant safety
benefits due to this piece of equipment.

Another reason limiting the re-usability of results across different projects is the presence of
project related assumptions. Assumptions are an essential and unavoidable element of safety
analysis. They are often necessary to provide a frame for the evaluation process, but, they can
also have a powerful effect on the conclusions of the safety analysis that should not be
underestimated. Different projects tend to have different assumptions, and often the implications
of those assumptions are not adequately investigated. In addition, some assumptions that are
reasonable at the beginning of the project may turn out to be inappropriate at a later stage or
when the results are moved from one project to another. Assumptions are also often used to
determine the boundaries of the operational environment and of the system under analysis. It is
difficult to conduct safety analysis without knowing what the operation is going to look like. The
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project must specify the scope of the safety analysis and pertinent information as what part of
the ATM system is relevant for the safety analysis and where the operation boundaries are
considered to be. However, it is not uncommon in the early phases of a concept lifecycle that
the operational environment evolves. All these reasons may influence significantly the possibility
to re-use results of previous projects.

A set of conditions are needed to facilitate the re-use of safety results across different projects.

These conditions are listed in the following.

1. Formal identification of the system under analysis and of the operational conditions
considered. If the extent of the safety analysis is not well defined potential future users of
the analysis results will not be in condition to understand what has been included. Possible
examples of questions concerning the identification of the system are: is the software
considered as part of the system and are its potential failures included in the analysis? Is the
concerned aerial part (and the possible pilot behaviour) considered?

2. Definition of the assumptions and of their implications. Assumptions are an essential and
unavoidable element of safety analysis. They are often necessary to provide a frame for the
evaluation process, but, they can also have a powerful effect on the conclusions of the
safety analysis that should not be underestimated. The introduction of unmotivated
assumptions in safety analysis is a widely recognised issue in the scientific literature
[Tversky & Kahneman, 1974]. Different projects tend to have different assumptions, and
often the implications of those assumptions are not adequately investigated. A clear
definition of the assumptions adopted and an analysis of their implication are essentials to
allow re-usability of results.

3. Standardised assessment methods. A standardised assessment method would facilitate a
better understanding of the extent and type of analysis done to experts not directly involved
in the assessment activities. In addition, a standardised assessment method allowing to
partition the analysis, would allow a more direct and substantial re-use of the analysis of
those system/concept components that are not changed during the concept evolution.

4. Use of standard templates. The adoption of standard templates would facilitate the
identification of the issues of importance in a usually wide, and not easy to browse, software
analysis documentation, especially with regard to lessons learnt. This would facilitate
communication and mutual, easy, understanding.

5. Public repositories of safety assessment results. Public repositories would be needed to
store safety assessment results in a standardised format, and to allow an easy identification
of the issues of relevance.

We will discuss in the following what is available or under development to help safety analysts in
satisfying each of conditions presented above.

Formal identification of the system — Models have been used, in the ATM and aeronautical
domain, to facilitate the understanding of the system functions and architectures. The primary
purpose of these models is usually to support the design of the system and the definition of its
architectural, and sometime functional, requirements. However, some of these models can also
support the formal identification of the system, to determine the part considered in the safety
analysis. Even a ConOps can be considered a kind of system model because they describe the
system in terms of humans, procedures and equipments in relation to the environment. Different
possible system configuration can be considered through ConOps whose different versions may
represent different system options, and over time ConOps versions may be more and more
detailed.
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An example, borrowed from other domains of application is the UML based models used in the
CORE project [Dorbes et al., 2001]. The Unified Modelling Language (UML) is an open method
used to specify, visualise, construct and document the artefacts of a system under
development. UML offers a standard way to describe the system, including its conceptual
components such as: actors, business processes and system's components, and activities as
well as concrete things such as: software, hardware, and tools. A more specific, safety oriented
model, is proposed for example in [Jacobson et al., 2009]. The Operational Process Model
(OPM) is a functional model representing graphically socio-technical systems for safety
analysis, applied to evaluate changes introduced in the aviation domain.

However, none of these models has been used explicitly to understand the extent of the safety
assessment, that is, to identify what components have been considered as part of the system
during the analysis and what have been excluded from it, and further research to understand
their applicability for this specific purpose would be needed.

Definition of the assumptions and of their implicat ions. Little work has been done to
support a clear definition of assumptions (e.g. template for their definition, main elements to
consider, how to discuss their credibility) and analyse their implication (e.g. impact of the
assumption on the system, how to estimate the effect of possible assumption violations). Some
results are available from works aimed at re-using the structure of safety cases, in other
domains of application, see for example reference [Kelly & McDermid, 1997]. In this work the
author discuss how to structure the assumptions in a standard format in the context of safety
argument reasoning. The aim is to avoid infringements of critical assumptions due to changes in
the context of a safety argument, leading to inappropriate reuse of patterns in safety cases.

Standardised assessment methods — SAM is one of the standard safety assessment
methods in use for R&D projects. However, it is used in several cases but with different
modalities that do not allow an exact understanding of the extent of the work done when using
it. Some authors suggests that possibilities could arrive with a wide adoption of an argument
based approach. The evidence that has been used to demonstrate an argument, could be re-
used in other systems if the argument remain the same. Some experiments in this direction
have been tried by NATS, see for example the reference [Bush & Finkelstein, 2001] and [Bush,
2001]. In these works the authors examine the current state of tools and techniques, and finds
that some of the pre-requisites that need to be satisfied for ensuring an effective safety case re-
use can be met. However, further development of practice is required in the area of tools,
process and customer/supplier relations. The authors combine a typical system engineering
lifecycle with a typical safety case development process and show how the tasks and activities
of a Safety Engineer practising safety case artefact reuse would fit in, and the use that engineer
might make of the safety case repository at each stage. The “broader approach to safety
assessment” proposed in SAME represents an argument based systems-engineering approach
to safety assessment and as such it is a contribution in response to the need of standardisation.

Use of standard templates — Several guidelines and studies are available to support the
preparation of documents, especially those concerned with writing templates for technical
documents and for reporting lessons learnt. Of particular reference we consider [DOE, 2003],
and [NAS, 2008]. The lessons considered in the first two references are mainly related to
operational problems and not to validation, however the way suggested for the organisation of
the report, the general writing tips and the list of topics to be included, are fully applicable. The
“broader approach to safety assessment” proposed in SAME involves a standard safety
argument template, which hosts the safety evidence collected while going from VO to V3. Would
two teams work in parallel, on two alternatives of a concept, that structure allows easy
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comparison of safety relevant feedback. The same applies when a team hands over the work
done by a previous one.

Public repositories of safety assessment results — There is one concrete example of public
repository for validation results coming from ATM R&D projects, called Validation Data
Repository (VDR), hosted and managed by EUROCONTROL [Harvey et al., 2002]. VDR is not
specifically addressed to safety but rather a repository of information about Validation Exercises
in R&D project, with their objectives, methods, design, metrics, results and findings. This
information is mapped to standard reference lists to enable sorting, filtering and searching by a
number of parameters such as Key Performance Areas, Operational Improvements and
Validation Techniques. It was developed in close liaison with the development of the validation
methodology under MAEVA and is the recommended validation information tool by E-OCVM [E-
OCVM, 2007]. VDR captures Validation Objectives hierarchy to provide a framework against
which the context of the validation exercises could be mapped. At the moment VDR contains
the results of several European R&D projects with details of findings in terms of results,
conclusions and recommendations and the links between them.

An initiative dedicated to safety is Skybrary. Skybrary is an electronic repository of safety data
related to ATM and aviation safety in general. It is built of a hyperlinked network of articles, and
is supported and developed by a partnership that includes Eurocontrol, ICAO and Flight Safety
Foundation. The objective of Skybrary is to make available a source of information and
reference for anyone interested in aviation safety. Being a single and most comprehensive
portal for access to the available aviation safety data it should also serve as an “easy-to-find”
tool for experts and aviation professionals. Skybrary is accessible via the web site
www.skybrary.aero. In the future a new section called SAsbrary (Safety Assessment library) will
be developed and will be the Safety assessment repository of the Safety Cases.
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6. EMERGING NEEDS FOR SAFETY ASSESSMENT IN R&D

Purpose of this chapter is to present an overview of identified additional needs that emerge for
safety assessment in R&D for advanced developments such as aimed for by SESAR. These
emerging needs have been identified in the review of sources documented in Appendix | (Part 2
of this document). This review considered the relevant detailed SESAR task deliverables
(among which the SESAR Safety Management Plan [SESAR SMP]) and relevant documents
from other research projects.

The emerging needs identified by SESAR receive focus in the remainder of this document.
Therefore, in Section 6.1 the SESAR identified emerging needs are first collected and
summarized. Review of sources other than SESAR revealed confirmation of several of the
SESAR identified emerging needs and identification of complementary emerging needs; these
are presented in Section 6.2.

6.1 Emerging needs identified by SESAR
In this section the SESAR-identified emerging needs are introduced, as they follow from the
SESAR source documents from which they were identified. First, these emerging needs are
listed, including the relevant SESAR source and the reference to its identification in Part 2 of
this document:

Table 4 — Overview of emerging needs identified by SESAR

Id. | Description of emerging need Source Relevant
appendix in
Part 2
A. | The need for a ‘macro’ safety case [SESAR SMP] | Appendix |.6
B. | The need to address safety regulations [SESAR Appendix .2
WP1.6.1/D1]
C. | The need to address the multi-stakeholder nature of | [SESAR Appendix 1.2
advancing air traffic operations WP1.6.2/D3]
D. | The need to address the success side of a change [SESAR SMP] | Appendix |.6
E. | The need to cover performance of human operators [SESAR SMP] | Appendix I.6
F. | The need to identify unknown ‘emergent’ risks [SESAR SMP] | Appendix I.6
G. | The need to address E-OCVM requirements [SESAR CVM] | Appendix I.5
H. | The need to assess concept maturity [SESAR DS] Appendix |.3
l. The need for managing relations between cases [SESAR RLP] | Appendix |.7
The need for a ‘macro’ safety case (A) — In aviation and ATM industry safety assessments

have focused on individual concept elements, rather than on the joint effect on safety of multiple
changes in air traffic operations. SESAR is defining advanced developments to air traffic
operations, consisting of multiple local changes by various stakeholders. As the relations and
interactions between such individual operational changes need to be properly assessed, the
need for a ‘macro’ safety case is identified in [SESAR SMP]. This is to be accompanied by an
approach in defining suitable safety targets at a suitable level for the macro case.

The need to address safety regulations (B) — Even though ATM safety regulations have
contributed to the successful delivery of an acceptably safe ATM system across Europe so far,
significant issues exist with respect to the current regulatory framework. Main conclusion of
[SESAR WP1.6.1/ D1] is that developing the ATM safety regulatory framework will be essential
to the success of SESAR. This improvement should be aimed at providing a clear,
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unambiguous set of regulations integrated with the safety regulation of the other parts of the air

transport industry. Main issues are in the field of:

« Fragmentation and variability in regulations and their interpretation.

« Safety accountability: The complex safety regulatory framework and the often detailed and
prescriptive nature of safety regulations can result in confusion over safety accountability;

» Duplication of regulations: overlap and contradictions leading to confusion and difficulty;

« Complexity of regulation, leading to difficulty to comply;

e Transparency, as ATM regulations are frequently too detailed and prescriptive in nature;

* Harmonisation of industry regulation, with a lack of harmonisation in safety regulation in air
transport, while conflicts in regulatory requirements could lead to safety being compromised;

« Proportionality and cost effectiveness: it is not possible to determine whether ATM safety
regulation is cost-effective, nor whether resources are being deployed in a way that will
minimise risk.

In summary, safety regulations need to be properly addressed.

The need to address the multi-stakeholder nature of advancing air traffic operations (C) -
The SESAR operational concept will introduce significant changes to the way in which ATM is
performed. The concept will fundamentally change the roles of many of the stakeholders in the
ATM system and, importantly, these roles will change dynamically within the operation as a
flight progresses. This will result in new ATM safety responsibilities and new interfaces between
stakeholders. Examples of such changes are in the field of:

e Airspace Organisation & Management;

e Separation Provision

¢ Collision Avoidance

Necessary precautions should thus be taken to ensure an appropriate approach towards safety
for SESAR in its widest sense, to enable an acceptably safe implementation of the SESAR
concepts, to minimize SESAR project risks and related costs, and to support the EC and SJU in
their respective requirements to provide information and the discharge of their explicit
responsibilities and accountability towards safety in ATM. From these conclusions from [SESAR
WP1.6.2/ D3] the emerging need is identified to properly address the multi-stakeholder-nature
of advancing air traffic operations.

The need to address the success side of a change (D ) — In aviation and ATM industry safety
assessments have focused on what happens if a new or changed system fails in some way.
The potential positive contribution of the change is often left unaddressed. Similarly, instead of
focusing on failures of ATM only, the positive contribution of SESAR to aviation safety should
also be considered. Therefore, [SESAR SMP] the need is identified to address the success side
of a change.

The need to cover performance of human operators (E ) — In future concepts proposed by
SESAR, ATM will remain to be driven by the role of human operators. Therefore the safety of air
traffic operations will remain to depend on the role of human operators. So far, many safety
techniques have not comprehensively covered for the role of the human operators in the ATM
system [SESAR SMP]. There is thus a need to cover performance of human operators
appropriately in safety assessments.

The need to identify unknown ‘emergent’ risks (F) — With the introduction of advanced
developments as aimed for by SESAR, yet unknown ‘emergent’ risk may appear. New
behaviour and new hazards will emerge that have not yet been seen in ATM. As hazard
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identification is a crucial step in safety assessments, the need to identify unknown ‘emergent’
risks is identified from [SESAR SMP].

The need to address E-OCVM requirements (G) - [SESAR CVM] identifies E-OCVM as a
common approach to all projects contributing to the validation of operational concepts, and
takes it as the basis of the SESAR concept validation methodology. As safety assessment in
R&D is done as part of a general validation process, there is a need to address E-OCVM
requirements. In particular, E-OCVM puts requirements on the output of safety case
development at the end of the phases VO, V1, V2, and V3 of the validation process.

The need to assess concept maturity (H) — E-OCVM provides a sound common foundation
for the lifecycle definition of R&D projects that begin since the very early immature concepts and
develop until late stages of implementation. In [SESAR DS] it is put forward that it is essential to
assess the level of maturity of the subject of the lifecycle before moving to the next phase in the
lifecycle, and that decision points should be established to assess the level of maturity and to
decide whether to go through the next phase. Accordingly, there is a need to assess concept
maturity.

The need for managing relations between cases (I) — In [SESAR RLP], the need for an
integrated management approach is identified which manages safety and other performance
areas as business and environment in an integrated way. In the R&D phases, management of
performance is organized via E-OCVM's case-based approach, in which cases are used to

* Provide preliminary feedback helpful to reduce the risks associated with a new concept; and
e Structure the evidence into a presentable format that helps stakeholders identify the

answers to their key questions.

Cases are usually managed by specialists in the domain investigated, for example, the human
factor case is managed by specialists on human factor, safety case by safety analysts and so
on. In addition, the different domains have different methods and techniques, usually at different
levels of consolidation. The consequence of this partition of the work, together with the different
levels of maturity of methods and techniques, can be a complete separation of cases from each
other. Accordingly, there is a need to manage relations between cases.

6.2 Emerging needs identified by other sources
As has become clear from the review in Part 2, there are a few other sources that identified
independently of SESAR emerging needs for safety assessment in R&D for advanced
developments. These sources confirmed several of the SESAR-identified emerging needs, and
a number of complementary emerging needs, which are introduced in the current subsection. In
the following table they are first listed (including relevant source and reference to its
identification in Part 2 of this document):

Table 5 — Overview of complementary emerging needs identified by sources other than SESAR

Id. | Description of complementary emerging need Saour ce Relevant
appendix in
Part 2

a. | The need for support for ‘scoping of safety assessment’ | [CAATS, D1.4] | Appendix |.9
b. | The need for support for ‘feedback to operations, | [CAATS, D1.4] | Appendix |.9
assessment and design’
c. | The need to cover organisational aspects [CAATS, D1.4] | Appendix I.9
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d. | The need for joint validation of multiple actors | [Everdij et al., | Appendix 1.13

requirements 2009]
e. | The need to take into account the role of government | [Everdij et al., | Appendix .13
policy makers 2009]
f. The need to determine the quality of safety validation [Everdij & | Appendix 1.13
Blom, 2007]

g. | The need to address challenges posed to safety | [RESET, 2007] | Appendix I.14
validation by concepts aiming for separation reduction

h. | The need to pro-actively consider safety performance, | [Safety Appendix |.16.
operational safety, safety management early in the | Fundamentals,
development lifecycle of the operational concept 2006]

The need for support for ‘scoping of safety assessm ent' (a) — In [CAATS, D1.4 P2] it is
identified that the key role of the “Scoping the assessment” stage of AP15’s generic safety
assessment process is often heavily underestimated. Poor scoping may lead to great concerns
as miscommunication with stakeholders, confusion during the safety assessment process,
inefficiency of safety assessment iterations; and selecting an inappropriate safety assessment
method. Therefore the need for support of this step is identified.

The need for support for ‘feedback to operations, a  ssessment and design’ (b) - Another
step of AP15’s generic safety assessment process that is often heavily underestimated is the
‘feedback to operations, assessment and design’ step. Lack of such feedback may lead to poor
management of safety in ATM, also in the R&D process, where safety assessment feedback
should enable developers to improve their concepts, and decision-makers to make optimal
decisions on further development. The need for support for this step is identified in [CAATS,
D1.4 P2].

The need to cover organisational aspects (c) — In aviation and ATM industry safety
assessments have rarely considered organisational aspects. Some examples of organisational
aspects are: behaviour of individuals, crew and team resource management, company culture,
training of operational staff and safety experts, maintenance of procedures, and tactical and
strategic information patterns (i.e., who knows what and how, and in time, and in line with roles
and responsibilities?). In [CAATS, D1.4 P2] the need to cover such organisational aspects is
identified.

The need for joint validation of multiple actors re quirements (d) — In safety assessment,
safety requirements posed should be validated, i.e., it should be considered whether the safety
requirements are feasible and whether they enable reaching the safety goal set. In the
development of SAFMAC [Everdij et al., 2009] it is identified that due to the high complexity of
air traffic management and the multiple stakeholders vested interests, in practice it is even more
demanding to set joint goals for all stakeholders together, let alone start with requirements that
are validated against the joint goal setting. As none of the established approaches handles this,
SAFMAC identifies this as an emerging need.

The need to take into account the role of governmen  t policy makers (e) — The government
forms a special type of stakeholder. In addition to having regular stakeholder roles, it has a role
as visionary policy maker for its people. For major changes in air transport operations, the role
of the policy maker is of particular relevance due to the part they play as investors in
infrastructure and in coordinating with neighbouring countries. In some situations, the policy
maker is also the national regulator, who has a special additional role in major changes. From
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this, [Everdij et al., 2009] identifies the need to take into account the role of government policy
makers. It notes that the only elements that are arranged are the certifying authorities, but these
have no role to play in the economic judgement.

The need to determine the quality of safety validat ion (f) — Safety assessment and
validation of large changes in air traffic can be done in different ways, and the quality of the
result will depend on, e.g., how the process is done, on the quality of the input and the experts
used, which safety issues were evaluated, et cetera. Advantage can be taken of the many
methods available in the database of safety methods [Safety Methods Database] introduced in
Section 4.1. Based on practical experience in using this database for the search of relevant
safety methods, the need is identified in [Everdij & Blom, 2007] for the development of an
appropriate set of safety validation quality indicators, which should help such searching.

The need to address challenges posed to safety vali  dation by concepts aiming for

separation reduction (g) - Safety assessment for concepts involving the definition or re-
definition of minimum separation minima put specific demands on the safety assessment
approach to be applied. As an example [RESET, 2007] identifies the desired output of such
safety assessments is often in the form of a curve of safety risk as a function of the minimum
separation value, which is compared to the applicable Target Level of Safety, and of an
explanation of the background of the shape of this function. From this, the need to address
challenges posed to safety validation by concepts aiming for separation reduction is identified.

The need to pro-actively consider safety performanc e, operational safety, safety
management early in the development lifecycle of th e operational concept (h) — In [Safety
Fundamentals, 2006], that there is a need to involve safety appropriately early in the design of
new concepts, as the effects of lacking pro-activeness include quick-fixes of problems wthat
bring new problems, cost intensive technical fixes or even restarting of the concept
development phase, and delay of project delivery. Safety should be proactively considered in
four aspects: Safety performance (addressing total system safety, including relations and
interactions between all sub-parts), Operational safety aspects (addressing the joint
performance of static and dynamic aspects including humans, procedures and technical
systems), Management of the performance (addressing the role of the organisation and its
management in achieving safety), and Safety regulation (addressing the legal framework). In
complement to need (B) discussed in Section 6.1, from this the need is identified to pro-actively
consider safety performance, operational safety, and safety management early in the
development lifecycle of the operational concept.
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7. APPROACHES IN SUPPORT OF SESAR-IDENTIFIED EMERGING NEEDS

This section presents identified approaches that aim to address the SESAR-identified emerging
needs. These can both be current approaches and newly emerging approaches. They are
presented per emerging need.

7.1  Approaches for a ‘macro’ safety case (A)

There is a need for a ‘macro’ safety case, which has a dual character: at one hand interactions
between different operational improvements need to be analysed on safety, at the other hand
suitable safety targets need to be defined for parts of the novel operation. The following
complementary approaches have been identified towards this:

1. Integrated Risk Picture (IRP), as an overall incident-accident model of the ATM system

organizing and integrating safety assessments for individual operational changes;
2. Apportioned ATC safety criteria based on accident rates [Van den Bos et al., 2009]; and
3. Performing ‘joint safety analysis’ using TOPAZ.

Re 1: In [Fowler et al., 2009] it is explained how an Integrated Risk Picture (IRP) is used for the
SESAR operational concept as overall incident-accident model of the ATM system. This way,
safety assessments for individual operational changes are organized and integrated, covering
their functional interactions and common causes. Accordingly, this forms a top-down approach
considering the ATM system as a whole, complementing a bottom-up approach to assess risks
associated to hazards that are either affected or newly generated by the introduction of each
individual operational change.

IRP is introduced in more detail in [Perrin et al., 2007], where it is explained how a ‘baseline’
(IRP 2005) and a future risk picture (‘predicted’) version of IRP have been developed. The
‘predicted’ version aims to model the safety impacts of all known ATM changes, leading to an
indication whether the safety targets can be achieved, and enabling apportionment of an overall
safety target based on the overall ATM contribution to aviation accident risks, by assuming the
modelled performance of individual ATM elements as safety objectives for safety assessments
for individual operational changes. To ensure safety also between the baseline and the
eventually foreseen situation, the use of IRP is complemented by a ‘Safety Targets
Achievement Roadmap’ [Vernon & Perrin, 2007], which takes into account traffic growth and the
foreseen implementation planning.

Re 2: In [Van den Bos et al., 2009] apportioned ATC safety criteria are presented that are based
on accident rates. The focus is on ATC-related accidents, being all accidents that ATC should
prevent. This way, all accidents related to separation provision are considered, irrespective of
which stakeholder (e.g., ANSP, airline) has causal contributions to the risk. An overall safety
target for ATC-related accidents is apportioned into safety targets on the level of so-called ATC
sub-products, which are comparable to parts of a flight forming a logical element within an ATC
service or unit (e.g., ‘taxiing’, and ‘line-up’). Individual safety assessments consider one or more
operational improvements and connect to the level of the ATC-sub products.

Re 3: TOPAZ has been developed for ‘joint safety analysis’ of advanced air traffic operations. It
addresses all types of safety issues, including organizational, environmental, human-related
and other hazards, and any of their combinations. Notably, it also considers all relevant
stakeholders in an integrated way, enabling to cover well interactions such as between pilots an
Air Traffic Controllers. It makes use of safety relevant scenarios that model the combinatorially
many possible interactions between hazards and elements under control by different
stakeholders. It features development and subsequent use of a Monte Carlo simulation tool set
for selected parts of advanced operations. For other parts and other design options, possibilities
are to adopt a qualitative approach, to use sensitivity analysis of a simulation, to rerun
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simulations with adapted parameter settings, and to cover it via an advanced bias and
uncertainty assessment.

7.2  Approaches to address safety regulations (B)
As significant issues exist with respect to the current regulatory framework, there is a need to
address safety regulations in safety assessment in R&D. The following approaches have been
identified for this:
1. Methods for early scanning of concepts on Safety Fundamentals;
2. ldentification of complementary regulation needs, and showing via safety assessment the
impact of improving standing regulations or not.
3. Performing safety assessment assuming current regulations, and laying down needs for
changes in assumptions.

Re 1: Safety Fundamentals [Safety Fundamentals, 2006] reflect a framework of basic safety
rules that are independent from the design implementation. The main four aspects of safety
considered in this framework are safety regulation, safety management, operational safety and
safety performance. An early scanning on safety fundamentals can be used to pro-actively
consider safety early in the development lifecycle of an operational concept, potentially leading
to amongst others the identification of needed or anticipated changes in safety regulations.
Hence, early scanning on safety fundamentals helps in properly addressing safety regulations in
concept development and validation. A detailed description of Safety Fundamentals is provided
in Part 2, Appendix VI.
There are a few specific methods designed to support the analysis of Safety Fundamentals,
usually based on structured elicitation of expert opinion. These include
» Safety Screening, which has been used during the application of Safety Fundamentals to
new SESAR concepts in the SESAR initial phases ([SESAR 1.6.2/D3], [Strater et al., 2007]),
and
» Safety Scanning developed in form of tool by the EUROCONTROL Safety Regulation
Commission (SRC) in collaboration with several ANSP to support the NSAs in safety
regulatory reviews.

Re 2: In the draft [RESET, 2009] it is argued that identified needs for improvement of the safety
regulatory framework impact safety assessment in R&D. A concept under study in R&D will
eventually need to be proven sufficiently safe according to the safety regulatory framework that
will be in force at the time of certification and implementation of the concept. A concept will thus
have to show that it satisfies the requirements of a future safety regulatory framework. As this
future safety regulatory framework is not yet available, this forms a ‘moving target’ for safety
assessment in R&D. It is not straightforward to deal with this moving target for safety
assessment in R&D. In the draft [RESET, 2009], it is first identified which changes are needed
in the safety regulatory framework to enable successful development of considered concepts
with decreased separation. Next, safety assessment is proposed according to current
requirements and requirements from anticipated changes in regulations.

As an example of such anticipated change, [RESET, 2007] identifies that the current ESARR
and ICAO have in common that their current approach is conservative regarding airborne safety
nets, in the sense that both assume that the safety risk impact is not taken into account, neither
in the safety target nor in the safety risk assessment. The consequence of this is that
developments in airborne safety nets and in improving collaboration between airborne and
ground based safety nets would be discouraged. Accordingly, [RESET, 2007] recommends both
ICAO and SRC to further develop their regulation regarding safety nets.
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Re 3: In [SESAR SMP] it is proposed to perform safety assessment in line with current
regulations. For items not yet covered by current regulations it proposes to work with
assumptions and safety requirements, which may next be adopted in complementary regulation.

7.3  Approaches to address the multi-stakeholder nat  ure of advancing air
traffic operations (C)
Advanced concepts will fundamentally change the roles of many of the stakeholders in the ATM
system and, importantly, these roles will change dynamically within the operation as a flight
progresses. Therefore there is a need to address the multi-stakeholder nature of advancing air
traffic operations. SAFMAC has been identified as approach that aims to address this need:

SAFMAC [Everdij et al., 2009] is a safety validation framework, which has been developed to
incorporate into safety validation the active roles that have to be played by stakeholders during
the development phases of a major change in air transport operations. In its detailed alignment
with E-OCVM, the focus during the R&D phases (VO to V3) is on the macro level of institutional
conditions, i.e., the interactions between stakeholders’ organisations and operational control.
Key issue is that during R&D the stakeholders should jointly adopt a goal oriented approach.
This is put in practice via iteration of four processes, in which joint goals are set (set goals),
conops versions are developed to reach these goals (plan), the consequences for the
stakeholders are identified (act), and the conops version is jointly validated (joint safety
validation). The joint safety validation should make sure that emergent behaviour from
interactions between the stakeholders is properly addressed. It is noted that the TOPAZ
methodology has been used since its development for such joint safety validation. A detailed
description of SAFMAC is provided in Part 2, Appendix VII.

7.4  Approaches to address the success side of acha nge (D)
Whereas safety assessments in aviation and ATM industry have often focused on failures of
new systems, there is a need to address the success side of the change. The following
approaches have been identified for this:
1. TOPAZ; and
2. SAME.

Re 1: Since its development the safety assessment methodology TOPAZ considers success
and failure in an integrated way, and hence forms a proven approach to covering both the
success and failure side of a change. The method uses ‘safety relevant scenarios’ in which it is
modelled how the resolution of hazardous situations depends on the performance of multiple
elements, acknowledging that performance variability goes further than the occurrence of
failures, and that this plays an important role in safety.

Re 2: Safety Assessment Made Easier (SAME) ([SAME PT1, 2008], [Fowler et al., 2007]) is

developed by EUROCONTROL as an extension of SAM. Where SAM focused on the negative

contribution to risk, SAME also considers the positive contribution of the concept under

investigation to aviation safety. It does this by proposing a ‘broader approach to safety

assessment’, consisting of complementary success and failure approaches:

« The success approach seeks to show that an ATM system will be acceptably safe in the
absence of failure;

* The failure approach seeks to show that an ATM system will still be acceptably safe, taking
into account the possibility of (infrequent) failure.

In SAME the safety assessment is driven by a safety argument structured according to system

assurance objectives and activities. In [Fowler et al., 2009] the use of SAME for the SESAR
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operational concept is explained. A detailed description of SAME is provided in Part 2, Appendix
V.

7.5  Approaches to cover performance of human operat  ors (E)
As safety of air traffic operators will remain to depend on the role of human operators, there is a
need to cover performance of human operators appropriately in safety assessments. The
following approaches have been identified for ATM:
Eurocontrol’'s Human Factor case
Human Assurance Levels (HALS)
Controller Action Reliability Assessment (CARA)
Human performance modelling in TOPAZ
Resilience engineering approaches
Organisational safety modelling

ourwNE

Re 1: Eurocontrol's Human Factor case [EATM HF case, 2007] is a process to systematically
manage the identification and treatment of Human Factor issues as early as possible in a
project’s lifecycle. In the CAATS Il project, this Human Factor case has been formalized
[CAATS Il, D17] for use in line with E-OCVM in the R&D phases.

Re 2: In SAM, the use of Human Assurance Levels (HALS) is explored, which aim to ensure an
appropriate level of Human Factors consideration/ integration in the system design and working
practices commensurate with the risk for a particular system function relying on human
performance. Usually, these HALs are used at the leafs of fault/ event trees. SAME, which is
incorporating SAM, also proposes the use of HALs.

Re 3: CARA (Controller Action Reliability Assessment, [Gibson & Kirwan, 2008]) is a human
reliability assessment technique, which can be used to quantify human reliability aspects as
failure rates and success of mitigation actions in the context of Air Traffic Management (ATM).

Re 4: TOPAZ uses systemic modelling that includes modelling of human performance (e.g.,
[Stroeve et al., 2009]). Motivation for this is that covering human actors via probabilities in fault
and event tree approaches has the serious limitation that this way the impact of concurrent and
dynamic behaviour on risk cannot effectively be taken into account. To incorporate for
interactions between multiple human actors, TOPAZ includes modelling of multi-agent situation
awareness [Stroeve et al., 2003]. Also, it has been evaluated [Blom et al., 2005] regarding
possible integration with the human performance model in Air Midas (Air Man-machine
Integration Design and Analysis) [Corker, 2000].

Re 5: Resilience engineering [Hollnagel et al., 2006]. Resilience engineering acknowledges that
safety does not only depend on risk related to breakdown or malfunction, but also on the ability
of a system to adjust to current conditions, which continuously change due to the complexity of
air traffic operations. Both the human cognition contribution to resilience (e.g., via coordinating
in unforeseen hazardous situations) and possible technological means (see e.g., [Di Benedetto
et al., 2008]) that help the human in detecting and restoring from latent conditions which
undermine the resilience effectiveness of human operators (e.g., tools that help the operator
detect hazardous situations resulting from differences in situation awareness).

Re 6: Modelling of organizations organizational safety modelling for ATM is being studied in
[Stroeve et al., 2008]. This goes one step further than modelling humans and interactions
between multiple humans, in the sense that groups of humans and interactions within and
between groups are also considered.
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7.6  Approaches to identify unknown ‘emergent’ risks (P
With the introduction of advanced developments as aimed for by SESAR, yet unknown
‘emergent’ risk may appear. Such risk is related to ‘emergent behaviour’ which is characterized
by what the interaction between multiple local behaviours (both nominal and non-nominal)
yields more than the sum of the local behaviours.

Accordingly there is a need to identify such unknown ‘emergent’ risk. Several complementary
approaches have been identified for the identification of such emergent risk:

1. HAZOP

2. A “pure” brainstorming approach

3. Real-time simulations

4. Stochastic modelling and Monte Carlo simulations.

Re 1: HAZOP (Hazard and Operability study, see for instance [Kletz, 1999]) is used for
identifying, analyzing and mitigating hazards in sessions with operational experts. The
identification is done via brainstorming along keywords. Whereas the more classically adopted
hazard identification approach of functional decomposition is directed towards identification of
failures of individual functions, HAZOP also enables identifying emergent hazards.

Re 2: The ‘pure brainstorming’ hazard identification approach (originally developed in [De Jong,
2004], but also incorporated in [EATMP SAM, 2007]), puts large emphasis on identification of
hazards that are functionally unimaginable, e.g., because they are associated to systems
functioning well (e.g., controllers over-relying on new alerting systems), because they are only
remotely associated with failures (e.g., differences in situation awareness, variations in
effectiveness of conflict detection and resolution), or because they are related to implicit
functions relevant for safety only recognized after failure. In [De Jong et al,. 2007] it is explained
that the ‘pure brainstorming’ approach can drastically increase the effectiveness of HAZOP by
keeping hazard identification separate from hazard analysis and risk mitigation.

Re 3: Real-time simulations (e.g., using SAFSIM) may be used for identification of emergent
risk, including risk related to the emerging dynamics and interactions of the various elements in
foreseen air transport operations. Non-nominal events can often be inserted in the simulations,
enabling the identification of further, related, emergent behaviour. Real-time simulations can
vary in scale, and regularly serve multiple validation objectives simultaneously. Still, the usually
low number of runs plays a role in the efficacy in identification of emergent behaviour.

Re 4: Stochastic modelling and Monte Carlo simulations: In this approach, first a stochastic
model is developed, which is next subject of large humbers of Monte Carlo simulations. The
results of these simulations allow risky behaviour to come to the surface. Only once these are
known, it is analyzed from which interactions between which local behaviours this risky overall
behaviour stems. This approach allows the identification of emergent behaviour due to
interactions of local functional behaviour and also various non-nominal effects, including local
issues as situation awareness, human performance, and random effects (e.g., weather). [De
Jong et al., 2007] presents an example of identification of high-risk emerging system behaviour
from a background of combinatorially many possible system behaviours with lower risk.

Note: Classical approaches to identification of hazards are usually more focused on
identification of risk related to individual system elements. Search of literature, reporting
systems and databases is usually a good mean to complement such identification. Whereas
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such searches may not be very effective in identifying emergent risk, search of similar safety
studies might be a useful complementary mean for identification of emerging risk.

7.7  Approaches to address E-OCVM requirements (G)

As safety assessment in R&D is done as part of a general validation process in which
stakeholders need to be regularly informed, there is a need to address E-OCVM requirements.
Only since recently, it has been studied how to tailor safety assessment methods on the basis of
the maturity of the concept under investigation, e.g. what should be done for concept at phase
V1 of E-OCVM, what at phase V2 and so on. Table 6 summarizes which sources present
general validation views per phase of E-OCVM, and Table 7 summarizes which sources present
a view on safety validation per phase of E-OCVM.

Table 6 — Overview of phases for which the sources present a general validation view per
phase of E-OCVM.

source ATM need (VO) |Scope (V1) Feasibility (V2) In tegration (V3)
SESAR DS X X X
SESAR SEM X X X
SESAR CVM X X X
SARD X X X X

Table 7 — Overview of phases for which the sources present a view on safety validation per
phase of E-OCVM. Phases that are not applicable due to the maturity of the considered concept
are marked with n/a.

source ATM need (VO)  |Scope (V1) Feasibility (V2) Ih tegration (V3)
SESARWP 1.6 X

SESAR SMP X X X X
SAME X X X X
SAFMAC X X X X
RESET X n/a n/a

iFly X X X

In Appendix Il in Part 2 of this document, an analysis is presented of those views that were
available on the date on which collection of information by CAATS Il closed. For each phase,
the leading view from E-OCVM is presented, as well as the commonalities with and
complementarities to E-OCVM of other sources’ views. From the analysis, it is concluded that
knowledge on working with E-OCVM in safety assessment in R&D is only just building up, and
that there are several candidate approaches for addressing E-OCVM requirements.

7.8  Approaches to assess concept maturity (H)
Projects need to understand the current maturity of the concepts they are working on, especially
if any aspects are less mature than the rest, and how far they have progressed in improving and
making the concept more mature and stable. The ideal would be to have objective and shared
criteria to evaluate whether an operational concept can be transferred to a next phase of the E-
OCVM concept lifecycle model, i.e., transition criteria. The following approaches for this have
been identified:
1. Strategic Assessment of ATM R&D results (SARD);
2. Recent draft improvements to SARD by researchers involved in SARD and CAATS II;
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3. Transition criteria developed as part of SAME.

Re 1: The Strategic Assessment of ATM R&D results (SARD) defines a process and a set of
criteria for the analysis of ATM R&D results per operational concept from a strategic view point.
The process assesses the maturity of operational concepts, in terms of the phases of the
Concept Lifecycle Model of E-OCVM, and their improvement steps. It analyzes the results
obtained in relevant projects on specific operational concept (i.e. where we are? what has been
achieved during last period of 1-2 years? what are the implications of results for the strategic
objectives and performance targets?) and to provide recommendations for next steps. In
principle it can be used for any ATM improvement under development. The process should be
applied to assess regularly the maturity of concept elements in the SESAR development phase,
feeding the maintenance of the SESAR Master Plan. The SARD process has been successfully
applied and further improved through application to two ATM operational concepts. Detailed
information about SARD is contained in Part 2, Appendix IV.2.

Re 2: Recently, researchers responsible for SARD and for CAATS Il have jointly developed an
improved and updated revision of SARD’s detailed criteria per phase of the Concept Lifecycle
Model. In addition, CAATS Il proposed a safety case specific extension of the SARD transition
criteria, addressing the personalisation of the criteria for the safety aspects, and producing
guidance to safety case for the SARD application. However, these improvements are very
recent and have not yet been validated through a practical application to R&D projects. Detailed
information about this improvement of SARD are proposed in Part 2, Appendix 1V.3 and in
reference [CAATS Il, D28].

Re 3: Criteria for evaluating the level of maturity of the safety relevant aspects of a concept
have also been provided within SAME. In particular, SAME was mapped into the E-OCVM
lifecycle phases, identifying: the safety assessment activities that are typical for a concept that is
at level of maturity VO, V1, V2 and V3; the typical inputs and outputs of the safety assessment
for these levels; the related transition criteria from VO to V1, V1 to V2 and V2 to V3. These
improvements are very recent and have not yet been validated through a practical application to
R&D projects. Detailed information about the transition criteria proposed by SAME are reported
in Part 2, Appendix V.2.

7.9  Approaches for managing relations between cases 0]

In R&D projects several cases runs in parallel and investigate the most important characteristics
of the concept under analysis. Relations between different cases have so far been very limited
in R&D projects, in spite of the similarities between the work to be done for each case and the
potential synergies. The consequence of this partition of the work, together with the different
levels of maturity of methods and techniques, can be a complete separation of cases from each
other. Accordingly, there is a need to manage relations between cases. CAATS Il has
developed material on managing relations between cases.

Appendix 1l describes the state of practice regarding relations between cases in the current
R&D projects, with special attention to the relations between human factor and safety case. This
includes a CAATS Il developed framework for relations between cases that was proposed and
refined with the collaboration of several experts of the different cases concerned (safety, human
factor, environment, business). This work leaded to the preliminary identification of the phases
in which different cases should interact with each other and of the type of information they
should exchange. The proposed approach and the preliminary results achieved are presented
in Part 2, Appendix Il and in reference [CAATS II, D28]. For the specific relations between
safety and human factor cases some results are also presented in [CAATS Il, D17]. The RESET
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project [RESET, 2009] aims to use this relation framework in specific for the relations between
the safety and the human factor case in the phase V1 of E-OCVM.
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8. CONCLUDING REMARKS

An inventory has been made of practices for safety assessment in R&D. Due to multiple recent
developments, the inventory forms a significant major revision over the one made three years
ago by CAATS [CAATS, D1.4 P2]. The main aim was to up-date the document with respect to
recent developments and to focus on the applicability of the methods and techniques for safety
assessment to R&D projects for advanced developments such as aimed for by SESAR. The
inventory has been done based on a huge collection of inputs from SESAR, other research
projects, surveys and questionnaires and analysis documented in Part 2 of this report.

After an analysis of the general steps of a safety assessment process (Section 2), the main
current practices for safety assessment in R&D projects have been identified as being SAM,
ED78A, and TOPAZ (Section 3). Next, emerging approaches for safety assessment in ATM
R&D projects have been identified, including a literature review of techniques (Section 4). Then,
the purpose and way of working of safety assessment in the specific context of R&D projects,
was explained, presenting briefly the concept maturity model of E-OCVM (Section 5).

Whereas the approach for safety assessment is relatively well consolidated for an ANSP
assessing a change to its Air Traffic Management (ATM) system, including humans,
procedures, and technical equipment, it appears from the literature review that safety
assessment in Research and Development (R&D) for advanced developments as aimed for by
SESAR the situation has been subject of a lot of recent research. From this research it appears
that several new needs emerge, and that traditional approaches fall short. Emerging needs
identified by SESAR and complementary emerging needs identified by other sources have been
explained (Section 6).

For each of the SESAR-identified emerging needs, approaches have been identified that aim to
address it (Section 7). These approaches include both approaches that are already practice,
and approaches that are emerging and still in further development. It has not been evaluated to
which extent the various approaches fulfii the SESAR-identified needs, nor has it been
evaluated whether the complementary emerging needs identified by sources other than SESAR
are addressed. Integration of the various novel emerging approaches with each other and with
established approaches typically has received limited attention.
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